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Abstract
This research explores the use of Fast Fourier Transform 
(FFT) in the design of smart sensors and various other 
portable telecommunication devices. Literature reveals that 
genetic algorithms play an increasingly important role in 
the computing FFT for the design and implementation of 
the foresaid devices. In this paper, a multi- objective 
genetic algorithm for computing Fast Fourier Transform for 
evolving smart sensor devices has been designed and 
simulated in software in a field programmable gateway 
array using Altera Quartus II 13.0. Programmable logic 
units, ( Luts-representing genes in a chromosome) were 
designed using schematic /block diagrams and hardware 
description language and they were encoded into 
chromosomes and then optimized using field 
programmable gate arrays (FPGA) to achieve desired goals 
of portability and low energy consumption. The 
performance of our design was evaluated using Altera 
Quartus II Powerplay power analyser tool in terms of core 
static thermal power dissipation, core dynamic thermal 
power dissipation and input and output thermal power 
dissipation. The model was also evaluated in terms of 
functional correctness and portability. The results show 
significant improvements in all performance measures. 

Key words :  Genetic algorithm; Programmable logic unit 
(Luts); Fast Fourier Transform; Field programmable gate 
Array.

1. Introduction
An ad hoc wireless sensor network consist of a 
number of distributed micro electro mechanical 
devices (sensor nodes) deployed in some 
geographical region and they are capable of 
reorganizing themselves within the network. Each 
sensor node has wireless communication capabilities, 
usually in the form of radio signals and some level of 
intelligence for signal processing and networking 
data [1].

One of the most important constraints on sensor 
nodes is low power consumption requirement. Sensor 
nodes carry limited, generally irreplaceable power 
sources.  Therefore, while traditional networks aim to 
achieve high quality of services (QoS) provisions, 
sensor network protocols must focus primarily on 
power conservation. They must have inbuilt trade-off 
mechanisms that give the end user the option of 
prolonging network lifetime at the cost of low power 
throughput or high transmission delay [2].

A sensor network design is influenced by many 
factors, which include fault tolerance, scalability, 
production costs, operating environment, sensor 
network topology, hardware constraints, transmission 
media and power consumption [3]. These factors 
have been addressed by many researchers, but to my 
knowledge most of the researches have tended to 
concentrate on energy conservation in routing 
protocols, while this research looks achieving energy 
conservation through sensor collaboration and 
distributed processing.  While less information is lost 
when communication is at a lower level (eg raw 
signals) being sent from  source to the destination 
node (sink), this usually results in more bandwidth 
requirements and a lot of data redundancy, as 
duplicate information is sent. Thus, depending on the 
phenomenon under observation, the measurements 
collected by sensor nodes may need to be subjected 
to proper processing which might be performed either 
in a distributed manner by nodes, or centrally where 
information is collected [4].

Distributed processing, or collaborative signal and 
information processing where nodes in an ad hoc 
wireless sensor network collaborate to collect data 
and process it into useful information is a relatively 
new area of research. Processing data from more 
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sensors generally results in better performance but it 
also requires more communication resources (and 
thus energy). Energy efficient digital signal 
processors (DSP’s) are becoming increasingly 
important with the growth of portable, wireless, 
battery-operated appliances such as wireless sensor 
networks, cellular phones, Personal Digital Assistants 
(PDAs) and laptops [5].  

2. Genetic algorithms and FFT computing

Genetic algorithms are search procedure modeled on 
the Mechanism of Natural selection and evolution. 
They use the techniques found in nature such as 
reproduction, gene crossover and mutation to find 
optimal solutions to many real world problems.  
Genetic algorithms may be used to select the best 
signal measuring a phenomenon of interest so that 
only fewer signals are eventually transmitted from 
source to sink [6].

The concept of optimization, finding the extrema of a 
function that maps candidate ‘solutions’ to a scalar 
value of ‘quality’ is extremely general and useful 
concept that can be applied to innumerable problems 
in commerce, industry, and science.  However, the 
majority of ‘real’ optimization problems, whatever 
their origin, comprise of more than one objective [7]. 
Multi-objective optimization takes seriously the fact 
that in most problems the different components that 
describe the quality of the solution cannot be lumped 
together into one representative overall measure, at 
least not easily and not before understanding of the 
possible ‘tradeoff’ available has been established [7].

The power of genetic algorithms comes from the fact 
that the algorithms converges to an optimal solution. 
Using Genetic algorithms, unlike other methods, it is 
possible to maintain infeasible and/or suboptimal 
solutions during the search process, which may be 
close to the global optimum while there are many 
local optima far away from the global optimum. They 
are resilient to being trapped in local optima [8]. A 
further advantage of genetic algorithms is that they 
require no knowledge gradient information about the 
search space. Discontinuities in the response surface 
have little effect on the overall optimization 
performance. They perform very well for large- scale 
optimization problems. Further advantages are: 
Conceptual simplicity, Potential to use knowledge 
and hybridization, Parallelism, robust to dynamic 
changes, Capability for self-optimization and the 
ability to solve problems without known solutions 
[9].

2.1 Simulating Evolution

Genetic algorithms represent a special case of the 
more general class of evolutional computation 
algorithms (which also include methods such as 
evolutionary programming, and evolutionary 
strategies).  

Evolutionary computing techniques, such as genetic 
algorithms, attempt to simulate biological process on 
the computer in order to solve difficult problems. 
Pioneered by John Holland , genetic algorithms have 
been employed by programmers for such diverse 
tasks as optimizing networks, Wireless sensor 
network deployment, calculating neural network 
weights, maximizing mathematical functions, 
scheduling resources more efficiently, minimizing 
costs in architectural designs while still meeting 
design constraints [10]. Genetic algorithms apply 
when the elements are real discrete or complex 
valued. Thus genetic algorithms are suitable for 
digital signal processing and fast Fourier transform 
computations.

2.2 Genetic Operator

Signal encoding, representing the information to be 
optimized\searched is the most important step. In 
binary coding, which is the most popular approach, 
this entails representing a typical solution to be 
optimized in a binary string, referred to as a 
chromosome.  Each chromosome has an associated 
objective function values called fitness function.

2.3 Fast Fourier Computing

Energy efficient digital signal processors (DSP’s) are 
becoming increasingly important with the growth of 
portable, wireless, battery-operated appliances such 
as wireless sensor networks, cellular phones, 
Personal Digital Assistants (PDAs) and laptops

The Discrete Fourier Transform (DFT) and the 
Inverse Discrete Fourier Transform (IDFT) are 
computational tools that play a very important role in 
many digital signal processing applications, such as 
frequency analysis (spectrum analysis) of signals, 
power spectrum estimation, and linear filtering. The 
formula for transforming for a sequence {x(n) } of 
signals of length L		≤ N into a sequence of frequency 
of samples {  �(�) } of length N is called the 
Discrete Fourier Transform (DFT) and its given by 
[11] :

�(�) =	∑ �(�)������ �������/�     ,                       (1)
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where n=0, 1,..., N-1.                                            

The formula that allows us to recover the sequences 
of �(�)  from the frequency samples is called the 
Inverse Discrete Fourier Transform (IDFT) and it’s 
given by:

�(�)=�� 		∑ �(�)���
��� ������/�                           (2)

where n = 0, 1,…, N-1 .                           

The importance of the DFT and IDFT in such 
practical applications is due to a large extent on the 
existence of computationally efficient algorithms, 
known collectively as Fast Fourier Transforms (FFT) 
algorithms for computing DFT and IDFT.

The computation of Discrete Fourier Transforms 
(DFT) is a significant component in many digital 
signal processing systems. Application of the fast 
Fourier transform (FFT) is increasingly gaining 
ground due to its ability to reduce the number of 
computations when computing discrete Fourier 
transforms. The wide spread use of FFT has led to a 
variety of implementations including custom FFT 
processors, digital signal processors, general purpose 
software and programmable hardware [12].  With the 
advent of Silicon on Chip (Soc) technology, DSP 
algorithms such as FFT are increasingly becoming 
popular and are used in processor cores which are 
embedded within the Soc Platform . The increase in 
demand of high performance, low power applications 
like multicarrier systems, has lead to an increase in 
demand for FFT/IFFT cores, which provide high 
throughput while minimizing power consumption. It 
has been shown that the main source of power 
consumption in a typical CMOS circuit is due to 
switching power, Psw by:

���=��kCloadV2
ddf             (3)                                                                                                                  

where Vdd is the supply voltage , f is the clock 
frequency, Cload is load capacitance of the gate and k 
is switching activity factor, which is defined as the 
number of times the gate makes an active transition 
in a clock cycle [13].

Genetic algorithms play an important role in the 
design implementation of discrete time signal 
processing algorithms and systems.   In [14],  a 
genetic algorithm optimization for coefficient of FFT 
processor is reported. In [15], a multi-objective 
genetic algorithm for on-line adaptation a multi-
carrier code deviation multiple access (MC –CDMA) 
receiver is presented. The approach uses a genetic 
algorithm to adapt the receiver, while dynamically 
optimizing the Fast Fourier Transform section of the 

receiver for both error value and power consumption. 
Figure 1 bellows shows the block diagram of the 
Multi-Carrier based Telephone Receiver. It consists 
of an FFT block that is used to demodulate the 
orthogonal frequency division multiple access 
(OFDMA) and a combiner block which equalizes 
signals and separates the coded users. The FFT 
processor is the most power consuming block, and its 
power consumption depends on the word length of 
data and the FFT coefficients.   In [16] ,  a Multi-
Objective Algorithm is used to find the optimal word 
length for input data and Fast Fourier Transforms 
coefficients while satisfying functionality constraints. 
The limitation of this approach is that the fitness 
function is based on one objective function derived 
from some error term.

Figure 1: Block diagram for multi-carrier code 
deviation multiple access telecommunications 
receiver

Processors with larger word length will provide better 
performance in terms of accuracy. The accuracy of 
FFT processor is represented by Signal to Noise ratio 
(SNR), and a processor design with higher SNR 
value is desirable. On the other hand a high word 
length in FFT   design will contribute to higher 
switching activities (SA). To resolve this problem, in  
[17] a single  objective and a multi objective Genetic  
algorithm Approach is proposed to search for better 
SNR and SA value of the FFT processor.  

3. Genetic algorithms in computing FFT for 
Smart Sensors

In [18], the idea of a Distributed digital signal 
Processor (DDSP) is considered, where a network is 
composed of multiple sensor nodes, each of which 
corresponds to a processor. The idea of divide- and-
conquer approach is then applied, in which a DFT of 
size N, where is a composite number is reduced to the 
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computation of smaller DFTs from which the larger 
DFT is computed. 

In [19], an Energy efficient algorithm for computing 
1-D Fast Fourier Transform   (FFT) over single and 
multi-hop wireless sensor network is proposed. The 
proposed algorithms reportedly reduces the number 
of transmissions, eliminates typical redundant 
computations in a distributed FFT algorithm and 
uniformly maps complex multiplications over all 
sensor nodes by introducing  an extra bit –
complement permutation stage after   (����N)/2 
iterations.

Figure 2: load balanced sensor network.

Figure 2 above shows two sensors in a traditional 
load balanced network.  

An assumption is made that every sensor has a 
complex weight, w, required for the FFT for local 
computation. Between two consecutive stages, two 
sensors p1, and p2 have partial results, X1 and X2 
available from the previous stage and they process 
information as shown in the diagram. The 
computations are as follows:

a) Sensor p1 sends a copy X1 to p2

b) Sensor p1 computes X1=X1+w*X2

c) Sensor p2 computes X2 = X1-w*X2

It has been observed that at every stage each sensor is 
involved in transmitting and receiving one packet 
over the radio channel, and a complex multiplication 
and one addition and multiplication. Note that this 
leads to a load balanced distribution of work, but 
with redundancy of computation w*X2 which is 
performed twice. 

It has been shown in literature that transmission of a 
complex number over to an immediate neighbor 
consumes about 50 times more energy than the 
addition operation. Thus in order to reduce energy 
consumption, redundancy in complex multiplication 
should be avoided. There is also need to balance 
energy depletion among sensors. 

In an attempt to avoid redundancy in computation, in 
[20] Canli etal proposed an approach that avoids 
redundancy at the expense of load balancing.

Figure3  bellow shows a diagrammatic representation 
of the approach.

Figure3: Two Sensors without redundancy.

In this approach, p1 and p2 are computed as follows:

a) p2 computes w*X2

b) p1 sends a copy of X1 to p2

c) p2 sends a copy of w*X2 to p1

d) p1 computes X1 = X1+ w*X2

e) p2 computes X2 = X1-w*x2

In the above scenario, we have transmission of two 
packets and both sensors are involved in 
addition/subtraction but only one sensor is involved 
in complex multiplication. This approach removes 
the redundancy of complex multiplications compared 
to the convectional load balanced algorithms. The 
limitation of this approach is its lack of load 
balancing; hence some sensors will deplete their 
energy before others.

The load balancing problem is resolved by proposing 
an algorithm in which sensors are labeled p1, p2,
…,pn. Computation of data done as in one stage of 
the unbalanced algorithm, with even labeled sensors 
computing the complex multiplication and the odd 
labeled sensors using the results passed to them. In 
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the next stage, the roles are interchanged and the odd 
labeled sensors compute the complex multiplication 
while the even labeled use transmitted results of the 
computation. The approach helps to achieve both 
load balancing and reducing redundancy of complex 
multiplication [21]. The limitation of this approach is 
the cost associated with switching as roles are 
interchanged at the end of each stage. This may lead 
to lager memory requirements.

4. low Power FFT Architecture

The evolution in semiconductor technology and the 
advert of SoC(System-on-Chip), has enabled 
prototyping of FFT algorithms as parameterizable 
cores which can be embedded within a SoC platform. 
The FFT processor can be classified into three main 
types: Pipelined FFT, Column FFT, and Fully 
parallel FFT. In applications that required high 
throughput and low power consumption, the 
Pipelined FFT processor is the preferred core. 
However, in real-time applications, where data is a 
sequential stream, the Pipelined architecture does not 
match the requirements of the FFT algorithms, as it 
requires temporal re-ordering of data [22]. There is 
therefore need for a commutator, which is used to 
reorder the input data. One of the commonly used 
pipelined architectures is the Radix-4 Single path 
Delay commutator (R4SDC).  This architecture is 
widely used due to its high utilization of multipliers, 
butterfly elements and memory blocks.  While 
dedicated hardware can provide the highest 
processing performance, it suffers the drawback of 
lack of flexibility to changing processing 
requirements. While alterative systems based on 
software are flexible, they often suffer from 
insufficient processing capability.

Evolvable hardware is a new concept where the 
structure of hardware is designed to adapt to changes 
in task requirements or changes in the environment 
through its ability to reconfigure its own hardware 
structure online autonomously. In [23], a 
combination of genetic algorithms and software 
reconfigurable devices are reportedly used to design 
virtual reconfigurable hardware. The structure of 
reconfigurable devices is determined by downloading 
bit strings called architecture bits. The main 
drawback of this approach is its reliance on 
downloading and uploading of bit streams online 
[24]. My proposed approach is a hybrid of the Radix-
4 Single path Delay commutator (R4SDC) and 
Virtual Reconfigurable circuits implemented in Field 
programmable gateway arrays[24][25].

5. Multi-objective Genetic algorithms Design and 
Synthesis.

The multi-objective genetic algorithm we implement 
starts with a pool of chromosomes which might 
represent either feasible or non-feasible solutions to 
our optimization problem. In this implementation we 
started with feasible chromosomes and then moved 
towards optimality. Each chromosome is made up of 
several genes that define the chromosome length. 
Figure 4 bellow shows a typical chromosome and its 
constituent genes.

Figure 4: Chromosome with several genes 
(programmable logic units).

Each gene represents a programmable processing 
unit, generally referred to as a  logic unit, which can 
be a multiplexer, or  a combination of a number of 
primitive logic units that are connected together to 
perform a specific function.

Figure 5: Sample programmable logic unit(Lut).

The Lut structures were incrementally built using 
Verilog VHDL and Quartus Schema/block diagrams 
interchangeably. The built-up of the Lut structures 
involved Compilation, Analysis and synthesis stages 
to verify the function correctness of the components. 
Figure 6 bellow shows compilation results for a 
sample Lut. 
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Figure 6: Compilation results for a sample Lut. 

The Lut compilation above was performed using 
Quartus II 64-Bit version, device EP2C5T44C6. The 
compilation shows that there was no need for 
embedded multiplier elements, no need for dedicated 
registers and no need for virtual pins to process the 
Lut function. Only less than one percent of total logic 
elements were utilized using 3 pins. This compilation 
shows that the Lut structure under consideration is 
not resource wasteful and hence its inclusion within a 
reconfigurable circuit would energy conservative. 

The gene codes represent the configuration of each 
logic unit. The processes of mutation (bit-inversion) 
are used to change gene codes, which results in 
reconfiguration of a logic unit such that the Lut 
behaves differently. This is achieved through opening 
and closing of circuits in practice. The process of 
mutation is used to crossover two parent 
chromosomes and generation a child which 
represents a new solution to the problem.  The 
processes of mutation are carried out until the 
number of child chromosomes reaches a specified 
number, upon which the process is stop and selection 
takes place. 

The algorithm we applied is outlined bellow:

1. Randomly select n chromosomes of Length 
N and fit them onto the FPGA.

2. Use the FPGA to compute the FFT equation  
1, with N=16 and k = 0,1,2,…,15.

3. Evaluate fitness function 

��������	�� =� �	���				 + 	�� + 	��
�

�

Where µ, β, and	� are constants denoting relative 
importance of the respective variables.

��	 is voltage term relating to power consumption, S 
is slice space on FPGA relating to portability 
measure and L is the number of logical units used.

4. Perform crossover with random probability 
p.

5. Select new population of chromosomes and 
repeat steps 2 to 4.

6. Perform mutation with small probability	�.

6. Simulation Results

The power dissipation of FFT algorithm was 
determined using PowerPlay Analyser tool available 
in Quartus II systhesis tool. These tools perform 
power analysis on data obtained after synthesis using 
VCD file containing signal activities of FFT core. 
The functionality of individual components was 
verified by running test benches in ModelSim 
(Simulation tool for Mentographics Inc). The FFT 
processor algorithm as a complete system was 
functionally verified using system level test bench 
tools in Modelsim. 

Figure 7 bellow show Powerplay Power analysis 
summary results for sample FPGA. The Powerplay 
Power Analysis tool enables us to estimate the power 
of a device accurately. Electrical energy supplied by 
external power sources is needed for proper 
externally and internally operation of FPGA devices. 
Designers need to understand the total power 
required from these supplies when implementing 
power supply solutions. Moreover, designers need to 
consider how much of that total power is actually 
dissipated within the device(referred to as “thermal 
power” or “dissipated power”) compared to the 
proportion of power that is dissipated outside the 
device, such as external output capacitive loads and 
balanced resistor termination networks. 

Thermal power is the power that dissipates as heat 
from the FPGA. For a good device, this energy must 
be sufficiently lower to allow a cooling solution for 
the device. The total power consumed by a device is 
comprised of standby power, dynamic power and I/O 
power components. Standby power is from current in 
the device in standby mode. Core dynamic power is 
from internal switching within the device (changing 
and discharging capacitance on internal nodes). I/O 
power is from external switching (charging and 
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discharging external load capacitance connected to 
device pins), I/O drivers and external termination 
network [26].

Figure 7: Sample Powerplay analysis summary for 
simple programmable logic units

The results of figure 7 show Total Thermal Power 
Dissipation of 29.32mW, Core Static Thermal Power 
Dissipation of 18mW, Input/output Thermal Power 
Dissipation of 11.32mW and zero Core Dynamic 
Thermal Power Dissipation. 

An analysis of Total Thermal Power consumption 
with population evolution was carried out for our 
integrated reconfigurable circuit device. The results 
in figure 8 Show that the Total Thermal Power 
consumption generally decreased as the circuit 
evolved. This demonstrates the ability of our genetic 
algorithm to improving the performance of the circuit 
design under consideration.

Figure 9 shows an analysis of number of 
programmable logic units with population evolution 
for the integrated circuit design. The results show that 
our algorithms managed to significantly reduce the 
number of logic units require to perform the task at 

hand. The reduced number of logic units in turn leads 
to reduced energy consumption as reported above. 
Furthermore, this reduction in  number of logic units 
in turn leads to reduced number of FPGA slices as 
indicated in figure 10. This reduction in FPGA is 
interpreted as a good measured of the portability of 
the physical device when implemented in hardware.

Figure 8: Thermal power consumption against 
population generation

Figure 9: Number of programmable logic units with 
population generation
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Figure 10: Number of FPGA slices with Evolution.

7. Conclusion.

In this paper, we present a Multi-objective Genetic 
algorithm for evolving smart Sensor devices using 
Field Programmable gate arrays. The Multi-objective 
genetic algorithm presented was used to evolve 
reconfigurable circuit designs in FPGA. 
Experimental results reveal that our genetic 
algorithms improved the design of the desired 
reconfigurable circuits in terms of energy 
consumption and device portability in a few 
generations. 
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Abstract
Radio Frequency Identification (RFID) technology is a 
promising technology. It uses radio waves to identify objects. 
Through automatic and real-time data acquisition, this 
technology can give a great benefit to various industries by 
improving the efficiency of their operations. However, this 
ubiquitous technology has inherited problems in security and 
privacy. EPC Class 1 Generation 2 has served as the most 
popular standard for passive RFID tags. To improve the 
security of this standard, several protocols have been proposed 
compliant to this standard. In this paper we analyze the revised
Yeh et al.’s(2010) protocol by Habibi et al.’s(2011) which is 
conforming to EPC-C1 G2 standard and is one of the most 
recent proposed protocols in this field. We discuss several 
drawbacks of this protocol, then we present our enhanced
protocol which the security analysis showed that it can improve
the security and privacy of RFID systems. 

Keywords: RFID, EPC, Mutual Authentication, Security, 

Privacy, Adversary

1. Introduction
Radio Frequency Identification, abbreviated ‘‘RFID’’ 
basically provides a means to identify objects having 
RFID tags attached. Fundamentally, RFID tags provide 
the same functionality as barcodes but usually have a 
globally unique identifier. Using RFID, the identification 
is performed electromagnetically. Thus, there is, in 
contrast to barcodes, no line-of-sight necessary, and the 
identification can also be performed in contactless way. 
RFID also has the advantage that bulk reading is possible 
and that it is not susceptible to dust, dirt, or vibration like 

barcodes. Because of these characteristics, RFID is 
envisioned to be a convenient replacement for optical 
barcodes in the future [1].
There are several interconnected standards for RFID 
systems. Among them, ISO and EPC global have played 
the main role. In 2004 [2,3], the Electronic Product Code 
Class-1 Generation-2 specification (EPC-C1 G2 in short) 
was announced by EPC Global which also has been 
ratified by ISO [4] and published as an amendment to 
ISO/IEC18000-6. This standard is an important 
milestone for the standardization of low-cost RFID tags. 
However, the later security analysis that carried out on 
the EPC-C1 G2 specification have demonstrated 
important security flaws in this standard [5,6]. This is 
motivated researchers to try to propose EPC-compliant 
schemes, trying to correct the weaknesses and improve 
its security level, analyze the security of EPC-compliant 
schemes, or improve the vulnerable schemes 
[7,8,9,10,11,12,13,14]. Among them, one of the most 
recent proposals that following this approach is an 
improvement to the Yeh et al. ’s protocol [14] proposed 
by Habibi et al. [12], which is the main concern of this 
paper. Habibi et al. [12] have analyzed the security of
Yeh et al.’s protocol and proposed an improved protocol 
as a treatment for Yeh et al.’s protocol. However, other 
researches [7,11] have demonstrate that they were not 
success in their attempt and the proposed protocol has
security and privacy problems. In this paper we proposed 
an enhanced protocol that improving cited problems. The 
security analysis showed that the proposed protocol can 
improve the security and privacy of RFID systems. Also, 
it can be applied in low-cost RFID environments 
requiring a high level of security.
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The remaining sections of the paper are organized as 
follows: Section2 briefly reviews Habibi et al.’s protocol. 
Section3 discusses the weakness of Habibi et al.’s 
protocol. The enhanced protocol is presented in Section4, 
while Section5 discusses the security analysis of the 
proposed protocol, respectively. Some conclusions are 
presented in Section6.

2. Review of Habibi et al.’s protocol

This section reviews Habibi et al.’s protocol [11].

Notations used in this paper are defined as follows:
 EPCs: The 96 bits of EPC code are divided into six 

16-bit blocks, and then the six blocks are XORed to 
get EPCs.

 DATA: The corresponding record for the tag kept 
in the database.

 Ki: The authentication key stored in the tag for the 
database to authenticate the tag at the (i+1)th 
authentication phase.

 Pi: The access key stored in the tag for the tag to 
authenticate the database at the   (i+1)th 
authentication phase.

 Kold: The old authentication key stored in the 
database.

 Knew: The new authentication key stored in the 
database.

 Pold: The old access key stored in the database.
 Pnew: The new access key stored in the database.
 Ci: The database index stored in the tag to find the 

corresponding record of the tag in the database.
 Cold: The old database index stored in the database.
 Cnew: The new database index stored in the 

database.
 X: The value kept as either new or old to show 

which key in the record of the database is found 
matched with the one of the tag.

 AB:A forwards a message to B.
 A⊕B: Message A is XORed with message B.
 RID: The reader identification number.
 H(.): Hash function.

The information kept within respective devices:
Tag: (Ki,Pi,Ci, EPCS)
Reader: RID
DataBase: 
(Kold,Pold,Cold,Knew,Pnew,Cnew,RID,EPCs,DATA)
Habibi et al.’s protocol consists of two phases: the 
initialization phase, and the (i+1)th authentication phase.

2.1. Initialization phase

The manufacturer generates random values for K0, P0 
and C0 respectively, and sets the values for the record in 
the tag (Ki=K0, P i=P0, Ci=C0) and the corresponding 
record in the database (Kold=Knew=K0, Pold=Pnew=P0, 
Cold=Cnew= 0).

2.2. The (i +1)th authentication phase
The detailed steps of the authentication phase of Habibi 
et al.’s protocol are presented as follows:
1) The reader R generates a random number NR and 
sends it to the tag T. 
2) T receives NR, generates a random number NT, 
computes M1, D, E and finally sends 
M1, D, E  and Ci to  R, where M1 = PRNG(EPCS ⊕ NR
⊕ NT) ⊕ Ki and  D = NT ⊕ Ki and  E = NT ⊕ PRNG(Ci
⊕ Ki). 
3) When R receives the message, it computes V= h(RID
⊕ NR) and forwards  M1, D, Ci, E, NR, V to the back-end 
server S.
4) After S receiving M1, D, Ci, E, NR, and V, it proceeds 
as follows. 
    - For each RID stored in the database, it computes 

h(RID⊕NR) and compares it with the received V to   
verifies R legitimacy. 

    - If  Ci = 0, which means that it is the first access to 
the    tag, it proceeds as follows, iteratively: 

      (a) Picks up an entry (Kold , Pold , Cold , Knew , Pnew , 
Cnew , RID, EPCs, DATA) stored in database. 

      (b)Verifies whether  M1 ⊕ Kold = PRNG(EPCS ⊕
NR ⊕ D ⊕ Kold)  or M1 ⊕ Knew = PRNG(EPCS ⊕
NR ⊕ D ⊕ Knew), and marks X as old or new 
provided that the verification process is satisfied 
based on the new record or the old record. 

    - Otherwise, S uses Ci as an index to find the 
corresponding record in the database 
and verify whether PRNG(EPCS ⊕ NR ⊕ D ⊕ KX)
⊕ KX = M1. If  “No” the protocol  aborts. 

    - Verify whether NT ⊕ PRNG(Ci ⊕ KX) = E. If  “No” 
the protocol aborts. 

    - Computes  M2 and Info and forwards them to R, 
where  M2 = PRNG(EPCS ⊕ NT) ⊕ PX

      and Info = DATA ⊕ RID. 
    - If X=new, updates the database as follows:   

Kold←Knew, Knew←PRNG(Knew),
Pold←Pnew, Pnew←PRNG(Pnew),
Cold←Cnew, Cnew←PRNG(NT⊕NR). 

    -   Else
          Cnew←PRNG(NT⊕NR). 
5) Once R receives the message, it extracts DATA as 
Info⊕RID and forwards M2 to T. 
6) When T receives the message, it verifies whether 
PRNG(EPCs⊕NT)=M2⊕Pi. 
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If “No” the protocol aborts. Else T authenticates S and 
updates the contents kept inside  as  Ki+1←PRNG(Ki), 
Pi+1←PRNG(Pi), Ci+1←PRNG(NT⊕NR).

3. Weaknesses of Habibi et al.’s protocol

3.1. Secret Information Disclosure Attack
Castro et al. [7] present an efficient and passive attack 
that retrieves any Secret Information of the tag include 
EPCs, Ki, and Pi. The adversary acts as follows:
1. Eavesdrops one session of protocol and stores all 
transferred messages include: NR, Ci, M1 = PRNG(EPCS
⊕ NR ⊕ NT) ⊕ Ki, D = NT ⊕ Ki, E = NT ⊕ PRNG(Ci
⊕ Ki), M2 = PRNG(EPCS ⊕ NT) ⊕ PX.
2. ∀ i=0...Nd does as follows:

– Ki←i,
– NT←D ⊕ Ki,
– If E=NT ⊕ PRNG(Ci ⊕ Ki) then returns Ki and 
NT.

3. For the returned value of Ki and NT
from Step2 and ∀ i = 0 . . . Nd does as follows:
– EPC s ← i,
– If M1 = PRNG(EPCS ⊕ NR ⊕ NT) ⊕ Ki then 
returns EPCS.

4. For the returned value of Ki and NT from Step2 and 
EPCs

from Step3 and ∀ i = 0...Nd does as follows:
– PX ← i,
– If M2 = PRNG(EPCS ⊕ NT) ⊕ PX then returns 
PX.

5. Returns the following values:
Pold = Pi, Pnew = PRNG(Pi), Kold = Ki, Knew =
PRNG(Ki), Cold = Ci [7].

3.2. Tag Impersonation Attack
Tag impersonation attack is a forgery attack that leads to 
the identification of spoofed tags by a legitimate reader.
In 2012 Castro et al. [7], have shown how an adversary 
can deceive the reader to authenticate it as a legitimate 
tag. In the given tag impersonation attack, the adversary, 
which is an active adversary, can fallow the steps that 
describe bellow:
Phase1 (Learning): The adversary eavesdrops one 
successful run of the protocol and stores the messages 
exchanged between the reader and the legitimate tag 
including NR, M1, D, Ci and E. At the end of this phase 
the records linked to this tag in the back-end database in-
clude (Kold, Pold, Cold, Knew, Pnew, Cnew, RID, EPSs, 
DATA) and the tag record includes (Knew, Pnew, Cnew, 
EPSs), where: Knew = PRNG(Kold), Pnew = PRNG(Pold), 
Cnew = PRNG(NT⊕ NR), M1 = PRNG(EPSs ⊕ NR⊕ NT)
⊕ Kold, D = NT ⊕ Kold and E = NT ⊕ PRNG(Cold ⊕
Kold).

Phase 2 (Impersonation): To impersonate the legitimate 
tag, the adversary waits until the reader initiates a new 
protocol session, where:
1. The reader generates a random number NR´and sends 

it to the tag.
2. After receiving NR´, the adversary replies with M1´, 

D´, Cí and E´ where:
M1´= M1 = PRNG(EPCs⊕NR ⊕ NT) ⊕ Kold
Cí = Cold
D´= D ⊕NR ⊕NR´= NT ⊕ Kold ⊕NR ⊕NR´
E´= E ⊕ NR ⊕ NR´= NT ⊕ PRNG(Cold ⊕ Kold) ⊕
NR ⊕ NR´

3. Once the reader receives the message, it computes V
= H(RID ⊕NR´) and forwards M1´, D´, Cí ,E´, NR
and V to the back-end database.

4. Once the back-end database receives the message, it 
proceeds as follows:
- For each stored RID in the database, computes   

H(RID ⊕ NR´) and compares it with the received 
V. Since the adversary has not manipulated the 
exchanged message from the reader to the back-
end database, the back-end database authenticates 
the reader.

- Assume that C í ≠ 0, then back-end database uses 
Cí = Ci as an index to find the corresponding 
record in the database. The record would be found 
in its records for the field Cold. Therefore the back-
end database marks X as old.

- Verifies whether PRNG(EPCS ⊕ NR´⊕
D´⊕Kold´)⊕Kold = M1, where:

  PRNG(EPCS ⊕ NR´⊕ D´⊕ Kold)⊕Kold =
   PRNG(EPCS ⊕ NR´⊕ D ⊕ NR ⊕ NR´⊕ Kold)
⊕ Kold = PRNG(EPCS ⊕NR⊕ D ⊕Kold) ⊕ Kold =
M1 = M1 .́

- Verifies whether NT´⊕PRNG(Cold´⊕ Kold´) =
E´, where:

- NT´= D´⊕ Kold = NT ⊕ NR ⊕ NR´ ⇒ NT´⊕
PRNG(Cold ⊕ Kold) = NT ⊕ NR ⊕ NR´⊕
PRNG(Cold ⊕ Kold) = E´.

- Authenticates the adversary as a legitimate tag 
and computes M2´ and Info as follows, and 
forwards them to the reader:

          M2´← PRNG(EPCS ⊕	 NT´) ⊕	 Pold´ and             
Info ← DATA ⊕	RID

- Since X=old, updates the back-end database as 
follows:

            Cnew´← PRNG(NT´⊕NR´).
5. Once the reader receives the message, it extracts 

DATA and forwards M2 to the expected tag, which is 
the adversary.

Following the given attack, the adversary is authenticated 
by the back-end database as a legitimate tag with a 
probability of 1, while the complexity of the attack is 
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only two protocol runs with negligible time and memory 
requirements [7]. 

3.3. Data Desynchronization Attack
In 2013 Deng and Zhu [11] have shown that the Habibi 
et al.’s protocol, can't resist the data desynchronization 
attack either. Before the implementation of the data 
desynchronization attack, Adversary A needs to carry 
out a secret information disclosure attack that has been 
described in section 3.2. Thus A can disclose all the 
Secret Information of T, including EPCs, Ki and Pi. Then 
A can easily launch the data desynchronization attack. 
The process of the data desynchronization attack is 
shown as follows. Firstly, A launches the secret 
information disclosure attack and retrieves any secret 
information in T, including EPCS, Ki and Pi. Secondly, 
A eavesdrops the random number NR generated by R 
and values Ci, M1, D, E generated by T in the following 
protocol run, and it intercepts the message Ci, M1, D, E 
from the tag to the reader. Thirdly, A Computes NT = D
⊕ Ki, M2 = PRNG(EPCS ⊕ NT) ⊕ Pi and forwards M2 
to T. Once T receives M2, it authenticates Server S and 
updates the contents kept inside as Ki+1←PRNG(Ki), 
Pi+1←PRNG(Pi), Ci+1←PRNG(NT⊕NR). Therefore, the 
tag has refreshed the secrets Ki, Pi, Ci while the back-end 
server will not do it. Thus, the shared secret between the 
tag and the back-end server may not be the same, which 
can bring system to a mess. After a successful data 
desynchronization attack, because A makes S and the 
valid tag T share the different secrets, S will not be 
authorized by T and T will not be authorized by S yet
[11].

3.4. Traceability Attack
Castro et al. [7] have shown that the Habibi et al.’s 
protocol, like the original protocol, puts at risk the 
location privacy of tags’ holders because it is possible to 
track tags with a probability of 1 – between two 
successful runs of the authentication protocol. The 
following properties of the protocol are enough to trace a 
given tag Ti, as long as it has not updated its internal 
values:
1. When the reader or possibly the adversary A, which 
supplants a legal reader in a mutual authentication 
session, sends a random number NR to the tag, it will 
answer with M1, Ci, where Ci is the tag’s index in the 
back-end database and will remain fixed as long as the 
tag does not participate in another successful protocol 
run toupdate its internal values.
2. Given that the tag’s reply to the reader’s (or adversary) 
query includes D and E,

Where D = NT ⊕ Ki and E = NT ⊕ PRNG(Ci ⊕ Ki). It 
can be seen that if A computes Y as follows:
Y←D ⊕ E = NT ⊕ Ki ⊕ NT ⊕ PRNG(Ci ⊕ Ki) = Ki ⊕
PRNG(Ci ⊕ Ki) then Y only depends on Ki and Ci and 
these ones will remain fixed as long as the tag does not 
execute a new updating phase. Hence, Y can be used as a 
value to perfectly trace Ti [7].

4. Enhanced protocol
In order to eliminate the mentioned vulnerabilities in 3.1, 
3.2 and 3.3 sections, we can modify the message E as:       
E = NT ⨁ PRNG(Ci ⨁ Ki) ⨁ Pi. Although the cited 
vulnerabilities are fixed by the above modification, but 
the traceability problem that has been discussed in 
section 3.4, still will be unsolved. Hence, we need to 
reconstruct the message E as following: E=PRNG(NT) ⨁
PRNG(Ci ⨁ Ki) ⨁ Pi to provide a secure protocol against 
all cited attacks.

Fig.1, illustrates the (i+1)th authentication phase of 
proposed protocol. The detailed steps of the 
authentication phase are presented as follows.
1) The reader R generates a random number NR and 
sends it to the tag T. 
2) T receives NR, generates a random number NT, 
computes M1, D, E and finally sends 
M1, D, E  and Ci to  R, where M1 = PRNG(EPCS ⊕	NR
⊕	NT) ⊕	Ki and  D = NT ⊕	Ki and  E = PRNG(NT )⨁
PRNG(Ci ⨁ Ki) ⨁ Pi. 
3) When R receives the message, it computes V= h(RID 
⊕	NR) and forwards  M1, D, Ci, E, NR, V to the back-end 
server S.
4) After S receiving M1, D, Ci, E, NR, and V, it proceeds 
as follows. 
    - For each RID stored in the database, it computes 

h(RID⊕NR) and compares it with the received V to   
verifies R legitimacy. 

    - If  Ci = 0, which means that it is the first access to the 
tag, it proceeds as follows, iteratively: 

      (a) Picks up an entry (Kold , Pold , Cold , Knew , Pnew , 
Cnew , RID, EPCs, DATA) stored in database. 

      (b)Verifies whether  M1 ⊕	Kold = PRNG(EPCS ⊕	
NR ⊕	D ⊕	Kold)  or M1 ⊕	Knew = PRNG(EPCS ⊕	
NR ⊕	 D ⊕	 Knew), and marks X as old or new 
provided that the verification process is satisfied 
based on the new record or the old record. 

    - Otherwise, S uses Ci as an index to find the 
corresponding record in the database 
and verify whether PRNG(EPCS ⊕	NR ⊕	D ⊕	KX) 
⊕	KX = M1. If  “No” the protocol  aborts. 

    - Verify whether PRNG(NT )⨁ PRNG(Ci ⨁ Ki) ⨁ Pi = 
E. If  “No” the protocol aborts. 

    - Computes  M2 and Info and forwards them to R, 
where  M2 = PRNG(EPCS ⊕	NT) ⊕ PX
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       and Info = DATA ⊕ RID. 
    - If  X=new, updates the database as follows: 

Kold←Knew, Knew←PRNG(Knew),
       Pold←Pnew, Pnew←PRNG(Pnew),
       Cold←Cnew, Cnew←PRNG(NT⊕NR). 

    -   Else
          Cnew←PRNG(NT⊕NR). 

5) Once R receives the message, it extracts DATA as 
Info⊕RID and forwards M2 to T. 
6) When T receives the message, it verifies whether 
PRNG(EPCs⊕NT)=M2⊕Pi. 
If “No” the protocol aborts. Else T authenticates S and 
updates the contents kept inside  as  Ki+1←PRNG(Ki), 
Pi+1←PRNG(Pi), Ci+1←PRNG(NT⊕NR).

Fig. 1 (i +1)th authentication phase of proposed protocol

4.1. Security analysis of enhanced protocol
In this section security and privacy of proposed protocol 
is evaluated against various threats. 

4.1.1. Secret Information Disclosure Attack

The proposed protocol resists to this attack, because of 
XOR Pi with E. By this modification, step 2 of this attack
has not established, because the adversary does not know 
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the value of Pi and cannot obtain NT and KX values as 
fallow:

∀ i=0...Nd does as follows:
– Ki←i,

   – NT←D ⊕	Ki,
   – E ≠ NT ⊕	PRNG(Ci⊕	Ki) ⊕	Pi .

4.1.2. Desynchronization Attack
An adversary requires tag’s Secret Information for 
desynchronization attack that has been avoided in 
proposed protocol. Also keeping Kold, Cold, Pold values in 
back-end server can help to avoid desynchronization 
Attack occurrence.

4.1.3. Replay Attack

Updating the secret values in each authentication process
and the prevention of Secret Information disclosure, and 
in particular using random values NR and NT for making 
the transition massages, an adversary cannot send 
obtained information in the next round of the
authentication instead of legal tag, because of variation 
of massages.

4.1.4. Traceability Attack

In the proposed protocol to resist this attack that has been 
discussed in section3.4, NT has been replaced by 
PRNG(NT) in the message E, so in the proposed attack 
the result of  XOR messages D and E is not fixed 
because of the random value (NT) has not been deleted. 
D = NT ⊕ Ki
E = PRNG(NT) ⊕ PRNG(Ci ⊕ Ki) ⊕ Pi
Y = D ⊕ E = NT ⊕ Ki ⊕ PRNG(NT) ⊕ PRNG(Ci ⊕
Ki) ⊕ Pi

As a result the value of Y is not fixed in each 
authentication phase although the updating phase has not 
been executed.

4.1.5. Privacy
In proposed protocol the privacy problem has been 
solved because of avoidance of Secret Information
disclosure and traceability attacks.

4.1.6. DoS Attack
If an adversary prevents the tag from updating it’s secret
information by intercepting M2, the server is
asynchronous with the tag and at a result the 
communication between them will be intercepted, but In 
this case by keeping Cold value in the database, in the 
next authentication session the server supposed that tag 
authentication process in the previous session is not 
completed successfully. Then it authenticates the tag by 
it’s Cold and only updates it’s Cnew.

4.1.7. Tag Impersonation Attack

The proposed protocol resists to tag impersonation attack
that has been discussed in section 3.2, by changing the 
structure of E as fallowing: E=PRNG(NT )⨁ PRNG(Ci ⨁
Ki) ⨁ Pi.
By this modification the back-end server cannot confirm 
E´ as below:
PRNG(NT´) ⊕	PRNG(Cold ⊕	Kold) ⊕	Pi = E´
NT´ = D´⊕	Kold = NT ⊕	NR ⊕	NR´⇒	PRNG(NT´) ⊕	
PRNG(Cold ⊕	Kold) ⊕	Pi		= PRNG(NT ⊕	NR ⊕	NR´) ⊕	
PRNG(Cold ⊕	Kold) ⊕	Pi≠ E´.

4.1.8. Database Loading
In this protocol, similar to previous version, Ci is used as 
an index to access the database which requires record-by-
record operations and verifications only in the first 
access and the index for the tag can be set accordingly. 
As for any later on accesses, only Ci will be needed as an 
index. Thus, the performance of the system has not been
changed.  

              Table1. Comparison of authentication protocols

Chien  and 
Chen Yeh et al Habibi et al

Proposed 
protocol

Desynchronization 
Attack

Insecure Insecure Insecure Secure

Replay Attack secure Secure Secure Secure
Tracking Attack Insecure Insecure Insecure Secure
Privacy No provide No provide No provide Secure
DoS Attack Insecure Insecure Insecure Secure
Tag Impersonation 
Attack

Insecure Insecure Insecure Secure

Database Loading High Low Low Low

5. Conclusions
In this paper, we demonstrated some security problems 
of Habibi et al.’s RFID authentication protocol. We 
discussed a powerful and practical attack on this protocol
which is secret information disclosure. This attack leads 
to desynchronization attack. Moreover, we explained the 
tag impersonation and traceability attacks on this 
protocol. To eliminate all cited vulnerabilities, we 
enhanced this protocol by reconstructing the message E
in a new way. Finally the enhanced protocol, has been
compared with the existing EPC-C1-GEN2-based RFID 
authentication protocols in terms of security and privacy. 
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The comparison results showed that the enhanced
protocol can enhance the security and privacy in RFID 
systems.
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Abstract 

Universum is a new concept proposed recently, which is 

defined to be the sample that does not belong to any classes 

concerned. Support Vector Machine with Universum (𝔘-SVM) 

is a new algorithm, which can exploit Universum samples to 

improve the classification performance of SVM. In fact, 

samples in the different positions have different effects on the 

bound function. Then, we propose a weighted Twin Support 

Vector Machine with Universum (called 𝔘-WTSVM), where 

samples in the different positions are proposed to give different 

penalties. Therefore 𝔘-WTSVM has better flexibility of the 

algorithm and can obtain more reasonable classifier in most 

case. All experiments demonstrate that our 𝔘-WTSVM far 

outperforms TSVM, and lightly outperforms 𝔘-TSVM not only 

in linear case but also in nonlinear case. 

Keywords: Universum, TSVM, 𝔘-SVM, Weight. 

1. Introduction 

SVM with Universum is a new method and the basic 

idea is to incorporate a priori knowledge into the 

learning process. The Universum sample concept has 

been introduced by Weston, Collobert, Sinz, Bottou, and 

Vapnik in 2006
 [1]

. The Universum is defined as a 

collection of unlabeled examples known not belong to 

any class. Then Weston et al., give a modified Support 

Vector Machine (SVM) 
[12]

 framework, called 𝔘-SVM 
[1]

 

and their experiment results express that 𝔘-SVM 

outperforms those SVMs without considering 

Universum data. Sinz et al., gave an analysis of 

𝔘-SVM
[2]

. Examples from the universum are not 

belonging to any of the classes the learning task 

concerns, but they reflect a priori knowledge about 

application domain 
[1]

. About the Universum data 

improvement can be found in [4] .Some extensions to the 

𝔘-SVM can be found in [3]-[7]. 

In order to improve the SVM computational speed, 

Jayadeva et al. 
[8]

 proposed a twin support vector 

machine (TSVM) classifier for binary classification. 

TSVM generates two nonparallel hyper-planes by 

solving two small QPPs such that each hyperplane is 

closer to one class and is as far as possible from the other 

one 
[9]

. Solving two smaller sized QPPs rather than a 

single large one, makes the learning speed of TSVM 

approximately four times faster than the standard SVM. 

Other literatures also can be found in [10] and [11]. 

In this paper, inspired by the success of [1] and [12], we 

proposed a weighted Twin Support Vector Machine with 

Universum (called 𝔘-WTSVM), give different penalties 

to the samples depending their different positions. This 

method not only retains the superior characteristics of 

𝔘-TSVM, but also has its additional advantages: 

comparable or better classification accuracy compared to 

𝔘-SVM, and TSVM. Moreover, the running time does 

not increase much. 

The remaining parts of the paper are organized as 

follows. Section 2 briefly introduces the background of 

TSVM and 𝔘-SVM; Section 3 describe the detail of 

𝔘-WTSVM; All public datasets experiment results are 

shown in the section 4; In the last section gives the 

conclusions.  

2. Background 

In this section, we give a brief outline of TSVM
[8]

 and  

𝔘-SVM
[1]

. For classification about the training set 

𝑇 =   𝑥1 , 𝑦1 ,  𝑥2, 𝑦2 , …  𝑥𝑚 , 𝑦𝑚   ,  where 𝑥𝑖 ∈ 𝑅𝑛  

and 𝑦𝑖 ∈  1, −1 , 𝑖 = 1, … , 𝑚. 

2.1 TSVM 

Consider a binary classification problem of 𝑚1 positive 

points and 𝑚2 negative points. Suppose that the data 

points in class +1 are denoted by 𝐴 ∈ 𝑅𝑚1×𝑛 , where 

each row 𝐴𝑖 ∈ 𝑅𝑛  represents a data point. Similarly, 

𝐵 ∈ 𝑅𝑚2×𝑛  represents the data points of class −1. 
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Linear TSVM searches for two nonparallel hyperplanes 

 

𝑓
1
 𝑥 = 𝜔1

𝑇 𝑥 + 𝑏1 = 0  

 𝑓2 𝑥 = 𝜔2
𝑇  𝑥 + 𝑏2 = 0 

(1) 

where 𝜔1 ∈ 𝑅𝑛  , 𝜔2 ∈ 𝑅𝑛 , 𝑏1 ∈ 𝑅 and 𝑏2 ∈ 𝑅. Such 

that each hyperplane is proximal to the data points of one 

class and far from the other class. 

The TSVM classifier is obtained by solving the 

following pair of QPPs 

 
𝑚𝑖𝑛

𝜔1 ,𝑏1 ,𝜉
  

1

2
 𝐴𝜔1 + 𝑒1𝑏1 

𝑇 𝐴𝜔1 + 𝑒1𝑏1 

+ 𝑐1𝑒2
𝑇𝜉 

           𝑠. 𝑡.  −  𝐵𝜔1 + 𝑒2𝑏1 + 𝜉 ≥ 𝑒2, 𝜉 ≥ 0,     (2)                   

And 

            𝑚𝑖𝑛
 𝜔2 ,𝑏2 ,𝜂

  
1

2
 𝐴𝜔2 + 𝑒2𝑏2 

𝑇 𝐴𝜔2 + 𝑒2𝑏2  

       +𝑐2𝑒1
𝑇𝜂 

    𝑠. 𝑡.  −  𝐴𝜔2 + 𝑒1𝑏2 + 𝜂 ≥ 𝑒1, 𝜂 ≥ 0,      (3)                

where 𝑐1 , 𝑐2 ≥ 0 are parameters and 𝑒1, 𝑒2 are vectors 

of one’s of appropriate dimensions.  By introducing the 

Lagrangian multipliers, we obtain the Wolfe dual of 

TSVM as follows 

𝑚𝑎𝑥
𝛼

  𝑒2
𝑇𝛼 −

1

2
𝛼𝑇𝐺 𝐻𝑇𝐻 −1𝐺𝑇𝛼   

 𝑠. 𝑡.     0 ≤ 𝛼 ≤ 𝑐1                                (4) 

and 

𝑚𝑎𝑥
𝛾

  𝑒1
𝑇𝛾 −

1

2
𝛾𝑇𝑃 𝑄𝑇𝑄 −1𝑃𝑇𝛾   

 𝑠. 𝑡.     0 ≤ 𝛾 ≤ 𝑐2                               (5) 

Here, 𝐺 =  𝐵  𝑒2 , 𝐻 =  𝐴  𝑒1 , 𝑃 =  𝐴  𝑒1 , and 

𝑄 =  𝐵  𝑒2 , and the nonparallel proximal hyperplanes 

are obtained from the solution 𝛼 and 𝛾 of (4) and (5) 

by 

𝑣1 = − 𝐻𝑇𝐻 −1𝐺𝑇𝛼  and 𝑣2 = − 𝑄𝑇𝑄 −1𝑃𝑇𝛾 

Where 𝑣1 =  𝜔1 , 𝑏1 
𝑇 , 𝑣2 =  𝜔2 , 𝑏2 

𝑇 . The case of 

nonlinear kernels is handled on lines similar to linear 

case. 

2.2 𝔘-SVM 

The basic theory of Universum SVM is based on the 

standard SVM method, by adding unlabeled samples in 

the training process in order to get more information on 

the distribution of samples.  

Let 𝐿 =   𝑥1 , 𝑦1 , …  𝑥𝑚 , 𝑦𝑚    be the set of labeled 

examples and let 𝑈 =  𝑧1 , … , 𝑧𝑢  denote the set of 

Universum examples. A standard SVM using the hinge 

loss 𝐻𝑎  𝑡 = 𝑚𝑎𝑥 0, 𝑎 − 𝑡  can compactly be 

formulated as 

 𝑚𝑖𝑛
𝜔 ,𝑏

    
1

2
 𝜔 2 + 𝐶𝐿  𝐻 𝑦𝑖𝑓𝜔 ,𝑏 𝑥𝑖  

𝑚

𝑖=1

 (6) 

the prior knowledge embedded in the Universum can be 

reflected in the sum of the losses  𝐼 𝑓𝜔 ,𝑏 𝑧𝑗   
𝑢
𝑗=1 ,  

𝔘-SVM use the ϵ-insensitive loss 𝐼 𝑡 = 𝐻−𝜖 𝑡 +
𝐻−𝜖  −𝑡  for Universum 

 

𝑚𝑖𝑛
𝜔 ,𝑏

   
1

2
 𝜔 2

2 + 𝐶𝐿  𝐻 𝑦𝑖𝑓𝜔 ,𝑏 𝑥𝑖  

𝑚

𝑖=1

+ 𝐶𝑈  𝐼 𝑓𝜔 ,𝑏 𝑧𝑗   

𝑢

𝑗 =1

 

(7) 

3. Weighted Twin Support Vector Machine 
with Universum (𝔘-WTSVM) 

From the above description, we know that 𝔘-TSVM uses 

hinge loss function just as 𝔘-SVM, so this algorithm is 

less robust, in other words, sensitive to noises. This is 

the common drawback of any learning method using 

hinge loss function. In order to avoid this drawback, we 

consider weighted TSVM idea to improve the algorithm 

by using weights to modify error variables. The 

proposed algorithm is called weighted 𝔘-TSVM 

(𝔘-WTSVM) by us. 

3.1 Linear 𝔘-WTSVM 

The formulations of Linear 𝔘-WTSVM are expressed as 

follows 

 𝑚𝑖𝑛
𝑤1 ,𝑏1 ,𝜉 ,𝜓

 
1

2
 𝐴𝑤1 + 𝑒1𝑏1 

2 + 𝑐1𝜌1
𝑇𝜉 + 𝑐𝑢𝑒𝑢

𝑇𝜓 (8) 

 𝑠. 𝑡. − 𝐵𝑤1 + 𝑒2𝑏1 + 𝜉 ≥ 𝑒2, 𝜉 ≥ 0                    (9) 

       𝑈𝑤1 + 𝑒𝑢𝑏1 + 𝜓 ≥  −1 + 𝜖 𝑒𝑢 , 𝜓 ≥ 0            (10) 

And 

 𝑚𝑖𝑛
𝑤2 ,𝑏2 ,𝜂 ,𝜑

 
1

2
 𝐴𝑤2 + 𝑒2𝑏2 

2 + 𝑐2𝜌2
𝑇𝜂 + 𝑐𝑢𝑒𝑢

𝑇𝜑 (11) 

 𝑠. 𝑡. − 𝐴𝑤2 + 𝑒1𝑏2 + 𝜂 ≥ 𝑒1 , 𝜂 ≥ 0        (12) 
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 − 𝑈𝑤2 + 𝑒𝑢𝑏2 + 𝜑 ≥  −1 + 𝜖 𝑒𝑢 , 𝜑 ≥ 0    (13) 

Where 𝜓 =  𝜓1 , … , 𝜓𝑢 𝑇 ,  φ =  𝜑1, … , 𝜑𝑢 𝑇  and 

𝜖, 𝑐1 , 𝑐2 , 𝑐𝑢 ∈  0, +∞  are the prior parameters. The 

Lagrangian based on the optimization problem (8)-(10) 

is given by   

 

𝐿 𝑤1, 𝑏1 , 𝜉, 𝜓, 𝛼, 𝛽, 𝜇, 𝛾  =
1

2
 𝐴𝑤1 + 𝑒1𝑏1 

2 +

𝑐1𝜌1
𝑇𝜉 + 𝑐𝑢𝑒𝑢

𝑇𝜓 − 𝛼𝑇 − 𝐵𝑤1 + 𝑒2𝑏1 + 𝜉 − 𝑒2 −

𝛽𝑇𝜉 − 𝜇𝑇  𝑈𝑤1 + 𝑒𝑢𝑏1 + 𝜓 +  1 − 𝜖 𝑒𝑢 − 𝛾𝑇𝜓  

(14) 

where α , β , 𝜇, 𝛾  are the members of the vectors of 

Lagrange multipliers. The Karush-Kuhn-Tucker (KKT) 

conditions for (14) are obtained as follows  

 
𝜕𝐿

𝜕𝑤1
= 𝐴𝑇 𝐴𝑤1 + 𝑒1𝑏1 + 𝐵𝑇𝛼 − 𝑈𝑇𝜇 = 0 (15) 

 
𝜕𝐿

𝜕𝑏1
= 𝑒1

𝑇 𝐴𝑤1 + 𝑒1𝑏1 + 𝑒2
𝑇𝛼 − 𝑒𝑢

𝑇𝜇 = 0 (16) 

 
𝜕𝐿

𝜕𝜉
= 𝑐1𝜌1 − 𝛼 − 𝛽 = 0                                  (17) 

 
𝜕𝐿

𝜕𝜓
= 𝑐𝑢𝑒𝑢 − 𝜇 − 𝛾 = 0                                  (18) 

Since 𝛽, 𝛾 ≥ 0, (17) and (18) turn to be 

0 ≤ α ≤ 𝑐1𝜌1  and  0 ≤ μ ≤ 𝑐𝑢𝑒𝑢  

Combining (15) and (16) leads to  

 
 𝐴𝑇  𝑒1

𝑇 𝑇 𝐴 𝑒1  𝑤1 𝑏1 
𝑇 +  𝐵𝑇  𝑒2

𝑇 𝑇𝛼

−  𝑈𝑇  𝑒𝑢
𝑇 𝑇𝜇 = 0 

(19) 

Let 𝐻 =  𝐴  𝑒1 ,  𝐺 =  𝐵  𝑒2 , 0 =  𝑈  𝑒𝑢 , equation 

(19) can be rewritten as 

         𝐻𝑇𝐻𝑣1 + 𝐺𝑇𝛼 − 𝑂𝑇𝜇 = 0 

     i.e., 𝑣1 = − 𝐻𝑇𝐻 −1 𝐺𝑇𝛼 − 𝑂𝑇𝜇 .         (20) 

We can use (8)–(10) to solve the following convex QPP, 

which is the Wolfe’s dual of 𝔘-WTSVM  

𝑚𝑎𝑥
𝛼 ,𝜇

 −
1

2
 𝛼𝑇𝐺 − 𝜇𝑇𝑂  𝐻𝑇𝐻 −1  𝐺𝑇𝛼 − 𝑂𝑇𝜇 + 𝑒2

𝑇𝛼

+  𝜀 − 1 𝑒𝑢
𝑇𝜇 

 s. t.  0 ≤ 𝛼 ≤ 𝑐1𝜌1 , 0 ≤ 𝜇 ≤ 𝑐𝑢𝑒𝑢 ,       (21) 

Similarly, the dual of (11)–(13) is formulated as 

𝑚𝑎𝑥
𝛼 ,𝜇

 −
1

2
 𝜆𝑇𝑃 − 𝜐𝑇𝑆  𝑄𝑇𝑄 −1  𝑃𝑇𝜆 − 𝑆𝑇𝜐 + 𝑒1

𝑇𝜆

+  𝜀 − 1 𝑒𝑢
𝑇𝜐 

 s. t. 0 ≤ 𝜆 ≤ 𝑐2𝜌2 , 0 ≤ 𝜐 ≤ 𝑐𝑢𝑒𝑢 ,        (22) 

where 𝑄 =  𝐴  𝑒2 ,  𝑃 =  𝐵  𝑒1 , 𝑆 =  𝑈  𝑒𝑢 ,  the 

augmented vector  𝑤1  𝑏1 
𝑇  is given by 

  𝑣2 = − 𝑄𝑇𝑄 −1 𝑃𝑇𝜆 − 𝑆𝑇𝜐    (23) 

Once the augmented vectors of  𝑣1 and  𝑣2 are known, 

the two separating planes are obtained. The class of an 

unknown data point 𝑥𝜖𝑅𝑛  is determined as 

 𝑐𝑙𝑎𝑠𝑠 𝑥 = argmin
𝑖=1,2

 𝑑1 𝑥 , 𝑑2 𝑥   (24) 

Where 𝑑1 𝑥 =  𝑤1
𝑇𝑥 + 𝑏1 , 𝑑2 𝑥 =  𝑤2

𝑇𝑥 + 𝑏2 , 

where | · | denotes the perpendicular distance of the point 

𝑥 from the planes. Following the same idea, we extend 

𝔘-WTSVM to its nonlinear version. 

3.2 Nonlinear Kernel Classifier  

In order to extend our algorithm to nonlinear cases, we 

considering the following kernel-based surfaces instead 

of planes 

𝐾 𝑥𝑇 , 𝐶𝑇 𝑘1 + 𝑏1 = 0,   𝐾 𝑥𝑇 , 𝐶𝑇 𝑘2 + 𝑏2 = 0 (25) 

Where 𝐶𝑇 =  𝐴  𝐵 𝑇  and K is a chosen kernel function. 

Then the optimization problems of nonlinear 𝔘-WTSVM 

are constructed as follows  

 
𝑚𝑖𝑛

𝑘1 ,𝑏1 ,𝜉 ,𝜓
 
1

2
 𝐾 𝐴, 𝐶𝑇 𝑘1 + 𝑒1𝑏1 

2 + 𝑐1𝜌1
𝑇𝜉

+ 𝑐𝑢𝑒𝑢
𝑇𝜓 

(26) 

 𝑠. 𝑡.     −  𝐾 𝐵, 𝐶𝑇 𝑘1 + 𝑒2𝑏1 + 𝜉 ≥ 𝑒2,        𝜉 ≥  0 

 𝐾 𝑈, 𝐶𝑇 𝑘1 + 𝑒2𝑏1 + 𝜓 ≥  −1 + 𝜖 𝑒𝑢 ,  ψ ≥ 0 

And 

 
𝑚𝑖𝑛

𝑘2 ,𝑏2 ,𝜂 ,𝜑
 
1

2
 𝐾 𝐵, 𝐶𝑇 𝑘2 + 𝑒2𝑏2 

2 + 𝑐2𝜌2
𝑇𝜂

+ 𝑐𝑢𝑒𝑢
𝑇𝜑 

(27) 

𝑠. 𝑡.      𝐾 𝐴, 𝐶𝑇 𝑘2 + 𝑒1𝑏2 + 𝜂 ≥ 𝑒1 ,        𝜂 ≥ 0        

         − 𝐾 𝑈, 𝐶𝑇 𝑘2 + 𝑒1𝑏2 + 𝜑 ≥  −1 + 𝜖 𝑒𝑢 , 𝜑 ≥ 0 

The Wolfe dual of the problem (26) is formulated as 

follow 

 

𝑚𝑎𝑥
𝛼 ,𝜇

 −
1

2
 𝛼𝑇𝐺𝜙 − 𝜇𝑇𝑂𝜙  𝐻𝜙

𝑇𝐻𝜙 
−1

 

 𝐺𝜙
𝑇𝛼 − 𝑂𝜙

𝑇𝜇 + 𝑒2
𝑇 +  𝜀 − 1 𝑒𝑢

𝑇𝜇 

(28) 

         𝑠. 𝑡. 0 ≤ 𝛼 ≤ 𝑐1𝜌1, 0 ≤ 𝜇 ≤ 𝑐𝑢𝑒𝑢 ,   
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where 𝐻𝜙 =  𝐾 𝐴, 𝐶𝑇   𝑒1 ,  𝐺𝜙 =  𝐾 𝐵, 𝐶𝑇   𝑒2 ,

𝑂𝜙 =  𝐾 𝑈, 𝐶𝑇   𝑒𝑢 , The augmented vector 𝜈1 =

 𝑘1   𝑏1 
𝑇  can be rewritten as 

𝐻𝜙
𝑇𝐻𝜙𝜌1 + 𝐺𝜙

𝑇𝛼 − 𝑂𝜙
𝑇𝜇 = 0                       

 i.e., ν1 =  𝐻𝜙
𝑇𝐻𝜙 

−1
 𝐺𝜙

𝑇𝛼 − 𝑂𝜙
𝑇𝜇               (29) 

In a similar way, we can obtain the Wolfe’s dual of the 

optimization problem (27) 

 

𝑚𝑎𝑥
𝜆 ,𝜐

 −
1

2
 𝜆𝑇𝑃𝜙 − 𝜐𝑇𝑆𝜙  𝑄𝜙

𝑇𝑄𝜙 
−1

 

 𝑃𝜙
𝑇𝜆 − 𝑆𝜙

𝑇𝜐 + 𝑒1
𝑇𝜆 +  𝜀 − 1 𝑒𝑢

𝑇𝜐 

(30) 

         𝑠. 𝑡. 0 ≤ 𝜆 ≤ 𝑐2𝜌2 , 0 ≤ 𝜐 ≤ 𝑐𝑢𝑒𝑢 ,           

where 𝑄𝜙 =  𝐾 𝐴, 𝐶𝑇   𝑒2 ,  𝑃𝜙 =  𝐾 𝐵, 𝐶𝑇   𝑒1 ,

𝑆𝜙 =  𝐾 𝑈, 𝐶𝑇   𝑒𝑢 , The augmented vector 𝜈2 =

 𝑘2  𝑏2 
𝑇  is given by 

                    

                       ν2 = − 𝑄𝜙
𝑇𝑄𝜙 

−1
 𝑃𝜙

𝑇𝜆 − 𝑆𝜙
𝑇𝜐             (31) 

4. Experiments 

To check the performances of the proposed 𝔘-WTSVM, 

we compare it with TSVM and 𝔘-TSVM on several 

datasets, including toy data and UCI datasets. In 

experiments, for each SVM algorithm for nonlinear 

kernels, a Gaussian kernel (i.e. 𝐾 𝑥, 𝑥𝑖 = 𝑒𝑥𝑝 − 𝑥 −

𝑥1 
2/2𝜎2  )was selected. We implemented all 

algorithms in MATLAB 2010 and carried out 

experiments on a PC with an Intel (R) Core 2 Duo 

processor (2.79 GHz), 4 GB of RAM. The parameters 

𝑐1 , 𝑐2, 𝑐𝑢  and the RBF kernel parameter σ are selected 

from the set of values  2𝑖 𝑖 = −7, … ,7    by tuning a set 

comprising of random 10 percent of the sample set. In 

the experiments we set 𝑐1 = 𝑐2 = 𝑐𝑢 . Once the 

parameters are determined, the tuning set is returned to 

the sample set to learn the final decision function. 

4.1 Toy data 

To give an intuitive performance of 𝔘-WTSVM in 

different numbers of Universum data, we firstly use a toy 

2D data to test the influence of Universum data to the 

accuracy. The positive data and negative data are 

generated randomly from two Gaussian distributions. 

Universum data is also generated by Gaussian 

distribution. We use 200 positive data and 200 negative 

data as the data set, 40, 80, 160 unlabeled data as 

Universum samples respectively. For the experiment, we 

use the 20% of the points for training and others for 

testing. We select linear kernel for the toy dataset. The 

comparative results of TSVM, 𝔘-TSVM and 𝔘-WTSVM 

are shown in Fig 1. The second toy data is a nonlinear 

separated example, Fig 2 shows the results of TSVM, 

𝔘-TSVM and 𝔘-WTSVM.  

From the Fig 1. It is easy to see that Universum data can 

indeed help our algorithm to seek more reasonable 

classifier. With the increase of the number of Universum 

data, the average accuracies of the three algorithms in 

the toy data are constantly being improved. Fig 2 shows 

that the knowledge embedded in the Universum points 

indeed helps the 𝔘-WTSVM to have better performance 

than its original model. From Fig 3, with the increase of 

Universum data, the average accuracies of the two 

algorithms are obviously improved, which means that 

Universum data can indeed help our algorithm to seek 

more reasonable classifier. 

             NU=40                              NU=80                              NU=160 

 

(a)The result of 𝔘-TSVM on the training set. 
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(b)The result of 𝔘-WTSVM on the training set. 

Figure 1: The performance comparison of 𝔘-TSVM and 𝔘-WTSVM on toy data. positive points(blue ‘o’), negative points(red ‘+’), Universum 

data(green ‘*’) , two nonparallel hyperplanes(blue solid line). 

 

(a)The result of TSVM on the training set.   (b)The result of 𝔘-TSVM on the training set.  (c)The result of 𝔘-WTSVM on the training set. 

 

(d)Two-dimensional projections of TSVM.  (e) Two-dimensional projections of 𝔘-TSVM. (f) Two-dimensional projections of 𝔘-WTSVM.  

Figure 2: The performance of TSVM, 𝔘-TSVM and 𝔘-WTSVM in the RBF case. positive points(blue ‘o’), negative points(red ‘+’), Universum 

data(green ‘*’) , pink solid curves are the hyperplanes of TSVM, 𝔘-TSVM and 𝔘-WTSVM, respectively. 

Figure 3: The accuracy rates of TSVM, 𝔘-TSVM and 𝔘-WTSVM in the 

toy data.  

4.2 UCI datasets 

In this section, we perform these methods on the UCI 

datasets. For each dataset, we randomly select the same 

number of data from different classes to compose a dataset. 

Fifty percent of each extracted dataset are for training, 

others for testing, and also 50% of training data are used 

to generate Universum data .There are many methods to 

collect Universum data in practice. Here, we use each 

Universum example is generated by selecting the data 

from two different categories of training datasets and then 

combined with a mean coefficient. The parameters’ 

selection of models uses 10-fold cross validation method 

mentioned above. Each experiment repeats 10 times. The 

final results are shown in the Table 1. From Table 1, we 
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can find that the 𝔘-WTSVM which adds the Universum 

data outperforms the normal TSVM and 𝔘-TSVM in most 

cases. And then we use 10 times trials results of 

𝔘-WTSVM, 𝔘-TSVM and TSVM with t-test. The 

experimental results H and P show in Table 2. Compare 

with 𝔘-TSVM and TSVM, it is easy to find that the 

probability of 𝔘-WTSVM is extremely low, 

this means that the accuracy of 𝔘-WTSVM are 

significantly different with the other two. 

Table 1:The testing accuracy and training times on UCI datasets in the 

case of RBF. 

Datasets 𝔘-WTSVM  

accuracy 

𝔘-TSVM  

accuracy 

TSVM  

accuracy 

 time(s) time(s) time(s) 

Liver 80.00% 76.52% 67.83% 

(345×7) 0.1537 0.1944 — 

Diabetes 76.56% 75% 72.92% 

(768×9) 1.0162 1.0162 — 

BreastCancer 76.84% 76.32% 75.26% 

(569×31) 0.8255 0.9207 — 

AustralianCredit 68.26% 67.39% 66.52% 

(690×15) 1.3435 1.7382 — 

SPECTHeart 58.43% 56.18% 57.30% 

(569×31) 0.2896 0.3308  — 

Statlog 66.67% 65.22% 63.77% 

(690×15) 1.1039  1.6372  — 

Pima 82.81% 81.51% 81.25% 

(768×9) 0.4604 0.6470  — 

Car 70.72% 70.37% 71.41% 

(1728×7) 2.4714 2.6359  — 

Ionosphere 72.42% 70.44% 69.03% 

(351×34) 0.6344 0.6476 — 

 

Table 2: The comparison results of 𝔘-WTSVM, 𝔘-TSVM and TSVM on 

t-test. 

Datasets 𝔘-WTSVM with 

𝔘-TSVM 

𝔘-WTSVM with 

TSVM 

Liver (1, 2.52E-06) (1, 3.05E-12) 

Diabetes (1, 0.001721) (1, 1.53E-06) 

BreastCancer (0, 0.181566) (1, 0.009097) 

eAustralianCredit (1, 0.020619) (1, 0.004246) 

SPECTHeart (1, 0.000709) (1, 0.017269) 

Statlog (0, 0.318653) (1, 5.05E-05) 

Pima (0, 0.083544) (0, 0.067579) 

Car (1, 0.049098) (0, 0.159092) 

Ionosphere (1, 0.029548) (1, 0.041772) 

 

5. Conclusion 

Universum, which is defined as the sample that does not 

belong to either class of the classification problem of 

interest, has been proved to be helpful in supervised 

learning. In this paper, we have proposed a new weighted 

twin support vector machine with Universum algorithm 

(𝔘-WTSVM) which is able to improve the classification 

performance.  

Experimental results revealed that 𝔘-WTSVM is better 

than 𝔘-TSVM in terms of both classification effectiveness 

and lower computational cost. However, although 

𝔘-WTSVM performs faster than TSVM, the limitation is 

that it cannot handle large-scale problems. Thus, further 

work we will use the 𝔘-WTSVM to solve real large scale 

classification problems. And how to generate or select 

Universum data is also a main topic in the future. 
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Abstract

Target tracking is one of the most important and complicated 
applications of wireless sensor networks. In this application, 
temporal and spatial information of mobile object is 
continuously investigated at particular times. Energy saving is 
one of the main challenges in target tracking sensor networks. 
In this paper, we present a clustering, recovery mechanism with 
virtual grid and the base station as a fundamental element for 
target tracking in wireless sensor networks.  Hence, we 
introduce an efficient protocol namely (NBSOTT). NBSOTT 
protocol tries to reduce the number of transmitted packets and 
subsequently, energy consumption in order to meet the current 
needs of clustering. Also, using virtual grid reduces time of 
decision which causes to the object retaining and faster 
recovering. For evaluation, we compare the proposed protocol 
with the BSOTT and EBSOTT algorithms.

Keywords: Clustering; Location; Recovery; Target tracking; 
Virtual grid; Wireless sensor network.

1. INTRODUTION
Recently, the rapid developments of various technologies 
for sensing, computing and communication have brought 
a lot of momentum to the research in wireless sensor 
networks (WSNs) [1]. Due to their low cost and 
capabilities for pervasive surveillance, sensor networks 
and their applications have tremendous potential in both 
commercial and military environments [2]. 
Wireless sensor networks (WSNs) is a new network 
paradigm that involve the deployment of hundreds even 
thousands of low-cost, energy-limited, small, and 
application-specific sensor nodes to create applications 
for factories monitoring and control, disaster response, 
military sensing intelligent house control, and, etc. 
Target tracking is one of the most important applications 
in WSNs. In a target tracking system, we can track a 
moving target like a person or a vehicle that is traveling a 
WSN with sensing capability of sensors. In this 
application, locational and positional information of a 
moving target is constantly studied in each time instance.

Also, energy saving is one of the main challenges in 
WSNs. It is because of the energy of a sensor node which 
is limited and replenishment of its battery is usually 
impossible. So the lifetime of a sensor node is strongly 
dependent on its battery lifetime and the lifetime of a 
WSN is directly related to the lifetime of its sensor 
nodes. Thus, if we can preserve sensor nodes more time 
in the network, we will increase the network lifetime.
Object tracking sensor networks have two critical 
operations: 1) monitoring:  sensor nodes are required to 
detect and track the movement states of mobile objects; 
2) reporting:  the nodes that sense the objects need to 
report their discoveries to the applications.
In this paper, a tracking protocol was presented based on 
a new clustering method and new recovery mechanism 
with virtual grid had Base Station (BS) tracing as the 
basis for performing tracking application of moving 
targets in wireless sensor networks.
This proposed protocol exploit BS as a powerful resource 
from both energy and computation perspectives. Using 
new technologies like RFID and new antennas long range 
transmission with small antenna size have been possible 
[3]. In our approach BS undertakes management of 
cluster formation, active nodes rotation and part of 
transmissions needed for tracking the target. In our 
protocol, all sensors are equipped with 3Dcubic antenna 
that allows them to receive information from long 
distances at 915 MHz radio frequency [3]. 
Since BS manages the clustering and recovery 
mechanism, it has a good knowledge of nodes energy 
level. Current existing protocols for target tracking use 
only distance parameter for clustering algorithm, but our 
protocol uses two parameters, distance and energy, for 
clustering algorithm, and also, it improves virtual grid 
ideas to divide each network into M×N square area and 
uses the nodes in each grid, so that the less number of 
sensors can be used in recovery operations.
The proposed protocol was simulated and compared with 
other existing tracking methods. Simulation results show 
that our protocol improves network lifetime.
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Rest of the paper is organized as follows: In section 2, 
literature survey of clustering algorithms, target tracking 
and recovery algorithms are presented. In section 3 
assumptions during network deployment are presented. 
In Section 4 we discuss proposed protocol. Simulation 
and performance comparison between existing and 
proposed approach is discussed in section 5. Section 6 
concludes the paper with summary and future work.

2. LITERATURE SURVEY
Moving object tracking using WSN has received 
considerable attention in recent years and intended 
solutions can be mainly classified into five schemes, 
which are: tree-based tracking, cluster-based tracking, 
prediction-based tracking, mobicast message-based 
tracking and hybrid methods.
In tree-based target tracking, nodes in a network may be 
organized in a hierarchical tree or represented as a graph 
in which vertices represent sensor nodes and edges are 
links between nodes that can directly communicate with 
each other. Examples of tree-based methods include 
STUN (Scalable Tracking Using Networked Sensors) 
[4], DCTC [5] and OCO (Optimized Communication and
Organization) [6].
In cluster-based methods, network is divided into 
clusters. A cluster consists of a cluster head (CH) and 
member sensor nodes. A CH is responsible for collecting 
data from its cluster’s members, calculates the current 
target location and sends it to the sink. Cluster-based 
methods are divided into 2 categories, static clustering 
and dynamic clustering. In static clustering methods, 
clusters are formed at the time of network deployment 
and remain unchanged until the end of network lifetime. 
But in a dynamic clustering algorithm, clusters are 
formed dynamically as target moves. Examples of 
cluster-based methods are presented in [7], [8], [9] and 
[10].
Prediction-based methods are built upon the tree-based 
and the cluster-based methods, with added prediction 
models. These algorithms are methods that with a 
prediction mechanism predict next location of target and 
with attention to estimated location, only select some 
nodes that are near to this location for tracking and other 
nodes remain in sleep mode for energy saving. Examples 
of prediction-based algorithm are PES (Prediction-based 
Energy Saving) [1], DPR (Dual Prediction-based 
Reporting) [2] and DPT (Distributed Predicted Tracking) 
[11].
Mobicast protocols are designed to predict object moving 
direction. Appropriate nodes are wake up to detect the 
object before it arrives. 
Some protocols fulfill the requirements of more than one 
types of target tracking which are termed as hybrid 
tracking methods. Other methods like binary sensor 
nodes and clustering based method in [12] and [13] have 
disadvantages such as higher energy consumption, traffic 
and increased collision probability and consequently 
increased energy consumption.

In Base Station Based Target Tracking (BSOTT) 
protocol, (see [14] and [15]) BS is used as a powerful 
source from two aspects; energy and calculation, to be 
able to provide the possibility of BS's intervention in 
tracking process using new antennas.
All above described tracking algorithms may suffer from 
loss of target as WSN have limited resources. Also, if 
there are more numbers of failed nodes around, target 
may go undetected. For next nodes, which were supposed 
to be active in tracking, may not have the trace of target, 
causing the situation of loss of target. Other issues like
communication failures during transmission of 
information, localization errors during tracking, and 
abrupt change in target velocity may also cause loss of 
target. Following reasons may result in loss of target:

a) Communication failures: Nodes may not be able 
to communicate due to obstacle like tree, 
specially, in case of forest WSN. Packet loss 
and delay in response can also be considered in 
this case.

b) Node failures: As sensor nodes have limited 
battery power and if they remain active for a
long time, battery may drain faster leading to 
failure. Physical capturing of node and hardware 
failure are also the reasons of node failure.

c) Sudden change in target speed: As speed of 
target changes suddenly, the difference between 
actual and predicted location of target becomes 
large, resulting in loss of target.

Therefore, various recovery mechanisms (RMs) are 
proposed by researchers. RM for wild life tracking is 
presented in [16] where a simple recovery mechanism for 
wild life, tracking based on popular places is considered. 
Popular places, they are the places where animals 
(targets) frequently visit for water, shelter and rest. If 
target is lost then by checking their presence at these 
places recovery can be done. Another RM for wild life 
tracking using hierarchical clustered WSN is studied in 
[17]. In paper [18], a lightweight target tracking protocol 
(LTTP) with three levels of RM is discussed. RM for 
target recovery using static clustered WSN is discussed 
in [19]. Also, in this paper, we propose an efficient 
approach with less communication overhead for 
successful recovery.

3. Overview
3.1 Assumptions
Our algorithm considers dynamic clustered architecture 
for target tracking. Following assumptions are made 
about the sensors and the sensor network in the 
development of the proposed target tracking algorithm:
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1- It is assumed that sensors are binary sensors and 
each sensor is aware of its own location and they
are stationary. Also, BS knows the topology of 
the WSN.

2- It is assumed that BS is outside of the 
surveillance field, plugged to an unlimited 
energy source and capable of long range 
transmissions through higher transmission power 
at 915 MHz frequency.

3- Sensing ranges (RS) for all the sensors are the 
same and communication range (RC) is double 
the sensing range.

4- All sensors are equipped with 3-D cubic antenna 
to be able to receive BS packets at 915 MHz 
from a long distance.

5- All have the same battery power.

6- The sensor network environment is divided cells 
with dimensions of 100 × 100.

3.2 Sensing and Communication Model
In this paper, binary sensors’ sensing disk has a radius of 
RS and binary sensing model is considered [14]. Sensors 
can detect the target once it enters to the sensing range of 
the sensor. Formally, the mode is as follows:

��(�) = �1	, ��	�(�� 	, �) ≤ ��(�)
0	,										��ℎ������															 (1)

Where ��(T) is the sensed data of the sensor �� and 
d(S�, T) is the distance between the sensor �� and the 
target T. Fig.1 shows how S1 senses the target T but S2
does not sense the target T.

Fig.1. Illustration of the Sensing region.

An important assumption made in this paper is equipping
sensors with 3-D cubic antenna. Using this antenna, it is
possible to have both RFID technology and miniaturized
wireless communication equipment at the same time. The

frequency of operation lies in the UHF RFID band, 902 
MHz–928 MHz (centered at 915 MHz). The ultra-
compact cubic antenna has dimensions of 3cm × 3cm × 
3cm, which features a length dimension of λ/11. The 
cubic shape of the antenna allows for “smart” packaging, 
as sensor equipment may be easily integrated inside the 
cube’s hollow interior.

Binary sensors have minimal assumptions about sensing
capabilities. At this frequency long range transmission
for BS is possible. However, sensors use 2.4 GHz for 
inter sensor transmissions and merely BS uses 915 MHz 
to send its data in one-hop and for long range. Fig. 2 
shows how BS transmit command message to lead the 
clustering, and CH replies target location hop by hop. 
Binary reporting, smart sensors also can act as binary 
sensors. So, proposed tracking algorithm is applicable to 
both binary and smart sensor networks.

Fig.2. Illustration of the BS and sensors communication.

3.3 Localization
Assuming target T has the coordinate of (XT, YT), all the 
sensors located in a circle centered at the point (XT, YT) 
with a radius RS can detect the target. Generally, the
centroid of the sensors that can detect the target can be a
fair approximation for target location. The location of the
target can be estimated using the centroid approach [14]:

⎩
⎪
⎨

⎪
⎧�� = 1

���
���
���

���

�� = 1
���

���
���

���

(2)

Where (Xi, Yi) and ��� is the coordinate of the sensors
and the number of sensors that detect the moving target
respectively. The estimated coordinate of the target T is
(��,��).
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4. PROPOSED ALGORITHM
Our algorithm is divided into two stages, clustering and 
recovery.

4.1 Clustering
Clustering is one of the most needed important 
operations of aggregation and data fusion. Dynamic 
clustering algorithms problem is that when target 
frequently changes its location, reclustering must be 
invoked and with the course of time communicative 
overhead imposed by clustering, which makes clustering 
to lose the initiative. In our proposed algorithm 
clustering, overhead is minimized by using BS. 
Whenever reclustering is needed, BS broadcasts a 
command message to announce the new CH and cluster 
members (CMs). The base station uses the following
methods to select the cluster heads and cluster members. 
In this method, BS estimates target location. Nearest 
sensor to target’s estimated location is the candidate of 
being CH, however its energy level must be upper than a 
predefined energy level we call it α here. If candidate 
node energy level doesn’t satisfy α then the next nearest 
node to target will be candidate of being CH. This 
process continues until a candidate node satisfies α 
condition, otherwise BS decides to lower α to half of its 
current value. Then, BS starts to examine candidates one 
by one to find the appropriate CH. Also, BS chooses the 
farthest sensors to estimated location of the target as 
cluster members (CMs).

In proposed clustering method, the area covered by CMs 
would be greater and it would help the target to be 
identified by cluster and the probability of losing target 
trace would decrease and so network lifetime would
increase. Fig.3 shows the proposed clustering method 
with cluster size 3.

Fig.3.The proposed clustering method with cluster size 3.

Then, BS forms a command packet including clustering 
information such as CH and CMs IDs and transmits the 
packet over the WSN through a long range transmission. 
It is noticeable that BS sends its data in one hop at 915 
MHz and with a high power. Also, sensors use 3-D cubic 
antennas to receive BS data. Activated sensors of the 
field receive the packet and extract the information and 
clustering is over. Using received information about 
target new location, BS decide which sensor must be the 
new CH. BS lets the sensors to be informed of the new 
CH and CMs. If any node failure causes missing the 
target, recovery operation is invoked. This phase 
continues until BS finds the target. 

4.2 Recovery
Recovery mechanism needs to be initiated to find the 
exact location of the lost target. In this paper, we are 
proposing an efficient recovery mechanism. In this 
method, the sensor network environment is divided cells 
with dimensions of 100 × 100. Each sensor node is 
located within this field, resulting in one of these cells.  
The BS estimates target location and saves which cell is 
the target location [20]. Detail of recovery process is as 
given below:

Step 1: The last cell, which the target is located, is saved
in a list.
Step 2: We search target in the list.
Step 3: If the target was found, therefore, the recovery 
process is finished. 
Else
Step 4: All its neighboring cells are add to the list.
Step 5: Go to Step 2.

Using our recovery process causes that less number of 
nodes participates in recovery operations, therefore,
nodes consume less energy and will increase the network 
lifetime. As a result, our mechanism works as follows:

At the beginning of this algorithm, all nodes are in sleep 
mode except border nodes. When a border node finds a 
target in its sensing range, it waits for a random time 
called back off time to avoid collision. Then, the border 
node sends its sensed data to the BS. Upon receiving 
sensed data from border nodes, BS estimates target 
location. According to the clustering algorithm presented 
in this section, the BS selects the cluster heads. Since, all 
sensors autonomously return to sleep mode after a period 
of time, BS needs to trigger CH and CMs to awaken 
them and make them ready for receiving command 
message. BS broadcasts command message containing 
new CH’s ID, over the WSN to inform sensors about the 
new CH, subsequently other awakened sensors that are 
not CH will be CMs.  Sensors work in two distinct modes 
shown in Fig.4 [14].
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Fig.4. Working stages for sensors.

However, if new CH and the latest CH are the same, BS 
won’t transmit any command message indicating that 
everything is as the same. Then, the very last CH again is 
CH for the new round and CMs just transmit their sensed 
data. Once a member detects the target, it sends its scan 
data (its location and the time finding the target) to the 
CH. CH performs data fusion to get the location of the 
target, and reports to the BS periodically. Receiving 
tracking information from sensor field, BS starts to 
evaluate target location. Then, if target is not in the sense 
range of the current CH, BS dismisses current CH and 
choose a new CH as mentioned before. So far BS leads 
tracking process. However, any failure needs to be 
handled. In this case presented recovery operation is 
invoked .If BS succeeds to capture the target, then 
tracking process starts from the beginning, otherwise BS 
does recovery process until it finds the target or reach to 
end the of the network lifetime. Fig. 5 shows working 
stages of the BS in two conditions; normal condition and 
target miss condition.

Being triggered by BS, sensors change their state to 
sensing state and wait to receive command message. 
After receiving command message, they check to see if 
they have been announced as CH or not. If a sensor is not 
announced as CH, then it is CM. CM broadcast sensed 
information and CH receives the information from all 
CMs. Then, CH computes exact location of the target 
using (2). Finally, CH sends target location to BS. Due to 
energy conservation, CH and CMs return to sleep mode 
at this point.

Fig.5. Working stages for base station (BS).

5. SIMULATION
In this section, using computer simulation, we evaluate 
performance of proposed algorithm and compare our 
proposed method with two other algorithms, BSOTT [14]
and EBSOTT [20]. In this review, all algorithms have 
been simulated in two different cluster member numbers. 
In fact we changed cluster members from 3 to 5, to 
investigate impact of this variant on different network 
parameters. Our simulation has done in c# simulator
(Microsoft Visual Studio 2010).

Three below parameters for evaluate performance of our 
algorithm with others.

1- Network lifetime: The time that the first node of 
network dies.

2- Energy consumption of nodes.
3- Transmitted Packets.

5.1 Simulation Environment
The NBOSTT algorithm described in the previous 
section was simulated a wireless sensor network 
consisting of a set of sensor nodes randomly deployed in 
a field of 1000×600 m2. The sensor network environment
is divided into cells with dimensions of 100 × 100. Each
sensor node is located within this field, resulting in one 
of these cells (see Fig. 6).
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Fig.6. Simulation environment.

Also, the simulation model is considered a network 
which the number of its nodes is varied between 1000 
and 4000. Target motion model is random waypoint and 
target is moving with the maximum velocity of ����
=10m/s. Each sensor node is able to detect the existence 
of nearby moving target communicate with other sensor 
nodes in the vicinity and do some simple computation. 
Sensor nodes are aware of their location. Sensing range 
(RS) is considered 30m and communication range (RC) is 
60m. Each sensor begins with an initial energy of 3 J. 
The transmission energy is 0.175 J and reception energy 
is 0.035 J, and the sensing energy is 1.75 �� [21]. Basic 
information of each sensor node is considered as Table1 
[21].

Table1: Basic information of each sensor node.

Value of parametersParameters
1000×600field size (m2)
100×100size of grid

1000 – 4000number of sensors

10
maximum speed of a mobile 
target: ���� (m/s)

30 (m)sensing range (RS)
60 (m)communication range (RC)

3 Jinitial energy

0.175 J
transmission and reception 
energy

1.75	��sensing energy
0.035reception energy (J)

5.2 Simulation Results
In this section, we evaluate performance of our algorithm 
and compare our algorithm with BSOTT and EBSOTT in 
the network lifetime, average energy consumption of 
nodes and transmitted packets. Performance of the 
proposed algorithm was compared with cluster members 
3 and 5 with changing the number of nodes.

5.2.1 Network Lifetime
Network lifetime is the most important parameter in 
comparison of majority of WSN’s applications. For more 
comparison, we run our simulation in many different 
scenarios, with different node number and two different
cluster member numbers, and calculate the network 
lifetime. We considered time that the first node of 
network dies as network lifetime. The lifetime of a sensor 
node is strongly dependent on its battery lifetime and the 
lifetime of a WSN is directly related to the lifetime of its 
sensor nodes. Thus, if we can preserve sensor nodes 
more time in the network, we will increase the lifetime of 
the network.
Fig.7 shows effect of increasing number of sensors and 
cluster members respectively on the network lifetime. As 
this diagram shows, network lifetime in proposed 
algorithm is more than other methods and this time 
increases as the nodes number of network increase. 

Fig.7. Effect of number of sensors on network life time.

Fig.8 illustrates effect of cluster members on the network 
life time. Increasing cluster members again leads to 
growth of message transmission. Hence, cluster head 
battery drains mush faster and it shortens the lifetime.

Fig.8. Effect of cluster members on network lifetime.
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5.2.2 Energy Consumption
The second parameter that has been studied in this 
research is energy consumption. Almost in all WSN’s 
applications energy consumption is considered and 
regardless of the fact that which parameter is improved, 
energy consumption must be kept low. Moreover, energy 
consumption should not depend on number of sensors 
since this dependency limits scalability of the network. 
Fig.9 shows that not only proposed algorithm consumes 
less than its rivals energy, but also slope of the diagram 
indicates that there is no significant dependency between 
number of sensors and energy consumption in our 
algorithm as opposed to other algorithms compared.

Fig.9. Effect of number of sensors on energy consumption.

In Fig. 10, relation of cluster members and energy 
consumption has been taken into consideration. There are 
two facts in Fig.10. First, increasing cluster members 
leads to more energy usage. Second, BSOTT algorithm 
has more energy disposal in all two cases than proposed 
method.

Fig.10. Effect of cluster members on energy consumption.

5.2.3 Transmitted Packets
Number of transmissions during tracking process in the 
field of WSN is an important factor mostly known as 
radio silence. Number of transmitted packets must be 
kept low for both energy and radio silence reasons. 
Number of transmitted packets in the proposed method is 
less than the BSOTT and EBSOTT. Transmitted packets 
shown in Fig.11, is an average number and shows the 
ratio of actual transmitted packets to network life time.

Fig.11. Effect of number of sensors on transmitted packets.

Obviously raising cluster members results in more 
message exchange between cluster head and cluster 
members to form and manage a cluster. Thus, the more 
member a cluster have, the more transmissions it needs 
(Fig .12).

Fig.12. Effect of cluster members on transmitted packets.

6. CONCLUSION AND FUTURE WORK
One of the main limitations of WSN is the limited power 
of sensor nodes. This limitation affords that saving 
energy and increasing network lifetime become two main 
issues in WSN’s applications and protocols.
In this paper, we presented a Clustering and recovery 
mechanism with virtual grid for target tracking in WSNs.
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Proposed protocol uses from an efficient clustering 
algorithm and recovery mechanism with virtual grid. Our 
protocol considers both energy and distance parameters 
for clustering. Also, it improves virtual grid ideas to 
divide each network into M×N square area and uses the 
nodes in each grid, so that the less number of sensors can 
be used in recovery operations. Therefore, this scheme 
reduces the number of transmitted packets. So, this 
method for target tracking led to reduce energy 
consumption and increase the network lifetime too. The 
density of the sensor nodes in the network has some
impacts on energy consumption and number of 
transmitted packets. In the future studies, we will focus 
on prediction methods to improve the proposed 
algorithm.
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Middle East User Navigation in Online Social Networks 
and Interactions in E-Commerce, an Analogy

Abstract
User navigation Understanding gives both the researchers 

and firms the opportunity to design better interfaces, gain more 
active users and richer studies of online social interactions.
This study is based on the clickstream data, collected over 15 
days period, summarizing HTTP session of over 25000 valid 
requests of Middle east users from popular social networks 
like Facebook, Instagram, twitter, and LinkedIn. The data were 
gathered from a social network aggregator website, which 
enables users to connect their profile of multiple social net-
works into one site. This analysis retrieves the key factors of 
the social network workloads in Middle East countries, for 
example, how frequently people connect to social networks 
and for how long they stay connected, and what type of activi-
ty they do and from which sequences of activity they often use
the OSN services. Additionally this process is studied from 
geographic perspective and the results discussed on a distance 
basis probability.

Keywords:Online Social Networks, User Behavior, Session, 
Clickstream, Social Network Aggregator

1. Introduction

Over the past few years, social structure plays an im-
portant fundamental role in modern and civilized socie-
ties.
Online social networks (OSNs) have become extremely 
popular. Nielsen report states that, social media have 
excess email and became the most popular online activi-
ty[1]. More than 60 percent of online users among the 
world take part in social network activities [1] and it 
forms more than one fifth of their time spent on the In-
ternet. [2] These facts show that Social Networks re-
garded as one of the most, if not the only, important 
parts of online experience. Users able to find their 
friends, share and upload content, and publish infor-
mation through “status” updates. The natural need of 
human kind to socialize can be regarded as one of the 
most significant reasons for which people spend their 
times on online social networks, for instance, take a look 

at wide variety of uses in online social environments, 
from finding professionals and getting familiar to their 
area of expertise (ex. LinkedIn) to hang out with friends
and sharing content to others (Google+ & Facebook).
Virtual online community nowadays plays inseparable 
role in people’s life. This fact illustrates why users tend 
to spread their activities among more OSNs.[3].
Internet penetration among young proportions of devel-
oping countries is more than 65 percent [4], also most of 
them are users of social networks like Facebook, 
Google+ , Twitter, etc. For instance, Facebook reaches 
about 1.11 billion monthly active users as of March 
2013 [5]. Google+ has over 500 million users with just 
17 months since launched as beta in June 2011 [6]; and 
Twitter is now experiencing more than 300 million 
Tweets per day [7].
In past researches, lack of organized and comprehensive 
research on e-commerce scope of developing countries 
(i.e. Iran) is obvious. Some sporadic efforts had been 
done, but there was no comprehensive research.
Understanding user behavior and navigation in Online 
Social Networks have an indispensable role in develop-
ment of more effective social network sites,[8] which in 
turn can contribute to better privacy policies.
Developing precise models for understanding the user 
behavior in Social Networks is of great  importance, 
because it influences embedded brand perception 
through social networks.[1] for instance, analysis of 
member’s activity in embedded brand communities in 
OSNs makes the organization able of expanding their 
influence on their online customers alongside with gain-
ing trust and reputation in virtual online communities.
Only few recent researches studied the impact of ob-
tained data from OSNs. As an example, permanent mes-
sages from a user to his own friends. [9, 10].
When we survey user activities as workload to the 
OSNs, their activities could not be presented as “appar-
ent” activities. A perfected approach to research OSN 
influences in middle-east could be studying clickstream 
data that includes all activities of users of those coun-
tries in Social Network sites. [1, 11] an appropriate 
study contains data of visible interactions and can dis-
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tribute accurate and get a comprehensive perspective of 
the OSN workload in Mena countries.[1]
In this paper an in-depth analysis of OSN workloads 
based on middle-east user clickstreams and their tenden-
cy to e-commerce channel collected through a social 
network aggregator presented.  According to the re-
searches, social network aggregators provide users with 
an interface for accessing multiple online social net-
works in one server [1] and gathers information together 
under a single username. In this paper a popular social 
network aggregator named “KLOUT.com” used for sur-
vey analysis.
Implementing a survey like [1], this research obtained a 
workload dataset. The dataset included activity data for 
more than 50,000 middle-east users who accessed vari-
ous OSNs through the social network aggregator.
Using the clickstream data, three types of analyses had 
been conducted. First, traffic and session patterns of 
OSN workloads characterized (Section 4). The frequen-
cy the people connect to OSN sites and the length of the 
connection examined. Based on the data, best fit models 
of session length distributions and formulas provided. 
New analysis strategy, developed, which could be called
the workload model, to characterize user tendency to e-
commerce communities embedded into OSNs (Section 
5). The workload model captures dominant user activi-
ties and the transition rates between activities. 
To gain insight into how users interact within a given 
social network, the Facebook website user activity ana-
lyzed along the social graph (Section 6). The analysis 
indicates how often users visit their friends online pro-
files, photos, and videos. The model also reveals that, in 
terms of physical distance, users usually tend to interact 
mainly with local e-commerce sites and vendors.
In summary, this study provides an in-depth analysis 
into the usage of OSN services and the users’ tendency 
to interact with e-commerce vendors in Middle East 
countries from the viewpoint of a social network aggre-
gator. The workload data analyzed in the paper provides 
an accurate insight of how users navigate when they 
connect to OSN sites. Furthermore, data analysis sug-
gests several interesting insights into how users interact 
with friends in OSNs.

2. Literature Review

2.1 Dataset

There has been a rich set of studies, analyzing user be-
havior and data usage throughout OSNs.[12] mentioned 
seven unique intentions of users to use Facebook: social 
connection, shared identities, content, social investiga-
tion, social network surfing, and status updating. Albeit, 
[2] stated that more than 56% social networking users 
have used social networking sites for spying on their 
partners.
There have been a few efforts using click stream data to 
analyze user navigation, especially middle-eastern users,
in OSNs.[13] studied OSN clickstream data which is

extracted from network traffic and trying to distinguish 
the user navigation patterns in OSNs, such as Facebook.
In their paper [14], they used data of a Chinese OSN to 
gather information on users’ profile visits and concluded 
that silent interplays are much more superior than visible 
interactions.
2.2 Geo-Location
Epidemic use of mobile devises, especially smart 
phones, to share personal data on online social networks, 
added global perspectives to online social interactions 
and, consequently to the study of OSNs. In their survey 
[2], they highlighted location based services as one of 
the most growing interests of online social users. Anoth-
er research conducted to this matter also investigated the 
influence of geographic information emerged from so-
cial is positive on operation improvement caching of 
multimedia files in a Content Delivery Network (CDN). 
The results of this study showed that improvement of 
the cache hits, sequel the improvement of cache policies 
regardless of social and geographic information. [15]

3. Research Methodology

The dataset used in this paper is workload data collected 
and provided by social network aggregator.

3.1 Data Description

The clickstream data that analyzed were collected over a 
15-day period (January 15 through January 30, 2013). 
The dataset consist of summaries of general profiles 
information of users in OSNs who connected their data 
content to the social aggregator and the aggregator as-
sessed user’s navigation and activation within social 
networks. The dataset summarizes requests, including 
information such as users comments, activation time, 
status updates, followers, picture uploads, friends con-
nection, IP address of the user, login ID, URL of the 
social network site. After discarding events with missing 
fields or inappropriate for this survey, there were more 
than 25,000 valid requests. According to [16] the ma-
jority of the signals used to calculate the aggregator’s
score are derived from combinations of attributes, such 
as the ratio of reactions you generate compared to the 
amount of content users share.

Table 1: Summary of clickstream data

OSNs # Users # Sessions # Requests

Facebook 18,956 39,712 114,920

Twitter 11,752 20,306 27,089

LinkedIn 949 965 1226

Instagram 17,411 41,731 113,264
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Table 2: Variations of Sample

3.2 OSN Session Characteristics

The length and the frequency in which people connect to 
OSN sites are regarded as two important factors in this 
survey. To estimate these quantities, the frequency and 
duration of sessions for each user measured.

3.3 Modeling OSN Sessions

To understand the dynamics of user login and logout 
processes from a system’s perspective, the session inter-
arrival times measured. Here, a case study for Insta-
gram also presented. For better understanding, we utilize 
a time series	t(i),i	 = 	1,2,3,…	 to denote the arrival time 
of the ith session in the trace. The time series a(i) is 
defined as t(i	 + 	1) − t(i) and it denotes the inter-
arrival time of ith and i	 + 	1th sessions, where work-
loads may belong to different users. The probability 
distribution function for the lognormal distribution is 
given by

f(x) = 1
σx√2π

e
�(���(�)��)�

���

         (1)

With parameters μ = 2.419 and σ = 1.173
The distribution was fitted to a Zipf (zeta) distribution of 
the form βx�� with parameters α = 1.465 andβ =
4.358, which is a discrete distribution commonly used 
in the modeling of rare events. This distribution implies
that workload lengths are highly variable when users 
connect to online social networks. Such high variability 
is in order with the contexts seen in web surfing.

4. User Navigation Patterns in OSNs

In this section a comprehensive perspective of user be-
havior in OSNs by characterizing the type, frequency, 
and sequence of activities users engage in is presented. 
With expansion of new analysis strategy in order to fit 
Mena users, which called the clickstream model[1], to 
identify and elaborate representative user interactions in 
OSNs based on obtained data.

4.1 User Activities in OSNs

In this study, there are 5 distinct types of activities that 
concerns. These activities grouped into the following 
categories: Search, Status updates, Photo & Video, Pro-

file, Communities, and Other. Table 3 displays the list of 
these 5 activities with the number and fraction of users 
who engaged in the corresponding activity at least once
and the number and fraction of the requests.
The statistics of user activity in Table 3 signifies inter-
esting information about middle-eastern user navigation. 
First disposition to the communities are evident both in 
terms of the number of users and the request volume. In 
fact, online users of Mena countries guided through e-
commerce sites by OSN communities. Second, there is a 
huge amount of tendency to photo and video uploads, 
because looking at the advertisements about e-
commerce web sites takes less time in comparison to 
read. So, it is natural to expect users’ disposition to pho-
tos & videos. Interestingly, [13] made very similar ob-
servations for the Hi5 social network. Moreover, Social 
awareness cause a person to be more concerned about 
his/her privacy on the Internet.[17]
Third most popular activity is related to search. As a 
result users need to search and find their friends, their 
birthdays, their online activities, and connections via 
online social networks. As [1] observed, it is a part of 
one of the most common behavior across all categories 
which is browsing, although they  have been categorized 
browsing into four categories, this study focuses on the 
relations and connections between navigation in OSNs 
and e-commerce tendency, especially brand equity and 
brand reputation, as a channel for firms to trade. Thus,
this research concerns mostly on transitions of activities 
between 5 categories discussed before.

Table 3: Enumeration of All Activities and Their Concurrencies

Category # Users (%) #Requests (%)

Search 8,525 16.9 18244 25.5

Status Update 5,496 10.9 7961 11.1

Photo & Video 16,601 32.7 18730 26.1

Communities 15,917 31.6 21617 30.2

Other 3,814 7.6 5109 7.1

Total 50353 71661

4.2 Transition from one activity to another

For understanding the user activity sequence, a first-
order Makarov chain constructed based on sequence of 
activities from all categories. Table 4 shows the tenden-
cy probability to transmit over categories to e-
commerce.
For better understanding of 5 main categories in this 
paper, X-means clustering algorithm from [18] used 
which extends the popular K-means algorithm.[19]. A 
key advantage of X-means over K-means is that the al-
gorithm not only provides the clusters, but also esti-
mates the best possible number of clusters. Therefore, 
it’s not necessary to decide a priori the number of typi-

Gender
Male                                    59.3%

         Female                                40.7%

Age

              >16                                26.1%
16 – 25                              40.4%
26 – 35                              30.6%

              35+                                 2.9%
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cal sessions. X-means algorithm finds clusters by mini-
mizing the sum of the squared distances between each 
vector and the cluster’s centroid, a vector that represents 
the averaged properties of each group. The distance be-
tween two vectors is computed by the Euclidean dis-
tance as follows:

D = �∑ (x� − y�)��
��� (2)

Where n is the size of any vector and x and y are the two 
vectors.

Table 4: Tendency to Interact Across Categories

Category Entire log (8 
days) Days 1-4 Days 5-8

Search 0.68 +0.03 -0.01

Status 0.17 -0.01 0.00

Photo & Video 0.37 +0.04 +0.03

Profile & 
Friends 0.69 0.00 +0.02

Communities 0.89 +0.06 +0.03

Other 0.12 0.00 -0.01

4.3 Transition from one category to another

Finally the sequence of user activities at the level of 
categories examined (Fig. 1). Nodes represent the transi-
tion between two categories. Edges with probability 
smaller than 0.04% were removed to reduce the figure 
complexity. It is observed that most users initiated their 
sessions from Profile & Friends, Status Updates, and 
Photos & Videos as mentioned earlier and leads to 
communities at final session’s workloads.

4.4 How interaction patterns affect content popu-
larity

When users share any data on the web, the content 
typically is not accessible for every Internet users eve-
rywhere. On the other hand, when users upload content 
on OSNs, they aimed to obtain audience, such as 
friends, acquaintances, co-workers and etc.[1]. As an 
example, the audience is explicitly tagged by the user.
For instance, video or photo content when uploaded in 
Facebook is visible on your friend’s timeline but user 
can limit the presentation only to the close friends or the 
people who was tagged in picture.

This survey analyzes the characteristics of the con-
tent popularity as an attempt to quantify the interaction 
patterns which affect the popularity of e-commerce 
communication’s embedded in OSNs.

Table 5: the Frequency of Clusters in OSNs

Request (%)

Cluster 1 41.2

Cluster 2 25.8
Cluster 3 18
Cluster 4 8.6
Cluster 5 6.4

4.5 Interactions over Physical distance

The last facet studied in this paper is geographical
aspects of social interactions which plays an indispensi-
ble role in OSN relation with OSNs. There is distance 
for generated content to be consumed in e-commerce 
relations. Suppose that OSNs original infrastructure de-
signed to deliver social content progressively, helps to 
identify the geographical aspects of social interactions 
which snarls potential opportunities for sanitation on the 
fundamental designing aspects of OSN content delivery. 
[1] The location information available in user profiles is 
in free text form. For this purpose the location of over 
20000 users identified. In total, the identified users lo-
cated in 4,297 different cities among 8 middle-east 
countries. From this purpose results show the probability 
of interaction varies as a function of the physical dis-
tance between two users. As physical distance between 
users is getting longer, their interest probability in their 
friend’s uploaded data based on longitude and latitude is 
going to be reduced.

It is evident that there is a significant correlation be-
tween friendship, and physical proximity in the OSNs
and relation to e-commerce interactions. It is also ob-
served a strong correlation between the probability of 
interaction and the probability of forming friendship 
links. This is expected as users tend to interact more 
with their friends in the social graph. This suggests that 
users in the social network tend to be geographically 
closer to each other when the interaction occurs mainly 
due to the presence of social links.

Fig. 1 Transition Probability Among categories
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5. Discussion &Conclusion

In this paper, a thorough characterization of online 
social network workloads and their relation to influence 
on e-commerce channel presented. A detailed click-
stream data of over 50000 users in middle-east countries 
in an 8-day period summarized, and the data collected 
from social network aggregator website, which after a 
single authentication enables users to connect to multi-
ple social networks such as Facebook, Instagram, twit-
ter, and LinkedIn. The statistical and distributional 
properties of most of the important variables of OSN 
sessions analyzed.

Also, this study is designed to examine the effects of 
OSNs on interactions in e-commerce and tendency to 
use this channel in middle-east countries. According to 
the results of survey, the following guidelines are of-
fered in the direction of positive growth of social net-
work influence on e-commerce interactions:
1. By increasing the number of embedded brand com-

munities in social networks
2. Using all aspects of social networks abilities to be 

more active and more highlighted communities.
3. Banks and finance institution’s attendance in online 

social networks such as Facebook, or LinkedIn, as a 
community could be very lucrative.
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Abstract
The paper presented here addresses the problem of path 
planning in real time strategy games. We have proposed a new 
algorithm titled Map Abstraction with Adjustable Time Bounds. 
This algorithm uses an abstract map containing non-uniformly 
sized triangular sectors; the centroids of the sectors guide the 
path search in the game map. In a pre-processing step we 
calculate an upper and lower time limit to plan paths for a given 
two dimensional grid map that is known beforehand. Depending 
on the time limits, we vary the size of the sectors to save search 
time or to improve path quality. We have experimented using 
maps from commercial games such as Dragon’s Age: Origins 
and Warcraft III. In the worst case MAAT returns paths that are 
8% less optimal. MAAT has an expensive pre-processing step 
which ultimately lowers the overhead CPU time consumed 
during game play by 1.1 milliseconds.

Keywords: Pathfinding, path-planning, map abstraction, 
hierarchical

1. Introduction
In this paper we have addressed the problem of path 
planning in real time strategy game (RTS) maps. In such 
maps, using a naïve A* search [1] takes more search time 
than desired [2]. For RTS games, high path planning time 
becomes a restricting factor when many mobile non-
player characters are involved. Numerous improvements 
to A* search exist which reduce the search time. 
Hierarchical Pathfinding A* (HPA*) [3] involves placing 
1 to 3 levels of hierarchical abstract maps on the game 
map to find quicker paths by sacrificing path quality. An 
improved version of HPA* was presented in the paper 
titled HPA* Enhancements [4]. Advanced sub-goaling 
algorithms such as LRTA* with sub-goaling [5] improve 
path quality and lower search time as well.

We have proposed an algorithm – Map Abstraction 
with Adjustable Time Bounds (MAAT) to determine an 
upper time limit and lower time limit that should be 
allocated to path-planning for our planning algorithm 
based on two dimensional grid maps where the maps are 
known/explored beforehand. In MAAT a single level 
abstract map consisting of sectors is placed on top of the 
game map. These sectors are split or merged to lower 

search time or increase path quality while attempting to 
keep the planning time (not including overhead time) 
within the new time limits. The new algorithm, however, 
has an expensive offline pre-processing step in which the 
new time limits are determined along with an initial 
abstract map of non-uniform sectors for a given map. 
Once the pre-processing is completed MAAT successfully 
lowers the overhead involved in modifying the abstract 
map by 1.1 milliseconds.

Experimental results show that MAAT performs 
faster than its predecessor Demand Sensitive Map 
Abstraction [6] and returns paths that are 8% closer to 
optimal, in the worst case, than HPA* (without path 
smoothing and refinement). Moreover MAAT stays 
within the new time bounds in an average of 84% path 
planning sessions. 

2. Background

The current game industry endorsed time bounds for path 
planning is 1 millisecond to 3 milliseconds [7]. Many 
techniques are employed to address the high search time 
of A* search. One of the techniques suggests using 
abstract maps built from real game world maps and 
finding an abstract path from the abstract map. This 
abstract path is then refined into real path. It saves search 
time to use abstract maps, at the cost of lower path quality 
(longer paths) (Botea et al., 2004).

In a paper titled Near Optimal Hierarchical 
Pathfinding, the authors overlay an abstract map 
comprised of uniform sectors with entrances from one 
sector to another and within sectors, over the game map. 
Any path search request is first computed on the abstract 
map to identify the sectors that should contain the optimal 
path. The links of these sectors (given by intra and inter 
edges) give the abstract path. Then the abstract path is 
refined on the game map using A* search. The authors 
state that in the worst case the path received is 10% less 
optimal compared to the path returned by using a naïve 
A* search, without using path smoothing and refinement.
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Demand Sensitive Map Abstraction (DSMA) [6] is 
another such technique where central points of abstract 
regions provide sub-goals for guiding the A* search in the 
real game map. Each sector in the abstract map in DSMA 
is associated with a demand. Demand of a sector is 
defined as the number of times the sector contained start 
and goal points plus the number of times it was expanded 
by the A* search on the abstract map. Conversely, 
demand of sectors decrease if they are not expanded in 
subsequent path planning.

Fig 1. Illustration of non-uniform abstract map

Depending on the time taken to find a real path the 
sectors are either decomposed or composed non-uniformly 
across the map, shown in figure 1. If the search time of 
the previous path went above 3 milliseconds, the highest 
demand sector was decomposed and if the search time 
went below 1 millisecond, two neighbor sectors with the 
lowest collective demand were composed or merged. 
This paper suggests a new algorithm – Map Abstraction 
with Adjustable Time Bounds (MAAT), inspired from the 
key ideas behind DSMA and addresses the need of 
transparent policies used in DSMA.

3.Proposed Methodology

3.1 Overview of MAAT

In this section we will discuss the high level A* search on 
the abstract map and the low level A* search on the game 
map and the concepts of decomposition and composition. 
Consider the abstract map in figure 2 where the triangles 
represent sectors on the map. Sub-goals for the low level 
A* search are provided by the grids below that coincide 
with the centroid of the sectors, shown in black squares 
within the sectors. A group of these central grids is 
returned by the A* search on the abstract map. The low 
level A* search connects these grids depending on the 
map data.
If during the low level search i.e. the A* search on the 
game map, a centroid-coinciding grid (say g2) is not 
reachable from one grid (g1) due to obstacles on that grid, 
then the A* search attempts to connect g1 to the next grid 

- g3 on the abstract path, where the abstract path is given 
by the grids g1->  g2  ->  g3.

Fig 2. Decomposition and composition

3.2 Pre-processing

This step is employed to find attainable time bounds for 
the time taken by A* search to find a path (Abstract path 
+ Complete path). This step also returns an initial 
customized abstract map with non-uniform sectors. This 
customized abstract map ensures fewer decompositions 
and compositions after pre-processing.

The pre-processing begins with a game map and an 
abstract map overlaid on it. N-number of start-goal 
positions are generated for the map and 1ms -3 ms is 
taken as a standard time bound from which an attainable 
time bound is to be extrapolated. If the search time for a 
certain start goal pair went above 3 milliseconds the most 
time consuming sector in the path is decomposed and the 
path is recalculated to check the validity of the 
decomposition. That is if the time after decomposition is 
not lower than previous search time, the decomposition is 
reverted. Otherwise, we record the new time along with 
the previous time and the action taken (composition / 
decomposition). We also associate a quality with the new 
search time. This quality is marked as “good” if the new 
search time is closer to 3 ms and “bad” if it is closer to the 
previous search time.

Similarly, if the search time goes below 1 millisecond, we 
compose two least time consuming neighbor sectors and 
check for the validity and quality of the action.  An 
illustration of relative quality is shown in figure 3, where 
T1 is the previous time taken and T2 is the new search 
time.
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Fig 3. Quality of new search time

Fig 4. Most time consuming sector

We define most time consuming sector as the 
common sector in the set of abstract sectors for which the 
A* search on the real map takes maximum time to return 
an actual path. Consider figure 4, where S1, S2 and S3 
are the centers of the triangular regions and t1, t2 and t3 
are time taken by A* search to find real path between S1-
S2, S2-S3 and S3-S4 respectively.  If t1+ t2 is greater 
than t2 + t3 then the most time consuming sector is the 
common sector taking the maximum collective time, the 
sector containing S2 in this case. This sector is 
decomposed if the search time went above 3 milliseconds. 
Conversely, S3 and S4 form the least time consuming 
sectors (composed / merged when needed).

This pre-processing step continues until all the 
random start-goal positions are exhausted. The new upper 
time limit is calculated by taking the average of search 
times with “good” quality for all decompositions. While 
the new lower time limit is calculated by taking the 
average of all search times with “good” quality for all 
compositions. This time range can be considered as the 
attainable best in the given set of start-goal points 
(without any random obstacles in the map) as they are 
average of all search times that were closer to the 
desirable range. Taking more start-goal points (increasing 
the value on N) will yield statistically reliable results. 
These new time limits can be associated with the map and 

machine they were run on and can be adapted for different 
systems and maps. 

3.3 Online Search

The online search is a simple operation where most time 
consuming sectors are decomposed if the search time 
when above the new upper time limit. On the other hand, 
if the search time went below the new lower time limit, 
two of the lowest time consuming neighbor sectors are 
composed or merged.

The decomposition will ensure lower search time as 
new sub goals (centers of sectors) are generated that are 
closer to the current position, thereby limiting A* search 
time on the real map. While the composition action will 
ensure that the A* search finds better paths, at the cost of 
more search time by making the sub-goals distant. To sum 
up we are claiming that if no sub-goals are used, the path 
returned by A* search will be optimal and as we keep 
adding more sub-goals, the path loses optimality but the 
search time is reduced.

During both the pre-processing and online search, if 
the start and goal lie in the same sector and the search 
time falls below 1 millisecond, no composition action will 
take place as we are receiving the optimal path returned 
by the A* search on the game map. Moreover if the 
abstract map has only the basic configuration consisting 
of four sectors, all at level 0 then we pass the request to 
the real map A* search, as not much time will saved in 
this trivial case, as shown in figure 5 (a). The maximum 
decomposition we allow is shown figure 5 (b) where all 
sectors are at level 4 (i.e. derived by decomposing the base 
sector 4 times). The maximum level of decomposition can 
be altered in future.

(a)                      (b)
Fig 5. Basic configuration and maximum decomposition 

4. Experiments

All the maps used for experiments were provided by 
Nathan Sturtevant [8]. The experiments are also designed 
according to the specifications mentioned in (Sturtevant, 
2012). We have used grid based maps from games like 
Dragon’s Age origins (10 maps, size ranging from 256 x 
260 grids to 492 x 512 grids), Warcraft III (10 maps all of 
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size 512 x 512 grids) and artificially created maps with 
random obstacles. The map data was formatted into a 
format in which all traversable terrain were uniform, after 
replacing shallow water, trees and water bodies with 
normal ground. All maps have octile navigation and 
crossing a diagonal has weight √2 while cardinal 
directions have a cost of 1. Moreover, a diagonal 
movement is allowed only if an alternative cardinal 
movement exists to ensure that a diagonal movement is 
not possible across two obstacles touching each other at 
the corners.

Random maps are created by randomly introducing 
obstacles into the map starting with 10% up to a 
maximum of 40% by a step of 5%. Maps containing more 
than 40% obstacles are left with very little traversable 
terrain and hence do not provide challenging pathfinding 
problems. For each map we have generated 1000 random 
pairs of start and goal positions always ensuring that the 
points are connected by successfully running an A* search 
between them.

To measure the performance of MAAT we have 
compared it to DSMA and our implementation of HPA* 
(with three levels of abstraction and without path 
smoothing and refinement). We have measured the 
average number of nodes expanded, running time and 
average path length of the algorithms. To measure the 
solution quality we have used the percent error metric 
(Botea et al., 2004) given by the Eq (1).

(1)

5. Results

The graph in figure 6 (a)  shows the number of nodes
expanded by the HPA*, DSMA and MAAT. This includes 
the nodes in abstract map. We can see that MAAT 
expands more nodes than HPA* but less than DSMA. The 
reason is that HPA* has more nodes in the abstract map 
which reduces the nodes expanded in the game map. 
MAAT has more nodes on the abstract map than DSMA 
as a result of which MAAT expands fewer nodes on the 

game map.

Fig 6 (a).

Fig 6 (b). Comparison of nodes expanded and CPU time

The graph in figure 6 (b) indicates the CPU time 
consumed by the three algorithms to find complete paths. 
This time does not include the pre-processing step of 
MAAT, the composition and decomposition queue 
management of DSMA or the start-goal insertion of 
HPA*.  The results indicate that MAAT takes less time 
than DSMA but more than HPA* which is consistent with 
the results on nodes expanded.

We have also found that MAAT takes an average of 
0.2 milliseconds in composition or decomposition during 
online search while DSMA takes an average of 1.3 
milliseconds in composition or decompostion operation. 
The reason is that it stores information regarding sectors 
in queues and arranges them according to rise and fall in 
demands associated with them and this operation is time 
consuming given the current implementation. 
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Figure 7 shows the graph of error percentage showing 
that for shorter paths MAAT gives better solution quality. 
This is due to the fact that MAAT uses naïve A* search if 
the abstract path goes through basic sectors at level 0. 
MAAT has consistently better path quality compared to 
HPA*. This gain in path quality comes at the cost of 
expensive pre-processing. However, the pre-processed 
results can be shipped with the game and hence will not 
affect game play. 

Fig 7. Solution quality

Both DSMA and MAAT aim at trading off path 
quality to search time and vice versa in real time. 
However the results indicate that MAAT performance is 
better as it gives better paths than HPA* by altering the 
granularity of the abstract map non-uniformly.  MAAT 
also takes less overhead time and less search time 
compared to DSMA. Moreover, MAAT does not have the 
high storage requirements of DSMA. 

Experiments on the current system indicated that in 
the pre-processing stage MAAT found the new average 
lower time limit to be 0.8 ms and the average upper time 
limit to be 8.4 milliseconds.  In an average of 84% cases 
MAAT was able to stay within these limits, derived from 
graph in figure 6 (b). On the other hand DSMA was able 
to stay in the range of 1 ms to 3 ms in an average of 33% 
cases. This does not indicate that DSMA has poor 
performance. It show that DSMA struggles with time 
consuming composition and decomposition operations 
trying to attain the pre-defined limits. MAAT, on the 
other hand, saves the overhead time by 1.1 milliseconds, 
using new time limits.

6. Conclusion

We have proposed a new pathfinding algorithm titled 
Map Abstraction with Adjustable Time Bounds (MAAT). 
MAAT assigns a lower and upper time limit for a given 
map and system using the industry endorsed 1ms – 3ms 
range as a seed range. The new time limits can be 
attained by MAAT in 84% cases by altering the 
granularity of the abstract map non-uniformly and in real 
time. Experimental results show that MAAT returns 
better paths than HPA* and takes less time compared to 
its predecessor - DSMA. It involves using a pre-
processing step which is calculated offline. This step is 
expensive but it will not affect game play. MAAT takes 
1.1 milliseconds less overhead time compared to DSMA 
during online search. Moreover MAAT has a transparent 
policy which is easy to implement and can be modified in 
future.  

Future work can involve running MAAT for more 
iterations in the pre-processing step and on different 
systems so find an average system-independent time 
range. Another direction of effort can be put in modifying 
MAAT and the idea of non-uniform abstract maps to 
three dimensional game worlds comprised of multiple 
levels.
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Abstract 
In this paper we introduce two new approaches to predict the 

grades that university students will acquire in the final exam of a 

course and improve the obtained result on some features 

extracted from logged data in an educational web-based system. 

First we start with a new approach based on Fuzzy non-

parametric regression; next, we introduce a simple algorithm 

using ReliefF estimated weights. The first prediction technique is 

yielded by integrating ridge regression learning algorithm in the 

Lagrangian dual space. In this approach, the distance measure for 

fuzzy numbers that suggested by Diamond is used and the local 

linear smoothing technique with the cross validation procedure 

for selecting the optimal value of the smoothing parameter is 

fuzzified to fit the presented model. Second approach is based on 

ReliefF attribute estimation as a weighting vector to find the best 

adjusted results. Finally, to check the efficiency of the new 

proposed approaches, the most popular techniques of traditional 

data mining methods are compared with the presented methods. 

Keywords: Educational Data Mining, Predicting Marks, Fuzzy 

Non-parametric Regression, KDD, ReliefF, WEKA, Matlab 

1. Introduction 

Globally the application of data mining [25] in education 
is great. Educational data mining (also known as EDM) is 
a type of knowledge discovery science and focused on the 
development of techniques for making discoveries within 
the unique types of data that gathered from educational 
environments, and using those methods to understand 
efficaciously the students and help them to learn better and 

potentially ameliorate some aspect of educations. These 
data can be extracted from a number of sophisticated web-
based learning and course management tools called 
Virtual Learning Systems (VLSs) such as Moodle, eFront, 
ATutor and many others, include among other features 
such as course content delivery features, assignment 
submission, online conferences, quiz modules, grade 
reporting system and log books [1].  
Educational Data Mining can be used in many aspects of 
education, from students, to instructors, as well as staff to 
improve teaching/learning process and make better 
decisions about educational activities. Hence, the 
prediction of student performance with high accuracy is 
useful in many contexts in all educational institutions for 
identifying slow learners and distinguishing students with 
low academic achievement or weak students who are 
likely to have low academic achievements.  
The increase of transactional educational systems as well 
as rich databases of student information has created large 
repositories of valued data reflecting how students learn. 
On the other hand, the use of internet in education has 
created a new context known as e-learning or web-based 
education in which large amounts of information about 
teaching/learning interactions are endlessly generated and 
ubiquitously available. All this information provides a 
gold mine of educational data [2] and also makes some 
challenges for researchers for a long time. 
In this paper we have presented two new approaches. First 
we introduced a novel approach based on fuzzy non-
parametric regression by integrating ridge-type 
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regularization in the Lagrangian dual space and using 
Gaussian kernel as well as smoothing parameter, all 
together to reach the accurate prediction. And second 
approach introduced an algorithm to integrate a ReliefF 
weighting criteria as a weighting vector to find the 
adjusted result. In both presented proposals, with 
discovering of dataset composed of crisp inputs, we can 
infer a single aspect of data (student marks) from some 
combination of other aspects of data (such as online 
quizzes). 
In the next section, we summarize the related work. The 
proposed statistical approach includes concepts and 
applied methods introduced in section 3. Section 4 
introduces of integrating ReliefF weighting criteria as a 
weighting vector to use in prediction. Section 5 introduces 
the case study and the data in this study carried out. 
Section 6 reports on and compares experimental results for 
all algorithms tested. Finally, Section 7 concludes the 
paper. 

2. Related work 

In last decades, many studies around the determining of 
students’ performance have been performed. Many 
statisticians have tried to predict and examine the 
outcomes [3] and many educational psychologists have 
tried to understand and explain the issue [4]. 
Also with the widespread accessibility of the World Wide 
Web services and evidence of e-learning solutions many 
technological approaches have been emerged. Naeimeh 
Delavari et al. [5], proposed a model with different types 
of education-related guidelines and the data mining 
techniques appropriate for dealing with large amounts of 
generated data in higher learning institutions. Luan et al. 
[6], express an instance of a specific case study of 
clustering students with similar characteristics. Zafra and 
Ventura [7] proposed an innovative technique based on 
multi-objective grammar guided genetic programming to 
detect the most relevant activities that a student needs to 
pass a course in virtual learning environment. Chanchary 
et al. [8], analyze student logs belong to a learning 
management system with data mining and statistical tools 
to discover relationships between student’s access 
behavior and overall performance. Fausett and Elwasif [9], 
predict student’s grades (classified in five classes: A, B, C, 
D and E or F) from test scores using neural networks. 

Martnínez [10], predicts student academic success (classes 
that are successful or not) using discriminant function 
analysis. Minaei Bidgoli and Punch [11], classify students 
by using genetic algorithms to predict their final grades. 
Kotsiantis and Pintelas [12], predict a student’s marks 
(pass and fail classes) using regression techniques for the 
students at Hellenic Open University. Romero et al. [13] 
show how web usage mining can apply in e-learning 
systems in order to predict the final marks and Amelia 
Zafra, et al. [14] presented a multiple instance learning for 
classifying students for data in Cordoba University. 
As a valued reference, Romero and Ventura [15] provided 
a survey which contains a categorized review of the main 
research studies using educational data mining techniques 
in the virtual learning environments.   

3. First Approach: Fuzzy Non-parametric 
Regression methods 

Generally there are two ways to develop a fuzzy 
regression model: (1) models where the relationship of the 
variables are fuzzy; and (2) models where the variables 
themselves are fuzzy. In order to formulation the problem, 
we focus on models, in which the data and relationship 
between variables are fuzzy. 
Although many practical situations has implemented using 
parametric forms of fuzzy regression, large datasets with a 
complicated underlying variation trend, that used fuzzy 
parametric regression, may have produce unrealistic 
outcomes. Hence, some other approaches have been 
developed to deal with the fuzzy non-parametric 
regression problems; such as Ishibuchi and Tanaka [16], 
that integrated several fuzzy non-parametric regression 
techniques with traditional back-propagation networks and 
Cheng and Lee [17], have applied the radial basis function 
in fuzzified neural networks. Also with respect of 
significant development of statistical non-parametric 
smoothing methods, integrating smoothing techniques into 
non-parametric regression problems lead to achieve the 
better prediction. 
In this study, we concentrate on ridge regression method, 
which integrated with non-parametric local linear 
smoothing (LLS), that is a special case of the local 
polynomial smoothing technique, which is fuzzified to 
handle fuzzy non-parametric regression with triangular 
fuzzy numbers based on the distance measure proposed by 
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Diamond [18]. Figure 1 shows a representation of 
triangular fuzzy number. A distance based on cross 
validation procedure for selecting the optimal value of the 
smoothing parameter is also suggested. 

 

 

Fig. 1 A triangular fuzzy number M 

In the rest of the study first explain the basic concepts of 
triangular fuzzy numbers and the local linear smoothing 
method. Next fuzzy ridge non-parametric regression 
model will be presented. Then appropriate kernel function 
and the smoothing parameter have been determined. 

3.1 Basic concepts 

As described later, this section is focused on fuzzy non-
parametric regression model with multiple crisp input and 
triangular fuzzy output. In this section, based on local 
linear smoothing approach, a fitting procedure is proposed 
for this model. 
Assume a = (m − α  , m , m +  β  ) be a triangular 
fuzzy number with its left, center, and right spread being. 
The membership function of a is:  

μ =  ⎩⎪⎨
⎪⎧ t − (m − α )α    if m − α ≤ t <  m m +  β − t β       if m ≤ t <  m +  β 0                               otherwise                           (1) 

In this paper we point to the space of all fuzzy triangular 
numbers by T(R), i.e.:  (R) = {a: a = (m − α , m , m + β )}                       (2) 
Now, look at the following multi variable fuzzy non-
parametric regression model: Y = F(x){+}ε =  m(x) − α(x), m(x), m(x) + β(x) {+}ε 

(3) 
In this model, x = (x , x , … , x ) is a p-dimensional crisp 
independent variable (input) where, its domain is assumed 
to be D ⊆ R ; also Y ⊆ T(R) is a triangular fuzzy 

dependent variable (output). F(x), a mapping from D to T(R), is an unknown fuzzy regression function with its 
center, lower and upper limits being respectively m(x), l(x) = m(x) − α(x) and r(x) = m(x) + β(x). Moreover ε 
is an error term. Instead of being solely regarded as a 
random error with mean zero, ε may also be considered as 
a fuzzy error or a hybrid error containing both fuzzy and 
random components. {+} is an operator whose definition 
depends on the fuzzy ranking method used. 

3.2 Local Linear Smoothing Method 

Let (x , Y )| x ∈ R , i = 1,2,3, … , n be a sample of the 
observed crisp inputs and triangular fuzzy outputs of 
model (1) with the underlying fuzzy regression function: F(x) = (l(x), m(x), r(x)). The main object in fuzzy non-
parametric regression is to estimate F(x) at any x ∈ D ⊆R  based on (x , Y ), i = 1,2, … , n. As pointed out by Kim 
and Bishu [19], the membership function of an estimated 
fuzzy output should be as close as possible to the 
corresponding observed fuzzy number. From this point of 
view, we shall estimate m(x), l(x) and r(x) for each x ∈ D 
in the sense of best fit with respect to some distances that 
can measure the closeness between the membership 
functions of the estimated fuzzy output and the 
corresponding observed one. Suppose that m(x), l(x) and r(x) have continues partial derivatives with respect to 
each component x  in the domain D of x. Then, for a given x = (x  , x  , … , x  ) ∈ D  and with Taylor’s expansion, m(x), l(x) and r(x) can be locally approximated in a 
neighborhood of x , respectively by the following linear 
functions:  

⎩⎪⎪
⎨⎪
⎪⎧ l(x) ≈ l (x) = l(x ) + l(  )(x )(x − x  ) +… + l(  )(x ) x − x   ,m(x) ≈ m (x) = m(x ) + m(  )(x )(x − x  ) +… + m(  )(x ) x − x   ,      r(x) ≈ r (x) = r(x ) + r(  )(x )(x − x  ) +… + r(  )(x ) x − x   ,       

 

(4) 
Where l    (x ), m    (x ), and r    (x ), j = 1,2,3, … , p 
are respectively the derivatives of m(x), l(x) and r(x) 
with respect to x  at x . 
Let a = (l , m , r ) and b = (l , m , r ), m , r , m , r ≥0 be any two triangular numbers in T(R). Diamond 
defined a distance between a and b as follows: d(a, b) = (l − l ) + (m − m ) + (r − r )          (5) 
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The distance (5) measures the closeness between the 
membership functions of two triangular fuzzy numbers. 
We henceforth based on this distance we can extend the 
local linear smoothing technique to fit the fuzzy non-
parametric model (1). With the observed data  (x , Y ) =  x  , … , x  ,  l  , m  , r    ( ) , i = 1,2,3, … , n      (6) 
and based on Diamond’s distance (5), the following 
locally weighted least-squares is formulated. That is            d   l  , m  , r    ( ),  l (x ), m (x ), r (x )  ( )      

K (‖x − x ‖) =   l  − l(x )    − l    (x ) x  − x         K (‖x − x ‖) +  m  − m(x )    − m    (x ) x      − x     K (‖x − x ‖) 

+  r  − r(x )    − r    (x ) x  − x         K (‖x − x ‖) (7) 
With respect to m(x ), l(x ), r(x ) and l    (x ), m    (x ), r    (x ), j = 1,2,3, … , p for the given kernel K (. ) and smoothing parameter h,  

K (‖x − x ‖) = K  ‖x − x ‖h  h , i = 1,2,3, … , n       (8) 

are a sequence of weights at x  whose role is to make the 
data that are close to x  contribute more in estimating the 
parameters at x  than those that are farther away with the 
adjustment of h. By solving this weighted least-squares 
problem, we can obtain not only the estimates of m(x ),l(x ) and r(x ) at x , but also those of their respective 

derivatives l    (x ), m    (x ), r    (x ), j = 1,2,3, … , p. 
Since we mainly focus on estimating the underlying fuzzy 
non-parametric regression function  

F(x) =  l(x), m(x), r(x)  at x .     (9) 
It is natural to take the solutions of m(x ), l(x ) and r(x ) 
in equation (7), denoted, respectively by m (x ), l (x ) and r (x ) as the estimates of the centre, the lower and the 
upper spread of F(x) at x . That is the estimate of F(x) at x : F (x) =    ( ),  ( ),  ̂( ) 

=    (  ) −   (  ),  ((  ),  (  )
−   (  )                                            (10) 

According to the principle of the weighted least-squares 
and by utilizing matrix notations, we can immediately 
obtain   l (x ), l (  )(x ), … , l     (x )  
=  X (x )W(x ; h)X(x )   X (x )W(x ; h)L  

 m (x ), m (  )(x ), … , m     (x )  
=   X (x )W(x ; h)X(x )   X (x )W(x ; h)M  

 r (x ), r (  )(x ), … , r     (x )  
=   X (x )W(x ; h)X(x )   X (x )W(x ; h)R    (11) 

Where 
X(x ) = ⎣⎢⎢

⎡1 x  − x  … x  − x  1 x  − x  … x  − x  ⋮ ⋮1 x  − x  … x  − x  ⎦⎥⎥
⎤
 

, L = ⎣⎢⎢
⎡l  l  ⋮l  ⎦⎥⎥

⎤ , M =  m  m  ⋮m    , R =  r  r  ⋮r     
and W(x ; h) = diag K (‖x − x ‖)K (‖x − x ‖), … , K (‖x − x ‖) . 

      (12) 
Thus, the estimated fuzzy regression function is F (x ) =  l (x ), m (x ), r (x )  ( )=  e  H(x ; h)L , e  H(x ; h)M , e  H(x ; h)R   

(13) 
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where H(x ; h) =  X (x )W(x ; h)X(x )   X (x )W(x ; h) 

(14) 
and e = (1,0, … ,0) , a (p+1)-dimensional vector with the 
first element being unity and the others being zero. 

3.3 Fuzzy ridge nonparametric regression model 

In most cases, due to multi co-linearity among 
independent variables, either the matrix  X (x )W(x ; h)X(x ) , is a singular matrix or it is very 
close to a singular matrix. In this paper, we use ridge 
regression to overcome this problem. Ridge regression 
gives computational efficiency in finding solutions of 
fuzzy regression models particularly for multi variable 
cases. In this case if we denote Θ, M, W, W  and N by Θ = (θ  , … , θ  , θ  , … , θ  , θ  , … , θ  ) ,            M = (M  , … , M  , M  − α  , … , M  − α  , M  + β  , … , M  + β  ) ,                W = W(x ; h) = diag K (‖x − x ‖), K (‖x − x ‖), … , K (‖x − x ‖) ,        

(15) 

W =  W 0 00 W 00 0 W   and N =  WQ 0 00 WQ 00 0 WQ   

Where Q is a n × n matrix of Q  =< x , x > and 0 is the n × n zero matrix. We have: Θ = 2λ(N + λI)  W M.    (16) 

3.4 Selecting the kernel function and adjust 
smoothing parameter 

After we use the above procedure to fit the fuzzy ridge 
non-parametric regression model (1), the regularization 
parameter λ, the Kernel K(. ) and the smoothing parameter h in the weight K (. ) should be determined first. As 
discussed later the role of weights K(‖x − x ‖), i =1,2,3, … , n is to make the data that are close to the given 
point x  contribute more to estimate F (x) than those that 
are farther away. There are many types of kernel 
functions. In this study, we used Gaussian kernel  K(x) =  √  exp  −     .     (17) 

Smoothing parameter h in the weight K (. ) is used to 
adjust the smoothness of the estimates l (x), m (x), and r (x). Therefore, the proper selection of the smoothing 

parameter value is the important key point in the local 
smoothing techniques. There are a few approaches to 
selecting the optimal value of the smoothing parameter for 
the above local linear smoothing method, such as 
Bayesian and bootstrap, cross-validation and generalized 
cross-validation [20-22]. In this paper, a distance based on 
Diamond [18] to describe a fuzzified cross-validation 
procedure can be used and described as follows. Let F ( )(X ; h) =  l ( )(X ; h), m ( )(X ; h), r ( )(X ; h)  ( )    (18) 

be a predicted fuzzy ridge non-parametric regression 
function at input X  computed by equation (13) with the 
smoothing parameter h. In this paper we use the following 
error evaluation criterion that we named it as CV (Cross-
validation). In practice, to reach the optimal value of h 
closely depends on the degree of smoothness of the 
regression function we have to compute for a series of 
values of h to obtain h0. Afterward, we reach the most 
minimum value of proposed CV based on h0.    

CV(h) =  1n   d  Y , F  (x , h)       

=  1n    l  − l  (x ; h)  + m  − m  (x ; h)  +  r  − r  (x ; h)        

(19) 

4. ReliefF-based algorithm 

Beside the presented approach in section 3, in this paper 
we also introduce a simple but robust solution to achieve a 
good prediction. In the rest of the article we utilize the 
ReliefF weighting criteria as follows.  

4.1 ReliefF basic concepts 

ReliefF is an improved algorithm and more robust one, 
which can be used with incomplete and noisy data [23]. A 
key idea of the ReliefF algorithm is to estimate the quality 
of attributes (predictors) for input data and response a 
weighting vector for classification or regression with K 
nearest neighbors. Weight vector, is consisting of attribute 
weights ranging from [-1..1] with large positive weights 
assigned to important attributes. Attribute weights 
computed by ReliefF usually depend on accurate selection 
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of K nearest neighbors. User-defined parameter k controls 
the locality of the estimates. In most proposes, this 
parameter can start with 10, so in the presented algorithm 
it can be safely set to 10 too. 

4.2 Proposed Algorithm 

In algorithm 1 the pseudo code of the presented approach 
has been provided. Vector W is consisted of ReliefF 
weighting factors (line 4) and utilize with a metric element 
to make a metric vector called S (lines 5, 6, 7). Finally the 
index of minimum value in vector S is mapped to a class 
position in training set and its value returned as outcome 
(lines 8, 9, 10). 

Algorithm 1 proposed ReliefF-based Algorithm 

1. set all weightsW[A] = 0.0; 

2. set C1 = count(TestingSet);  

3. set C2 = count(TrainingSet); 

/* Estimate attributes weight and make weighting 

vector W */ 

4. W[A] = ReliefF(TrainingSet, k) 

5. for i = 1 to C1 do begin 

6.         for j = 1 to C2 do begin 

7.                 [ ]  =  ∑( [  ] × |       _ ( ) −           _ ( )|); 

 /* find the minimum value in Set with its 

position */ 

8. value = minimum(Set); 

9. position = indexvalue; 

10. return(TrainingSet_Class[position]); 

11. end; 

5. Case study 

This study employs actual training and testing datasets 
exported to CSV format with totally 108 records from 
students in Damghan University during an academic year 
from September to June in machine learning course using 
the Moodle platform [1]. This platform can store some 
specific tasks carried out by the students during an 
academic year, just before the Final Examinations. In 
order to collect information, each user in the system is 
assigned an identifier and every time he/she logs onto the 
framework, all movements within a particular course are 
stored with respect to his/her access to content and tools 
(e.g. calendar, discussion forum, email archive, chat, 
quizzing, and assignments) [24]. In our work, both the 
information about four quizzes that taken from students 
along the semester as well as final marks obtained in this 
course, are considered. 

6. Experimentation and results 

This section discusses the experimental results. First 
section provides the results of the traditional algorithms as 
shown in table 1. And second section provides the 
performance of our proposal that is provided in table 2. 

6.1 Experimental results of traditional algorithms 

The purpose of the experimentation is to show that 
proposed approaches improve the efficiency and 
effectiveness of the classical representation, in predict 
student’s grades. Thus, first a comparative study is carried 
out between the most applicable algorithms and then the 
presented proposal is evaluated for solving the same 

Fig. 2 Prediction accuracy of testing data in FNPreg, RMSE= 0.0031, Accuracy= 0.994 
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problem. In order to hold all experiments in the same 
conditions, each of them using 10-fold stratified cross-
validation, and they are reported in this section. To 
compare the proposed approach we consider some popular 
paradigms that have shown good results in other 
applications.  
Table 1 report Root Mean Squared Error and accuracy 
using R2 criterion for the measurements for all algorithms 
employed in this study. 

Table 1  Experimental results of traditional methods 

Algorithms Accuracy RMSE 

Algorithms based on rules 

M5Rules 0.7066 1.4709 

Bagging 0.7049 1.4481 

DecisionTable  0.5662 1.6357  

ConjunctiveRule  0.3974 1.7529  

Algorithms based on decision tree 

M5P 0.7066 1.4709 

RepTree 0.4694 1.6965 

DecisionStump 0.3046 1.9544 

Algorithms based on regression 

PaceRegression 0.7200 1.4635 

LinearRegression 0.7066 1.4709 

SMOreg 0.6865 1.3402 

SimpleLinearRegression 0.6398 1.6088 

LeastMedianSquared 0.6383 1.9360 

IsotonicRegression 0.5662 1.6140 

AdditiveRegression 0.5029 1.6572 

Algorithm based on Neural Network 

GuassianProcess 0.7628 1.4188 

MultilayerPerceptron 0.6961 1.7692 

RBFNetwork 0.5722 1.6211 

6.2 Results obtained using our proposals 

In this section we discuss the performance achieved by our 
proposal. Number of records is chosen to be 30 percent 
randomly chosen as testing set and number of running 
algorithms are about over 25 times. Results of two 
proposed algorithms are shown as follows: 

• Fuzzy nonparametric regression  
CV outcomes for some smoothing argument (ℎ) 
and regularization parameter ( ) is adjusted and 
best value is computed around ℎ = 0.128 and  = 0.0002. Figure 2 shows the prediction 
results for randomly 30 percent samples as fuzzy 
triangular final grades. At a glance, the accuracy 
of the prediction is clearly seen and it can be 
shown that the presented approach returns values 
much nearest to the actual ones beside traditional 
presented algorithms.  

• ReliefF-based algorithm 
Figure 4 shows the prediction diagram for 30 
percent randomly chooses. And figure 5 shows 
the accuracy of the presented algorithm using R2 
criterion. 

 

Fig. 4  Prediction accuracy of fuzzy non-parametric regression (FNPreg) 
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Fig. 3  Prediction accuracy of testing data in ReliefF-based algorithm, RMSE= 0.6236, Accuracy= 0.9075 
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In the following, table 2 shows the accuracy and root 
mean squared error (RMSE) provided by each proposed 
algorithm of testing datasets. The values indicates that the 
proposed models completely overcome all traditional 
algorithms and make much more accurate prediction.  
 

 

Fig. 5  Prediction accuracy of ReliefF-based algorithm 

Table 2  Results obtained using our proposals 

Algorithms Accuracy RMSE 

Fuzzy non-parametric regression  0.9940 0.0031  

ReliefF-based  0.9075 0.6236 

7. Conclusion and future work 

To achieve more accuracy in prediction process in 
educational environments, two new proposals based on 
statistical approach were presented. First we introduced a 
novel approach based on fuzzy non-parametric regression 
by integrating ridge-type regularization in the Lagrangian 
dual space and using Gaussian kernel as well as smoothing 
parameter, all together to fit the presented model. Second 
we integrate ReliefF weighting algorithm as a weighting 
vector in the proposed algorithm. Computational 
experiments show that when the problem is regarded as 
fuzzy non-parametric regression or ReliefF-based 
algorithm, performance is significantly better and the 
weakness of all other traditional proposed algorithms is 
overcome. 

Although the results are so interesting, there are still 
quite a few considerations that could surely add even more 
value to results obtained. As considered later this study is 
concentrated only on crisp inputs such as online students’ 
quizzes marks, to predict final grades, so it would be 
interesting to design a method to apply desirable 

categorical variables together. Another interesting work is 
implementing a method with integrating ridge-type 
regularization in fuzzy nonlinear regression, in which it 
can be so more value to the work. 
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Abstract 
Today, reducing energy consumption is one of the most 
important design criteria of routing algorithms in mobile ad hoc 
networks. Mobile ad hoc networks are self-organized networks 
and include mobile sets which have been connected to each other 
via wireless connections. Energy of the nodes in ad hoc networks 
is supplied from battery. Since, the battery capacity is limited and 
there is no possibility of replacing or re-charging; energy loss of 
a node will affect not only on that node but also on its ability to 
lead the packets and consequently on network lifetime. In ad hoc 
networks, the rate of nodes displacement and movement is very 
high and excessive use of a node and its movement result in 
network division. In this article, an energy-aware routing 
algorithm is presented which increases network lifetime by 
minimizing energy consumption in the route from source to 
destination. In the proposed method, traffic is distributed among 
the routes using multiple routes and due to the weight of each 
route, so the traffic of nodes with the above mentioned usages is 
reduced. 
Keywords: Remained energy, ad hoc networks, network lifetime, 
energy-aware routing. 

1. Introduction 

Mobile ad hoc networks include wireless sets that 
together create a network with self-organized 
capability. These networks have no fixed 
communication infrastructure. Since, wireless 
interfaces range is limited; communications in 
this type of networks depend on intermediate 
nodes. Thus, each node in the network also plays 
the role of router. Generally, the use of ad hoc 
network is maybe useful when there is no fixed 

infrastructure and the creation and installation of 
infrastructure is impractical and unaffordable. 
Some of these applications can be referred to 
private networks, military environments, 
emergency activities such as help and rescue, 
conferences and meetings, meeting rooms and etc.  

In such networks, the network topology has 
constantly been changed; in fact it is cause of 
being mobile network nodes. In addition at any 
time, new nodes may be added to or removed 
from the network or some of the nodes may be in 
off state. Because of these special characteristics, 
a major problem in mobile ad hoc networks is 
dynamic routing for efficient data transmission in 
the network. 

Energy consumption should be mentioned as 
another problem in these networks. Since, most of 
the mobile hosts work with battery and have 
limited energy; their energy consumption should 
be minimized as far as possible. More common 
protocols such as AODV (Ad hoc on Demand 
Distance Vector) and DSR (Destination Source 
Routing) choose their route on the basis of 
strategy of the shortest route or on the other word 
the minimum number of node in the route from 
source to destination; and therefore do not 
consider some of the resources that are consumed 
quickly. Thus, choice of the shortest route causes 
excessive use of sources such as energy and 
bandwidth [1]. Today, wide researches are being 
conducted with the aim of minimizing 
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consumption power of CPU and other hardware of 
these networks. The results of these studies have 
shown that the maximum energy consumption in 
mobile ad hoc networks is related to the 
transmission of route request packets and data 
packets. These processes discharge node battery 
quickly and lead to the interruption in network 
communications. 
In this article, a solution is presented for 
increasing the efficiency by optimizing energy 
consumption of nodes. Each node has its own 
radio range in ad hoc networks; and if another 
node enters this range, the initial node is able to 
recognize it. Therefore, there is the possibility 
that an intermediate node exists between two 
nodes. Excessive use of a special node or routing 
for data distribution between two areas may 
discharge node battery or the nodes in the route 
and leads to destruction of route and interrupt the 
communication between two parts of network. 
Finally, it leads to reduction of the network 
lifetime [2]. 

2. Related Work 

So far, many efforts have been done to develop routing 
protocols in mobile ad hoc networks and reduce energy 
consumption. Three used approaches to minimize energy 
consumption in mobile ad hoc networks are load 
distribution, transmission power control and clustering. 
Load distribution method balances energy consumption 
among nodes and maximizes network lifetime by no 
excessive use of nodes at the time of choosing a route in 
routing process [3, 4]. In another method, location energy 
aware routing (LEAR) protocol that is based on DSR 
modifies route discovery procedure to balance energy 
consumption [5, 6]. In LEAR protocol, the route request 
message to be forwarded depending on the remained 
energy of each node. In this protocol, a threshold value has 
been considered for the remained energy of nodes. When 
node energy is higher than threshold value, data is sent to 
other nodes. Otherwise, this node does not send any data. 
Conditional max-min battery capacity routing protocol 
(CMMBCR) is a synthetic protocol based on threshold in 
which total energy consumption and the remained energy 
of nodes are considered. In this protocol, traffic load is not 
balanced and may result in increasing end-to-end delay 
because of increasing selection of intermediate transmitter 
nodes [7].  

In the method of transmission power control, stronger 
transmission power increases transmission range and 
reduces the number of observations; while weaker 

transmission power causes distributing topology and can 
lead to the division of network and increase end-to-end 
delay. In this method, consuming energy required for data 
transmission will reach to the lowest level. In fisheye state 
routing protocol (FSR) by assuming a static network, 
routing can be done to find an optimal route from source to 
destination and total costs of link along the route will be 
minimized [8]. Min-max online algorithm also reaches to 
the same goal without considering data production rate [9]. 
Another algorithm, power-aware localized routing (PLR) 
algorithm is aware and completely distributed energy 
which works based on this subject that source node has 
information about neighborhoods and destination node 
[10]. 

In clustering method, nodes are put in sleep mode if 
there is not already any routing or data transmission 
process. These protocols divide network into clusters and 
each cluster has a head node or cluster head which is 
always power and its selection criterion depends on 
protocol. Other nodes are also considered as normal nodes. 
The node that transmitter should be sent by it, is activated 
by its head. Otherwise, sub cluster node remains in sleep 
mode. Icdp protocol is among these protocols [11]. 
 

3. The proposed method 

In the proposed algorithm, during creation of route from 
source to destination it is tried to maximize network 
lifetime and minimize energy consumption. In this 
algorithm, the same structure existing in AODV algorithm 
has been used with this difference that energy fields of 
each node and each node location, energy field required 
for reaching to the next node of routing table, route energy 
fields, link stability degree and node location to route 
request packet and weight  field are added to route reply 
packet. 

Description of operations is that source node begins 
route request process to the destination node by referring 
to routing table. If there is a route that was previously used 
to the destination node; source node will distribute data 
using it. Otherwise, route request packet is sent to all 
nodes exist in node radio range by inserting energy fields, 
link stability degree and its location obtained by GPS 
location system. 

Since, shut down of a node can lead to the loss of 
communication between two parts of network, it is tried to 
use high energy nodes. So, an energy threshold is defined 
for each node. If the considered node has lower energy 
than threshold value, it is not participated in routing 
process; this in turn will reduce sending the route request 
packets and also energy consumption in route discovery 
phase. Considering that each node knows the necessary 
information such as the remained energy, the distance 
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from the next node, speed, direction and its radio range; by 
calculating energy required for the routes, source node 
sends route request packets with appropriate energy level 
into neighborhood nodes with energy higher than threshold. 
Route request packets are broadcast into neighborhood 
nodes. This approach prevents waste of energy and traffic 
load on the network. When route request packet passes 
each node, a unit is added to the number of stored transit 
nodes in HC field (Hop Count).  The next field is link 
stability degree (LSD). Initial value of LSD is ∞ at the 
beginning. When route request packet passes each node, 
LSD of that node is compared to previous node.  If the 
value of current LSD that is in route request to be less than 
previous value; current value is replaced in the field, 
otherwise no change occurs. The next field, B_S or route 
energy that is energy of the nodes that like LSD field are 
updated by passing from each node. When route request 
packet reaches the destination; B_S and LSD fields show 
route energy status and degree of route stability, 
respectively. In radio model, equation (1) is used in order 
to transmit k bits of data at a distance d [12]: 

 
2

ampelecTX dKEKEd)(k,E                                (1) 
              

Eelec consumed energy is to transmit one bit of data 
and equal to: 

it50njoule/bEelec   
When the distance between two nodes is d, the amount 

of energy lost is obtained through this equation: amp
2Ed  

That Eamp is consuming energy value to strengthen 
packet transmission. Consuming energy value to receive 
packet is obtained from equation (2): 

 
KE(K)E elecRX                                                           (2) 

  
And total consuming energy value to send and receive data 
packets is obtained from equation (3):  
  

ampelecTotal EKE(K)E                                              (3)   
 
Energy value of received signal should be larger than 

threshold energy. When a node has little remained energy, 
the use of that node as a guide node should not be allowed. 
According to the analysis, 2 thresholds of r1 and r2 are 
regulated to divide energy into three levels. In this article, 
r1 is regulated to 50% and r2 to 10%. Therefore, based on 
energy aware routing and area distribution; B_S should 
meet the following conditions. In this case we have [13]: 

)r(B_S
)rB_S(r

)r(B_S

2
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If 1rB_S    , it means that the energy of each node is 
high, the route with the highest B_S is preferred as a rule 
for source node to select a route for packets transmission. 
If 12 rB_Sr   , it means that some nodes consume more 
energy. For optimization, a route with the most remained 
energy is selected. If 2rB_S    , the route to be protected 
for using. Degree of stability of a link is directly 
proportional to the energy of two ends of the link and 
conversely proportional to the velocity of the two nodes. 
When route request packet reaches to the destination node, 
LSD degree shows the maximum stability of route. Degree 
of connection stability among mobile nodes is calculated 
as the following method [14]: 

 
Suppose that n1 and n2 nodes have the same 

operational radius and radio range with r radius. (x1,y1)  
and (x2,y2)   are the coordinates of n1 and n2, respectively. 
Vi and Vj are the velocity of n1 and n2; and  and  are 
the directions of n1 and n2 nodes. Link stability duration 
between two n1 and n2 nodes is obtained through equation 
(4): 

)c(a
cd)(ad)rc(acd)(ab

D 22

2222

t



                  (4) 

 
2211 cosθvcosθva                       21 xxb   

2211 sinθvsinθvc                         21 yyd   
 
  Link stability duration (LSD) between two nodes is 

obtained according to the above equation. Also, route 
stability degree (RSD) is obtained through the minimum 
degree of LSD in existing links. This means that the 
minimum degree of LSD, specifies the maximum degree 
of RSD [15]: 

)min(LSDRSD ii                                                                 (5)  
In the route discovery phase when a node receives 

route request packet, compares its own identifier with 
identifier of destination node (that is within route request 
packet) to find that whether destination node belongs to 
itself or not. If it is not destination node, after calculating 
the minimum energy to neighborhood nodes that are able 
to participate in routing process (have threshold energy) it 
embeds node energy (B_S) within route request packet and 
transmits it broadcast into neighborhood nodes. During 
passing route nodes, B_S and LSD fields are updated. The 
process of updating is in this form: B_S and LSD values 
for route request packet are compared to the values of 
passing node. If B_S and LSD values of current node to be 
lower than the values of route request packet, they are 
substituted with the values of route request packet; 
otherwise no change will be occurred. Route request 
packet continues its way to reach destination node. Across 
the way, when route request packet passes from each node; 
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each node updates its routing table for inserting energy 
required to distribute route request packet or data packets 
that are previously inserted by previous node. In this 
method, the routing tables of all nodes in the path between 
source and destination have enough information about 
energy required to distribute data in future. When route 
request packet reaches the destination node, the value of  
current B_S shows maximum energy value which can be 
supported by route. Similarly, the value of current LSD 
shows maximum RSD of route. Destination node waits 
during T time to receive route request packet from all 
routes. When destination node receives route request 
packet from all reliable routes, calculates weight of each 
route through equation (6) and puts weight and also data 
routing information in route reply packet of the same route 
and through the same route distributes it back into source 
node. In the following equation, RSD value belonging to 
ith node is final value put in route request packet which 
has been divided into maximum value of RSD in all routes. 
HCi and B_Si values are also expressed respectively and 
placed in the following equation: 

)
MaxB_S

B_S(C)
MaxHC

HC(C)
MaxRSD

RSD(CW i
3

i
2

i
1i       (6) 

 
In the above equation, C1, C2 and C3 are variables that 

can change depending on demand. Absolute value of sum 
of these variables will be equal to 1. 

 
1CCC 321   

When source node receives route reply packet from all 
nodes, sorts them discerningly. Then, the data that should 
be transmitted into destination node are distributed among 
routes due to the weight of routes and using equation (7) in 
order to balance energy consumption. In this method, data 
are driven into destination node with high level of velocity 
and reliability. Because, the data have been distributed 
based on nodes energy level and routes weight among the 
routes and also node energy level for data transmission 
was previously predicted and placed in routing table. The 
presented equation is as follows: 

 

FileSize)
W

W(Data n

1i i

i
size 

 

                            (7) 

In the above equation, Wi route weight;  

n

1i iW  total 

weight of all routes and File Size is size of a file that 
should be transmitted into destination. Use of equation (7) 
creates a balance between routes with high energy and 
routes with low energy, such that routes with high energy 
transport high volume data while routes with low energy 
transport less data and this leads to increasing network 
lifetime.  

4. Simulation and evaluation 

In this part, the proposed method is compared with AODV 
routing protocol which is one of the most applicable 
routing algorithms and Sugayana method in mobile ad hoc 
networks in terms of network lifetime, energy 
consumption, and the rate of packs successful delivery, 
volume of data transmission and the rate of energy 
alterations. In order to simulate the proposed MYAODV 
algorithm and base AODV algorithm and Sugayana 
method for unicast energy-aware routing in mobile ad hoc 
networks, programming language C# has been used. Some 
parameters applied in simulation are shown in table (1). 

Also in figure1, analogue graph of network lifetime, 
value of energy consumption, the rate of packs successful 
delivery,  volume of data transmission and the rate of 
energy alterations for AODV routing protocol and 
Sugayana method and the proposed MYAODV algorithm 
have been shown, respectively. In the proposed MYAODV 
algorithm and according to figure 1 (a), network lifetime 
has been increased by reducing number of dead nodes. 
Also in figure 1 (b), reducing energy consumption or in 
other words increasing the rate of remained energy of alive 
nodes are observable compare to AODV protocol and 
Sugayana method. 

The diagram in figure 1 (c) shows that, the rate of 
packs successful delivery or in other words; ratio of the 
transmitted packets to packets delivered into node has 
increased significantly compare to AODV protocol and 
Sugayana method. 

 
The diagram in figure 1 (d) shows that, volume of 

packet transmission to destination node has increased 
significantly compare to AODV protocol and Sugayana 
method. 

Figure 1 (e) shows that in the proposed MYAODV 
algorithm; energy consumption is distributed among nodes 
and lower energy nodes reduced, because the packets are 
transmitted to destination from multi-route instead of a 
route. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

ACSIJ Advances in Computer Science: an International Journal, Vol. 3, Issue 2, No.8 , March 2014
ISSN : 2322-5157
www.ACSIJ.org

55

Copyright (c) 2014 Advances in Computer Science: an International Journal. All Rights Reserved.



 

 

a 

b 

d 

c 

e 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1 Analogue graph of the proposed method and AODV protocol and 
Sugayana method in terms of (a) network lifetime, (b) value of energy 

consumption, (c) the rate of packs successful delivery, (d) volume of data 
transmission and (e) the rate of energy alterations. 

Table 1. Parameters required for simulation 

Characteristics Parameters 
250 x 250 m Area 

100 Number of nodes 
140 min Simulation time 

Accidental movement Movement 

25 m/sec Maximum velocity 
of the nodes 

10 sec Interruption time 

20 mw 
The initial battery 

energy on each 
node (B_S) 

From a source (10 packets 
per sec) Traffic 

0.0001 mw Receiving power in 
AODV 

0.0005 mw Transmission 
power in AODV 

1024 byte Packet size 

2 mbps Link bandwidth 

280 m 
Maximum 

transmission range 
of each node 

802.11 Physical layer 
protocol 

 

5. Conclusion 

More applicable nodes in ad hoc networks lead to rapid 
battery discharge and network division; consequently, 
nodes and network lifetime will be reduced.  In this article, 
an optimal routing algorithm of aware energy has been 
presented based on demand that causes to increase 
network lifetime by reducing energy consumption. Also, 
the proposed method causes distribution of traffic among 
nodes and divides energy consumption evenly among 
network nodes, and prevents from division of network into 
smaller regions. 

In route discovery phase in AODV algorithm,   the 
only criteria for selecting of the optimal route to the 
destination among the discovered routes is the number of 
route hops that is not adequate and appropriate criterion 
for this work; and the low number of hops in a route is not 
always a reason for optimal route and the criteria such as 
energy, reliability and traffic should also be considered.  

The results of simulation show that the proposed 
MYAODV algorithm toward AODV algorithm and 
Sugayana method reduces energy consumption 
significantly and also increases network lifetime. 
Considering aware energy strategy and also threshold 
value, this method reduces the waste time for information 
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about route request packet and routing traffic. Also, due to 
considering multi-routes causes a balance in energy 
consumption of nodes; and rerouting is not required in 
case of route destruction, and data can be transmitted to 
destination from other routes. In fact, the fault-tolerant in 
the proposed method will significantly increase. 

Although, in the proposed method there is the 
possibility of limited increase in delay in discovery phase 
due to calculations done for reducing energy consumption 
and also selection of the most reliable route for data 
transmission toward AODV algorithm, but it results in 
increasing the rate of packs successful delivery by 
preventing from the death of nodes due to energy loss.  

It is suggested that in future studies, intermediate layer 
design between physical layers and network and also sleep 
mode and power control mechanism to be also considered 
in algorithm. Moreover in the proposed algorithm, after 
route request, data are transmitted from source to 
destination from multiple routes and the obtained routes 
are separated as node; due to operation improvement, 
separate regional routes can be offered for algorithm. 
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Abstract
Name entity recognition is an essential task in extracting
biological knowledge. In biological corpus, protein names and 
other terminologies are mixed in natural language sentences. 
Sometimes whether an abbreviation is a protein name or not 
depends on the context. Protein names are often composed of
gene names, cell names, or even drug names. Moreover, the 
number of newly coined protein names is increasing. Even with 
the assistance of a dictionary, it is still hard to correctly 
automatically identify all protein names in a biological corpus.
We modify a hierarchical model of protein name tokens. On the 
one hand, we choose rule-base method to improve protein name 
recognition prediction accuracy rate. On the other hand, we use 
the N-gram language model to determine the boundary of protein 
name. Numerous studies mentioned that the hardest part is to 
identify abbreviations and words beginning with uppercase. In 
order to enhance the recognition performance, we use a 
dictionary to strengthen recognition for abbreviations and words 
beginning with uppercase. Experimental results show that about 
10% increase in performance.We use YAPEX corpus and 
GENIA corpus datasets for experiment. In our study, an F-score 
can achieve 0.697 on the YAPEX corpus and 0.691 on the 
GENIA corpus. Finally, strengthening the abbreviation for part 
recognition, we use the Uniprot dictionary database to recognize,
an F-score can achieve 0.797 on the YAPEX corpus and 0.806 
on the GENIA corpus.

Keywords: Name Entity Recognition, Protein Name 
Recognition, N-gram Language Model.

1. Introduction

Bioinformatics is integration of database management, 
data capture, data inventory, analysis of engine 
development, web user interface and so on into a system. 
Utilizing the information got from bioinformatics is an 
important issue for researchers. Through the use of these 
information, it can save a lot of human effort in many 
geological related areas, such as the development of new 
drugs, gene therapy, explore the biological mechanisms of 

cancer research, protein-protein interactions, protein 
structure prediction. The information is structured and 
analyzed effectively by utilizing computer that is very 
helpful for researchers. Therefore, automated 
bioinformatics data mining is necessary.

Information extraction does not only recognize the
importance entity and must be able to determine the 
relationship between entities [16]. In this study,
information extraction is referred to correctly identify 
various biological field nouns, such as protein, protein 
family, genes, viroids, plasmids, organelles, bacteria, 
archaea and eukaryota, etc. To correctly identify the 
names and areas in complex corpus is a critical step. Then 
the relationship between the individual and the areas can 
be further understood by identifying complex name and 
areas.

Bioinformatics research often requires a very large 
amount of research literature for providing reference 
evidence. Information retrieval and information extraction
therefore becomes a very important issue. Traditionally, 
information extraction has basic work items, such as 
named entity identification or (also known as proper 
nouns marked or named entity tagging), coreference 
resolution, scenario template [18].

Named entity identification or tagging is literally as the 
words. Coreference resolution is synonymous with its 
corresponding series proper nouns. Scenario templates are 
in accordance with pre-determined patterns, the files to 
retrieve information about a field populated templates.
These three works is treated as a hierarchical relationship. 
It can just perform resolving of coreference resolution 
after named entity identification is complete, and then 
perform a scenario template of the record. A basic set of 
information retrieval system is composed of hyphenation 
modules, lexical analysis module and syntax module 
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composed. Moreover, articles of different disciplines
have their own special considerations, therefore the 
system must introduce different processing modules.

In bioinformatics corpus, there are often a large and 
complex proper nouns and natural language, therefore it is 
difficult to analyze due to the following reasons:

1. Bioinformatics proper noun is quite complicated,
even it is the gene name, protein name, cell name, 
or the name of the drug that they are all the source 
of protein named entity. And new bioinformatics 
proper nouns increase gradually, such as Medline 
leading U.S. biomedical sites, it is gradually
increase about 500,000 new pen data each year. 

2. Old dictionary cannot effectively and immediately
recognize the new words. Many new biological 
terms are not in the dictionary, which resulting in 
illegible cases. There is no complete dictionary
which includes all areas of bioinformatics 
dictionary. System may not find the characteristics 
of new words in information retrieval process, 
which resulting in problem of identifying the new
biological text correctly.

3. The same words can be represented in different 
biological areas or non-biological areas and so are 
abbreviations. For instance, “TCF” may refer to “T 
Cell Factor” or “Tissue Culture Fluid” in different 
articles. Whether “TCF” is a protein name or not 
depends on the context.

4. Most protein names are often composed of multiple 
short terms. The meaning of verb is possessed of the 
strong biological uniqueness. The information of 
lexical contexts is unobvious features, or data 
sparseness problems caused by insufficient training 
data, and so on. Therefore, the recognized results 
will be affected because of the fuzzy boundaries 
caused by the problems mentioned above in protein 
names.

5. So far, there are no common rules to express the 
protein names. Researchers often use abbreviations
to name the protein. There is no common 
nomenclature for the represented abbreviation, and 
the represented abbreviation is varied variability. 
The same protein names may have many different
ways of writing or description, e.g. “N-
acetylcysteine”, “N-Acetyl-Cysteine”.

In our study, we propose an integrated approach, the use 
of hierarchical token, N-gram language model and rule-
based method can solve the problems mentioned above.
First, we use the hierarchical token for transferring 
protein names to token type and collect the style of most
protein names. Assuming there exist a new word which
can’t be recognized by the old dictionary. As long as the
token type contains the style of the new word, then the 
system can perform recognition actions. Even if the 
training data is not enough, the training data can also 
collect the style of most protein names through the token 
type. Thus the sparse problem of data can be solved. In 
addition, the system can filter out weak patterns in the
token type in which the most of the protein names can be 
recognized while the small part of them can’t be 
recognized and will be converted into a class type to 
recognize.

On protein name boundary detection problem, we still use
the N-gram language model to determine the boundary. 
First, we retrieve the contextual features of proteins name,
then statistical frequency of context features. Finally, we 
use this probability to recognize the boundaries of protein
names, therefore the multi-word protein names boundaries
can clearly divided.

In addition, we chose rule-base method to improve protein
name recognition rate. In the manual part of rule-base 
method, we use the known non-protein names and define
some rules to filter out those non-protein name words. In 
the automated part of rule-base method, we use the N-
gram language model. After doing statistic the 
probabilities of protein name and non-protein name. Word 
which belongs to a protein name or non-protein name can 
be recognized after doing statistics analysis on these 
probabilities. Thus the system can filter out some of the
weak patterns.

After completing above methods, we observed the 
recognition results. We found that most of
misidentification causes occur in protein name styles of
abbreviation or proper case. Therefore, in order to make 
the system more complete, we have chosen the Protein 
Data Bank (Uniprot database) to create a dictionary to 
enhance recognition for these problems. Finally, the 
system performance (F-score) is also significantly
improved by about 10%.

2. Related Works

There are a lot of researches that focus on biomedical 
name recognition. These research methods generally can 
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be divided into several categories such as rule-based 
methods, machine learning methods, dictionary-based 
methods, hybrid approach and so on. Each method has its 
advantages and disadvantages.

2.1 Machine learning methods

Machine-learning method is often used in natural 
language processing or biological name recognition 
[1,5,8,11,13,17] and generally has good performances. 
The common machine learning methods are including 
such as SVM (Support Vector Machine), ME (Maximum 
Entropy), and HMM (Hidden Markov Model), and so on.  
The advantage of machine learning is that the system can 
automatically learn and generate the best parameters, and 
then the most suitable features can be selected through the 
best parameters.

Machine-learning method is often with the dictionary, 
rules, preprocessing and post processing methods to help
it learning. First, it use dictionary to build a training data
and reuse Machine-learning methods to train the model, 
and then use some rules to improve the performance of the 
system or use the rule to find the name of fragments and 
extend their full names.

Cheng [1] is mainly of POS Tagging and combined with 
an SVM for improving the system performance. It 
achieves an F-score 73.8% on the Yapex corpus. Seki et 
al. [5] use probabilistic model, their system performance 
can be achieved F-score = 63.3%. Zhou et al. [8] present a 
named entity recognition system called PowerBioNE, all 
the features are through a hidden Markov model (HMM) 
and a HMM-based named entity recognizer. In addition, a 
k-Nearest Neighbor (k-NN) algorithm is proposed to 
resolve the data sparseness problem, their system 
performance can be achieved F-score = 66.6%. Ju et al. 
[11] choose SVM to identifying biological terms in
GENIA corpus, they get the precision rate= 84% and 
recall rate=81% in total for the two categories
classification problem. When meeting the multiple 
categories classification problem, SVM can identify 
biological terms accurately, but the recall rate is very low.
BioTagger-GM [13] system use CRF and MEMM model 
to train through using dictionary lookup results as one 
type of feature, which can achieve an F-Measure of 0.8887 
on BioCreAtIvE II Gene Mention (GM) corpus. Finkel et 
al. [17] present a system based on a maximum-entropy 
sequence tagger. It focuses on correctly identifying entity 
boundaries, and the use of several external knowledge 
sources is including full MEDLINE abstracts and web 
searches.

2.2 Rule-based methods

In study of biological text recognition, almost all studies 
are with rule-base methods [6,7,15]. The rule-base 
methods are generally divided into manual and automatic 
to build rules.

When creating rules via Manual, it needs to analyze on 
the features and characteristics of the protein names while 
automatically creating rules is often with machine
learning method to build rules.
The disadvantage is very time-consuming to observe 
protein name to build rules, and it is difficult to take into 
account the comprehensive rules and also need more rules
to achieve the desired effect. For instance, "HIV" is a 
name of the virus and the same with the length of the 
protein name "NGF" (nerve growth factor) as containing 
three uppercase letters, but "HIV" is not a protein name.
Therefore it requires additional rules for assistance.

In the present day, there is no standard protein 
nomenclature rule. Therefore it can’t find out all the 
corresponding representation of protein names. The 
commonality of rule is not enough, the same rules can not 
apply to all databases, it may need to change rule 
depending on different data.

PROPER (PROtein Proper-noun phrase Extracting Rules) 
system [6] achieved 94.70% precision and 98.84% recall 
on a set of 30 abstracts using simple lexical patterns and 
orthographic features. Franzen et al. [7] introduced the 
YAPEX system that combines lexical and syntactic                
knowledge, and used heuristic rules and a document-local 
dynamic dictionary. YAPEX system can be achieved 
recall = 61.0% and precision = 62.0%. Tatar et al. [15] 
explore the Bigram language model and automatic rule 
learning method with any dictionary. They generalize 
protein names by using hierarchically categorized 
syntactic token types. Bi-gram model achieved F-
score=67.7% on YAPEX and 66.8% on the GENIA; Rule 
learning method achieved F-score = 61.8% on YAPEX 
and 61.0% on the GENIA.

2.3 Dictionary-based methods

Most of the studies are based on a database [4,9,10,12,14]. 
They are through the database to build their own 
dictionary, and with other methods to recognize protein 
names. The advantage is to achieve high recognition
performance. It does not have data sparse problem due to 
the dictionary as training data. The disadvantage is that 
the use of dictionary method requires frequent updates, 
new protein names are updated all the time. In addition, 
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each person has his/her own ways of writing and habits. 
That people describe the same protein name may have a 
slightly different. For example, "CN-deuterohemin" and 
"CN-deutero-hemin", if using a dictionary to perform an 
exact match, it will result in unable recognition. Thus, a
complete system is able to identify all styles of protein 
names that require other methods.

Ding [4] integrated the EMBL-EBI, PRI, UniProt, NCB 
dictionary into a complete training data. Then, with 
Minning Association and Sequential Pattern recognition 
proteins, their system can be achieved F-score = 
74.5%.Chang [9] build gene and protein dictionary by 
EnterZ gene and BioThesaurus to provide the responsible 
gene ID and use various string transformations to match 
gene and protein names in literature. Hsieh [10] uses 
ABNER to recognize the protein names, which use a 
lexicon for labeling the cancer names and a bag of 
keywords as the features of cancer biomarker. LINNAEUS
[12] uses a dictionary-based approach to identify species 
names and a set of heuristics to resolve ambiguous 
mentions. When compared against the manually 
annotated corpus, LINNAEUS performs with 97% 
precision and 94% recall at the mention level, and 98% 
recall and 90% precision at the document level. Schuemie
et al. [14] combine two complementary methods for 
automatic generation of a comprehensive dictionary. In 
addition, they combine the gene and protein names with 
several existing databases of different organisms. The 
combined dictionaries show a substantial increase in recall 
on three different test sets as comparing to any single 
database.

2.4 Hybrid methods

Based on the advantages of various resources, methods, 
information, data, etc., a pluralistic recognize method is 
constituted [2,3].

PROTEX [2] system sets a simple heuristics and uses a 
probabilistic model for locating complete protein names. It 
avoids using of natural language processing e.g. POS or 
syntactic. It solely relies on surface clues so as to reduce 
the processing overhead. Wang et al. [3] use the 
Generalized Winnow algorithm, heuristic rules and a 
statistic method to detect the protein name and analyze the 
reliability of recognized protein boundary, which can be 
used for expanding protein boundary.

Most of the researches are through dictionary method with
other methods to recognize. In our study, we propose two
versions of the method to recognize protein names. The 
first is the use of hierarchical token, N-gram language 

model, rule-based method without any dictionary while 
the second is the first method with dictionary method, but 
the dictionary only recognizes for a capital letter at the 
beginning of a word or abbreviations.

3. Training and Testing Data

In our study, we choose Yapex corpus and GENIA corpus
for data sets and UniProt database for dictionary. 

Yapex corpus (http://www.sics.se/humle/project/prothalt) 
consists of 200 MEDLINE abstracts, 99 abstracts for 
training data and 101 abstracts for testing data. The 
corpus use specific tag to label protein name, protein
individual, protein entity, or denote small groups of nearly 
identical proteins.

GENIA corpus: (http://www.nactem.ac.uk/genia/genia-
corpus/term-corpus). The identification of linguistic 
expressions referring to entities of interest in molecular 
biology such as proteins, genes and cells is a fundamental 
task in biomolecular text mining. The GENIA technical 
term annotation covers the identification of physical 
biological entities as well as other important terms.
GENIA corpus contains 1999 Medline abstracts, selected 
using a PubMed query for the three MeSH terms 
"human", "blood cells", and "transcription factors". The 
corpus has been annotated with various levels of linguistic 
and semantic information.

We choose the newest corpus (GENIA corpus version 
3.2). It contains 17295 protein-related information. There 
are some other type tokens such as protein complex, 
domain or region, family or group of protein etc. There 
are some other name classes such as cell type, DNA, 
RNA, virus etc. except protein name class.

Uniprot(Universal Protein Resource): 
(http://www.uniprot.org/). Uniprot was established in 
2002 by European Bioinformatics Institute(EBI), the 
Swiss Institute of Bioinformatics(SIB), and the protein 
Information Resource(PIR). Across the three institutes 
more than 100 people are involved through different tasks 
such as database curation, software development and 
support. Uniprot consists of three components:

1. UniProt Knowledgebase(UniProtKB) :
Swiss-Prot: it is a protein sequence database, which 
is manually annotated and reviewed by human 
expert; we choose this database to build our protein 
name dictionary in our study. TrEMBL, which is 
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automatically computer annotated and is
not reviewed.

2. UniProt Non–redundant Reference(UniRef):
Sequnce clusters, used to speed up sequence 
similarity searches.

3. UniProt Archive(UniParc):
UniParc contains only comprehensive and non-
redundant protein sequences database. It combined 
many databases into one at the sequence level and 
searching UniParc is equivalent to searching many 
databases simultaneously.

4. Methods

Although the protein names does not have a standard rule 
for naming, most of they are named by reactant, chemical, 
physical characteristics, etc., to complete the protein 
naming. Most of the protein name composition may be in 
several short terms. We can observe the laws of some 
structural characteristics of the protein names.

4.1 Type of word

Since rule of naming protein is composed of a number of 
descriptive noun names, most of them contain uppercase 
letters, numbers and special symbols. It constructs a 
complete set of tokens, then it classifies the similar 
structure of protein name to the same category, and this 
category is defined as the same token type. In recognition
protein name issue, although the word-type features can 

be summed up in many areas, they are still helpful for
recognition result.

Due to the limited amount of protein name in the training 
data, so in the case of recognition of protein name without 
using any dictionary, the training data will cause data 
sparseness problems. Thus, many studies have mentioned
that token conversion can effectively enhance the 
recognition rate and can solve the problem of sparse
training data. However, most studies are based on the rule 
of thumb to determine the protein name belongs token 
categories and does not have a regular expression to 
represent all proteins name belongs token position.

Tatar et al. [15] proposed a new concept of hierarchical 
token conversion. They defined the regular expression to
classify the token. We adopted this hierarchical token 
classification and the new definition of the 7 kinds of class 
types and 22 kinds of token types, as shown in Table 1. 
Thus, it makes classification of protein name more
detailed and more effective to solve the problem of sparse
training data.

Delimiter: This class type is used to represent punctuation 
and special symbols. It divided into three token types 
according to the frequency of occurrence, namely
Frequent (e.g. “-”, “/”), Rare (e.g. “:”, “<”), Very Rare 
(e.g. “%”, “*”).

Single: This class type is used to represent digital or 
single character, which contains four token types, namely
Roman Numeral (e.g. “V”, “XI”), Number (e.g. “24”, 
“1998”), Single Letter (e.g. “a”, “h”), Greek Letter (e.g. 
“alpha”, “beta”).
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Table 1. Hierarchical conversion token

Abbreviation: This class type is used to represent 
abbreviation of protein names, which contains both 
alphabetic and numeric characters. It divided into five 
token types according the length, namely Very Long 
Abbreviation (e.g.“KKLSMYGVDLHKAKDL”), Long 
Abbreviation (e.g.“FcepsilonRI”), Abbreviation 
(e.g.“CD23”“ PTHrP”), Short Abbreviation (e.g.“IgE”, 
“MBP”), Very Short Abbreviation (e.g. “E7”, “HA”).

BioRegular: This class type is used to represent word 
suffixed, namely Long Frequent Type-1 (tokens suffixed 
with “ase” or “gen” and have more than eight characters, 
e.g. “acetyltransferase”), Frequent Type-1 (tokens suffixed 
with “ase” or “gen”and have less than nine characters, 
e.g. “kinase”), Frequent Type-2 (tokens suffixed with 
“in”, e.g.
“apohemoglobin”), Frequent Type-3 (tokens suffixed with 
“al”, “um” or “ide”, e.g. “antiserum”).

Regular: This class includes a wide range of protein name 
or non-protein name, which contains English characters 
only, namely Lower Case (consists of all lowercase 
characters, e.g. “interferon”), Long Proper Case (only first 
letter is uppercase and have more than nine characters, 
e.g. “Accordingly”), Proper Case (only first character is 
uppercase, e.g. “Groucho”), Short Proper Case (only first 
character is uppercase, e.g. “Nck”, “Jun”).

Sequence: This class type is used to represent DNA 
sequences, namely ATCG Sequence (Sequence from the A 
C T G consisting of four characters, length must exceed 4, 
e.g. AAGCTTGGGT).

Other: This category labeled other categories which are
not marked.

In our system, the priorities of protein name converted 
into token type are according to the sequence order in
Table 1. Figure 1 shows the steps of protein name is
converted into token type.
In order to solve the problems of multi-word protein name
or complex patterns protein name, our system prepared
two conversion types. The timing of conversion is 
according to whether the current type of word can be 
recognized or not. Eq. (1) describes the pseudocode for
converting word into token type, where iT denotes 
hierarchical token type of word  

iW , and 
iC denotes 

hierarchical class type of word 
iW .

Class Token Regular Expression Length
Delimiter Frequent [. ( ) – /] No restrictions
Delimiter Rare [: { } < >] No restrictions
Delimiter Vary Rare [% = ; , + ! ? *] No restrictions
Single Roman Numeral [ivxdlcm]+|[IVXDLCM]+ No restrictions
Single Number [0–9]+ No restrictions
Single Single Letter [a–zA–Z] No restrictions
Single Greek Letter alpha|beta|gamma|delta|epsilon|theta|kappa|lambda|sigma|mu No restrictions
Abbreviation Very Long Abbreviation [a–zA–Z] + ([A–Z][a–z]* | [0–9]+) ([a–zA–Z] + | [0–9] + | [’])* Length > 12
Abbreviation Long Abbreviation [a–zA–Z] + ([A–Z][a–z]* | [0–9]+) ([a–zA–Z] + | [0–9] + | [’])* Length > 7; length < 13
Abbreviation Abbreviation [a–zA–Z] + ([A–Z][a–z]* | [0–9]+) ([a–zA–Z] + | [0–9] + | [’])* Length > 3; length < 8
Abbreviation Short Abbreviation [a–zA–Z] + ([A–Z][a–z]* | [0–9]+) ([a–zA–Z] + | [0–9] + | [’])* Length = 3
Abbreviation Very Short Abbreviation [a–zA–Z] + ([A–Z][a–z]* | [0–9]+) ([a–zA–Z] + | [0–9] + | [’])* Length = 2
Bioregular Long Frequent Type-1 [a–zA–Z] + (ase|gen) Length > 8
Bioregular Frequent Type-1 [a–zA–Z] + (ase|gen) Length < 9
Bioregular Frequent Type-2 [a–zA–Z] + (in) No restrictions
Bioregular Frequent Type-3 [a–zA–Z] + (al|um|ide) No restrictions
Regular Lower Case [a–z][a–z’]+ No restrictions
Regular Long Proper Case [A–Z][a–z’]+ Length > 9
Regular Proper Case [A–Z][a–z’]+ Length > 3; length < 10
Regular Short Proper Case [A–Z][a–z’]+ Length<4
Sequence ATCG Sequence ([A]+)|([C]+)|([T]+)|([G]+) Length>4
Other Other No specific pattern No specific pattern
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Figure 2 shows the type conversion samples. First, the 
protein names in the training data and testing data are 
converted into token type. After the pattern matching, we 
can observe in the test data. After “dkk1”, “Akt”, “Rnase” 

these three protein names are converted into token, each
token style has been contained by training data. Thus it 
can be recognized successfully. However, the “presenilin-
1” token style never appears in the training data. It 
therefore can’t be recognized.

We observe the system and find the reasons for error
recognition and unable recognition. The reason is often 
that the combination of token is complex or the training 
data is not included due to the data sparseness problem.
Therefore, 
if “presenilin-1” is converted into a class type, as shown 
in
Figure 3, the training data can contain the pattern

Fig. 1 An example of protein name converted into token type

Fig. 2 Protein names converted into token type

Fig. 3 Protein names converted into class type

combinations of it, after the training data and test data are 
converted into a class type. The system will be able to
successfully identify it.

On selective conversion, the advantage is that the system 
can filter out most of the non-protein names in token type. 

Therefore it can minimize the interference of recognition 
in class type. After converting into class type, multi-word
protein name recognition results could become much
better.

Examples :
“LRP6”→ [Abbreviation]

“presenilin-1”→ presenilin [Frequent]1 → presenilin [Frequent] [Number] → [Frequent_Type2][Frequent][Number]

“ SAF-A” → SAF[Frequent]A → SAF[Frequent][Single_Letter] → [Short_Abbreviation][Frequent][Single_Letter]

Traing set Testing set
Protein name Token type Protein name Token type
PTHrP [Abbreviation] dkk1 [Abbreviation]
Wnt [Short_Proper_Case] Akt [Short_Proper_Case]
GTPase [Frequent_Type1] RNase [Frequent_Type1]
dismutase-1 [Long_Frequent_Type1][Frequent][Number] presenilin-1 [Frequent_Type2][Frequent][Number]

Traing set Testing set
Protein name Class type Protein name Class type
PTHrP [Abbreviation] dkk1 [Abbreviation]
Wnt [Regular] Akt [Regular]
GTPase [Regular] RNase [Regular]
dismutase-1 [Bioregular][Delimiter][Single] presenilin-1 [Bioregular][Delimiter][Single]
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4.2 Core word features

Protein name may be composed of single word
abbreviation or multiple short description words. Most of
the protein names may have a core word and other short-
terms are around the core word. In our study, the uni-
gram probability model Eq. (2) and Eq. (3) are used to 
calculate the frequency of occurrence of core words. Then,
high-frequency core words are probably protein names.
Where c is the meaning of the count.

)()()()(),,()( 321321 iii WPWPWPWPWWWWPWP   (2)


i i

i
i Wc

WcWP )(
)()( (3)

4.3 Contextual features

If we can successfully find the position of protein name
core word, the frequency of occurrence of context can be 
calculated by the bi-gram probability model Eq. (4) and 
(5). The possible protein name fragments can be also 
found out. Then protein name boundaries can successfully
be recognized.

)|()|()|()(),,()( 123121321  iiii WWPWWPWWPWPWWWWPWP 
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4.4 Positive and negative features and selected 
boundaries

There will be lot of errors as only contextual feature is 
used to recognize protein name. Therefore, we used the
training data of corpus to calculate the probability of the 
protein names and non-protein names Eq. (6) and (7). 
After calculating the probability, if the protein name 
probability is greater than the non-protein name 
probability, the reliability of this rule could be set to be
high. On the contrary, be set to be low. Thus, the weak
rule will be excluded via Eq. (8). 

)|( 1 iip WWP  (6)

)|( 1 iin WWP  (7)

)|()|( 11 iiniip WWPWWP   (8)

Figure 4 shows an example of the calculation of the 
probability. pP is the probability function of protein 

name, nP is the probability function of non-protein 
name. When the protein name probability is greater than 
the non-protein name probability, the condition will be 
true and the system will involve this rule in estimation.

4.5 Rule filter

In our system, we define some rules to increase the 
recognition rate by filtering out the words which is the 
known non-protein name. For example, words are with a 
capital letter at the beginning followed by more than three 
lower case letters (e.g. There, According, Although), units
(e.g. mH, nM, pH, pI, mM), disease drug or compound
(e.g. RU486, AIDS, ATP, RNA, DNA), punctuation mark
(e.g. ",", ",", ":"), consecutive numbers (e.g. 
1998,2001,2012), chemical formulas (e.g. CaCl2, NH2, 
Ca2, HCl and Mg2), Names (e.g. Kim et al.).

4.6 Using dictionary to recognize the abbreviation and 
proper name

In general, a complete bioinformatics corpus contains
words of many different biological fields. These words are
only partially related to proteins name, and the 
performance of protein name recognition often depends on 
the abbreviations or uppercase at the beginning of the 
words. Therefore, after we have completed the above 
method, we use Uniprot (Universal Protein Resource)
database to create a dictionary and strengthen recognition
for these proper nouns, abbreviations or capitalized at the 
beginning of word by using the dictionary method.

5. Results

5.1 Corpus and evaluation methods

In order to objectively assess the performance, we choose 
two corpuses (YAPEX corpus and GENIA corpus 3.02) 
for
cross-validation in our experiment. YAPEX consists of 
200 MEDLINE abstracts, 99 abstracts for training data
and 101
abstracts for testing data. GENIA corpus 3.02, in which
the related protein name tag contains more than 17,295
test data.

In this study, we use precision Eq. (9), recall Eq. (10), and 
F-score Eq. (11) to evaluate the performance. In pattern 
recognition and information retrieval, precision (or known 
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positive predictive value) is the fraction of retrieved 
instances that are relevant, recall (or known as sensitivity) 
is the fraction of relevant instances that are retrieved.
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Figure 5 shows a comparison of our method with other 
methods in the YAPEX and GENIA corpus. Our approach
F-score can achieve 69.5% without any dictionary. In 

addition, F-score can achieve 80.6% by using a dictionary
to recognize abbreviations and uppercase at the beginning
the words.

5.2 Hierarchy usage

Figure 6 shows the change in performance of the 
recognition system after using hierarchy token. In Figure 
6, we can see that Precision of S. Tatar’s system only has 
the reduction of 1.4% after using hierarchy token while 
Recall has been increased by 58.5%. In addition, in our 
system, Precision has been reduced by 2.8%, Recall is 
increased by 9.7%.

Fig. 4 An example of the calculation of the probability

Fig. 5 The results of various experiments

Method Hierarchy Number of token/class type Precision Recall F-score
Tatar S et al.(Bi-gram) No 21 token types 64.7% 13.3% 22.1%
Tatar S et al.(Hierarchy + bi-gram) Yes 21 token types + 5 class types 63.3% 71.8% 67.3%
Our method(N-gram+ rule) No 22 token types 70.5% 62.2% 66.09%
Our method(N-gram+ rule) Yes 22token types + 7 class types 67.7% 71.9% 69.7%

Fig. 6 The results of hierarchy usage

After comparing both of two methods, we found that there 
is a slight variation in recall values since we used other
rule-base method on pre-processing. The purpose is to 
make the performance more nearly stable. The purpose of 
using hierarchy toke is to recognize more complex
patterns. In summary, after using hierarchical token, the 
performance of recognition can be indeed improved.

5.3 Analysis

Based on the above experimental results, we observed 
precision value and recall value. We analysis the reasons
of the erroneous recognition and unable recognition. We 
find out the following types of problems:

pP (protein-tyrosine | phosphatase)

= pP ([Frequent_Type2][Frequent][Lower_Case] | [Long_Frequent_Type1])

      =2/16 =0.1250
  

nP (protein-tyrosine | phosphatase)

= nP ([Frequent_Type2][Frequent][Lower_Case] | [Long_Frequent_Type1])
        =0/18 =0

Corpus Methods Precision Recall F-score
YAPEX YAPEX 62% 59.9% 61.0%
YAPEX Tatar S et al.(bigram) 63.3% 71.8% 67.3%
YAPEX Our method unused dictionary 67.7% 71.9% 69.7%
YAPEX Our method used dictionary 84.9% 75.1% 79.7%
GENIA V3.2 Our method unused dictionary 65.6% 73.1% 69.1%
GENIA V3.2 Our method used dictionary 85.4% 76.3% 80.6%
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1. Non-protein name is identified as a protein name:
This situation will result in decreasing of precision
values after the non-protein name has been
converted to token. The token combination is too 
similar with protein name combination; if this rule
can be excluded, precision will increase, but recall 
will decrease. Therefore, the system will take the 
highest F-score value as the balance.

2. Protein name is identified as a non-protein name:
This situation will result in decreasing of recall
values. It usually occurs when the training data has 
not appeared or the contextual features are too 
common or not enough. In addition, the context of
core word may be weak token (e.g. [Lower case]). In 
the method 3.4 (Positive and negative features and
selected boundaries), the system will exclude weak
rule when it compares protein name probability to
non-protein name probability. However, there are 
some the protein names may be included in a weak
rule. Some of the protein name can’t be recognized. 
It therefore causes boundary errors.

6. Conclusions

Feature selection and feature classification determine the
performance of bioinformatics text recognition system. In 
our approach, we plan several feature selection methods
and extend feature classification method. We also define
more token types so that the protein name can achieve 
more detailed classification. And the rule base method is 
used to strengthen recognition performance. We compare 
our experimental results with other experimental results.
The recognition performance can be reaching higher.

In feature selection, we found that the common difference 
between the protein name and the general terms is the 
word type feature, POS feature and lexical feature. In this 
study, word-type features have been resolved through the
feature classification method. On the POS feature and
lexical feature, we do analysis through following methods:

1. Add more information or dictionary, it makes more 
explicit on POS or lexical feature.

2. Add the paragraph features and the full text
features, or choose other more distinctive features.

3. Add more recognition algorithm on paragraph
feature, full text feature, or other feature.

This study currently adopts probability method, rule base
method, and dictionary method. The ideas and approaches
are more intuitive and simple and it can achieve good
performance. Based on the results of known and unknown
protein name recognition, it can also achieve good 
efficacy.

However, the drawback is that it only adjusts the 
parameters for the feature with larger impact and will
have a better performance. The adjustments have slight
efficacy for the features with small impact.

According to these conclusions, we hope to be able to 
improve small impact feature in the future, and develop 
more features algorithms to achieve a more complete 
protein name recognition system.
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Abstract

Building mobile applications presents new challenges. There are 
various services and frameworks available to address some issues 
such as device fragmentation and computing power. Hence it is 
important to understand what tools developers have and how they can 
be integrated for productively creating high quality apps. Cross 
platform mobile development using Titanium allows faster time to 
market. The low computing power of mobile devices can be 
supplemented with the Cloud. Data synchronization in a distributed 
system requires a signaling mechanism such as SignalR. Third party 
services can provide plug in functionalities that can leverage the 
functionalities and improve user experience. Building a successful 
mobile application requires understanding each component of this 
mobile ecosystem and also how they can be linked together. 
Keywords: mobile; cloud; mobile analytics; mobile services; mobile 
integration

1. Introduction

Worldwide smartphone adoption is increasing fast. Worldwide 
sales of new smartphone in Q1 of 2012 reached 149 million 
units compared to 101 million in Q1 if 2011, comparing to the 
fact that the total number of mobile phones (smartphone and 
regular phone) sold worldwide in Q1 of 2012 was 398 million 
units. 

While there are over 1 million applications available today for 
iOS and Android combined, it is important to strive for best 
possible quality in the shortest amount of time. In order to 
create successful applications one must understand the 
infrastructure that stands behind complex applications, and 
what practices must be employed for productively creating a 
state of the art application.

While there is a lot of documentation on building applications, 
very few have concerned about the building components and 
the interaction between them. Also a successful developer 

needs to know what tools he has at his disposal for reducing 
the amount of work by using third party services or 
frameworks. 

In this paper we are analyzing the most important components 
constituting the infrastructure and the present the tools we are 
suggesting for a productive development environment. We are 
also presenting how these components can interact with each 
other in a reliable and scalable way. As an example we will be 
using a taxi ordering application for smartphones, which will 
illustrate the concepts we are presenting in this paper.

The components of the mobile infrastructure together with the 
tools we are analyzing in this research paper include the client 
mobile component (build using the Appcelerator Titanium
platform), proprietary cloud services exposed to the client 
(built on top of Windows Azure with WCF services), 3rd party 
services for analytics and push notifications, client signaling 
mechanism (SignalR for Asp.Net). We are also presenting 
what advantages and disadvantages these tools have and why 
we consider them as being productivity enhancers.

2. General architecture

The architecture for the system, which we are using as an 
example, is presented in Figure 1. There can be identified two 
types of components. 

The first type includes the proprietary components. This need 
to be developed by the developers, are based on specific 
frameworks and include: the components inside the 
Proprietary Cloud (designating the service built by the 
developers which is hosted in the Windows Azure Cloud in our 
example), the mobile application, the browser client and the 
management interface [1]. 
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The second type of components are represented by the 3rd

party services (distinctly from proprietary services, 3rd party 
services or external services are built by other organizations 
and are made available to the public for use) are exposed 
trough certain API. In this example we are using 5 types of 
external services: The Notification Service – used for sending 
Push Notifications (a way of alerting a mobile device), social 
services that offer integration with Facebook and Twitter, 

Analytics services for tracking usage patterns, SMS gateway 
service for sending the user an SMS with the activation code 
(required by the business rules), and a geocoding and reverse 
geocoding service for converting GPS position into street
address. All of these components will be explained together 
with their implementation technologies and internal working.

Fig 1: General Architecture of the Taxi Ordering Application

For understanding how the whole system works together, let’s 
examine the most important functionality of our Order Taxi 
application: sending an order by the client.
When a user orders a taxi from it’s mobile phone, a request is 
serialized as JSON, signed using the user key and sent to the 
server trough the server API.[8] The server determines the 
nearest driver to the user, by interrogating the database based 
on the business logic. Once the nearest driver is determined, 
the Signaling Framework (used to alert the mobile 
application) is used to determine the selected driver’s app to 
download or update the order sent by the client. After the 
driver confirms the order, the server uses the same approach to 
inform the user that his order was responded. All requests sent 
to the proprietary server components need to use SSL for 
proving security to the system. 

2.1.Native cross platform mobile development

In Q1 of 2012, Android had 50.6% market share, while iOS 
had 23.8% of new sales. This means that their combined 
market share is approximately ¾ of all new smartphone sales.
But even if the two players dominate the market, developing 
for these two frameworks is time consuming as very little 
work can be reused, the programming language and 
development environment for Android and iOS being very 
different. Also if another OS must be targeted in the future, 
this would require rewriting the application.

In order to increase productivity a cross platform approach can 
be used. There is currently a wide range of cross platform 
solutions available including Appcelerator Titanium, 
RhoMobile and PhoneGap. Appcelerator Titanium is an open 
source project and has integrated most common functionalities 
of iOS and Android. Developing with Titanium compared to 
other Cross Platform solutions is that it allows for native 
development. For example when using PhoneGap you are 
actually developing a web app that run in a WebView UI 
component and has access to active services provided by the 
platform. When using Titanium you are programming in 
JavaScript and the framework translates the code into native 
Java or Objectual-C.
Titanium currently supports two operating systems: Android 
and iOS. It also plans on fully supporting BlackBerry, which is 
currently in Beta. One disadvantage is the lack of support for 
Windows Phone at the moment, if this OS needs to be 
targeted.

The development environment for Titanium is using its own
IDE based on Eclipse, Titanium Studio), and it uses the 
JavaScript development language. Titanium can also be 
extended using module in order to offer complete native 
functionality, which is not supported by the Titanium 
platform. 

Using JavaScript as a development language offers the benefit 
of low entry level compared to Objectual-C or Java. 
One difference when developing with JavaScript is that it 
requires understanding code organization when tackling large 
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projects in the context of a language that was previously used 
for writing small code blocks in browsers. The recommended
way of development in Titanium is using a MVC pattern. Also 
applying OOP best practices as encapsulation is the 
recommended approach even weather JavaScript is or isn’t 
object oriented is highly debated. Leveraging the MVC pattern 
will help produce cleaner code and promote reusability. 
Applying the MVC pattern within Titanium is relatively easy.
Considering the Order Taxi App, we will decompose it into its 
three components: Model, View, and Controller.

The view is responsible for creating the window and adding 
the necessary UI components. Views may optionally specify 
styling properties (color, font, and positioning). The 
recommended practice is to extract all styling properties into 
external JSS files, which promotes easy style modifications 
and customization. Figure 2 displays the view for the taxi 
ordering application. It is composed of a Window, on which 
are added a map, a textbox and a button. When the button is 
pressed it fires an event, which is handled by the controller.

Fig. 2: The view of Taxi Ordering App

The controller is responsible for managing events (button 
taps) and navigation. For example when the tap event is 
registered for the Order button, a notification is sent o the 
model together with the data the user inputted in the textbox.
Some developers use event handlers inside the controller to 
communicate with the server. While this practice is convenient 
for simple views, it leads to unorganized code when there are 
multiple services to be accessed. In such a scenario it is 
advisable to move the server interaction on the model where it 
can be encapsulated and offer better reusability. 
The model is typically a JSON payload retrieved from a 
Restful service. For example, the handleResponseEvent will 
return response information from the server. 
The advantages of using MVC in Titanium include better code 
organization and readability, promotes reusability and 
maintainability. 

2.2.Signaling to client

While sending data is fairly easy, listening for incoming 
information requires new approaches given that users might be 
charged additionally by the carrier and to avoid increased 
battery drainage[1].
Traditionally web applications used a polling technique for 
getting updates. For example a stock ticker knows that there 
are updates every 10 seconds, so it makes sense to implement 
a timer that gets the updates every 10 seconds from the server. 
For the Order Taxi application this is not feasible as the 
polling interval is unknown. For example the driver could wait 
for hours without receiving an order, so he would poll 
thousands of times to receive one favorable result. Also the 
polling interval would have to be below 2 seconds (to offer a 
response time as low as possible), which would mean a high 
demand on the server and low scalability.

SiganlR is an Asynchronous library for .NET to help build 
real-time, multi-user interactive applications and is based on 
long polling techniques.
Long polling is a variation of the traditional polling technique 
and allows emulation of an information push from a server to 
a client. With long polling, the client requests information 
from the server in a similar way to a normal poll. However, if 
the server does not have any information available for the 
client, instead of sending an empty response, the server holds 
the request and waits for some information to be available. 
Figure 3 illustrates this functionality by comparing time based 
polling and long pooling. Once the information becomes 
available (or after a suitable timeout), a complete response is 
sent to the client. The client will immediately re-request 
information from the server, so that the server will always 
have an available waiting request that it can use to deliver data 
in response to an event. 

Long polling is itself not a push code, but can be used under 
circumstances where a real push is not possible.

Using long polling in the client mobile application gets 
notified to update it’s data, and thus to synchronize with the 
server, exactly as the new data is available. Using a long 
polling approach there is a very low demand on the server 
which translates into a high scalability, as new users and 
drivers are added to the distributed taxi ordering system. 

In the .NET framework SignalR represents an implementation 
of long polling. However SignalR does not rely only on the 
long polling technique. SignalR has a concept of transports, 
each transport decides how data is sent/recieved and how it 
connects and disconnects.
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Fig. 3: Long Pooling vs. Time-based polling

Transports build into SignalR are: WebSockets, Server Sent 
Events, Forever Frame, Long polling. SignalR tries to choose 
the "best" connection supported by server and client (a desired 
connection can also be specified implicitly). However 
WebSockets and Server Sent Events are still not widely 
supported at present. [1]

The implementation of SignalR in Titanium, in Order Taxi 
app is by using a WebView, which triggers events once they 
arrive from the server. SignalR requires jQuery on the client 
side. On the server side it uses two concepts: Hubs and 
persistent connections. Taxi Ordering App uses Hubs. 
Extending the Hub class does implementation of a hub on the 
server. Each method defined inside this class is mapped to a 
JavaScript implementation at compile time. The JavaScript
document is saved on the project root folder and the client 
must reference it. It is possible to have broadcast events, 
which alert all the clients or only one in particular. It is also 
possible to group client and inform a whole group at a time.

2.3.Push Notifications

Mobile apps are allowed to perform only very specific 
activities in the background, so battery life is conserved.
But there is required to be a way to alert the user of interesting 
things that are happening even if the user is not currently 
inside the app.

For example, maybe the user received a new tweet or their 
favorite team won the game. Since the app isn’t currently 
running, it cannot check for these events. Mobile OS have 
provided a solution to this. Instead of the app continuously 
checking for events or doing work in the background, a server-
side component for doing this can be written.

When an event of interest occurs, the server-side component 
can send the app a push notification, which is intended for 
signaling the app that there are event pending on the server. 
Push Notifications are not intended for transmitting data to the 
client app, but are used as a signaling mechanism when the 
app is not running. Push Notifications for Android are called 
C2DM (Cloud to device messaging). 

Push Notifications makes no guarantee about delivery or the 
order of messages. So, for example, while you might use this 
feature to alert an instant messaging application that the user 
has new messages, you probably would not use it to pass the 
actual messages.

Figure 4 represents how push notifications work. Apps need to 
register with the Notification Service that is APNS (Apple 
Push Notifications Service) for Apple and C2DN for Android. 
This assigns a specific id called device token that the app can 
send to the server. If the server needs to perform a push 
notification, it uses this device token to specify the app it want 
to send the notification to. Device tokens change so it is 
advisable to perform device token updates on the mobile 
prefeably every time the app is opened. Users can also opt out 
of push notifications for the app or delete the app. In this 
scenario, push notification wil not reach the user. The 
Notification service offers an API that the server can poll 
peiodically to determine what device tokens are still active. 
Because communication between the server and the 
notification Service is not trivial, 3rd party services are 
available such as Urban Airship. Other operating systems also 
provide push notification, such as Windows Phone or 
Blackberry, the mechanism being the same.

Figure 4: Notifications mechanism
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3. Integration

3.1.Integration of the client with the server

Not all mobile applications are required to have a server 
component. One example is an application that is used to show 
the battery drain level. Though most applications have a 
service backend. If the service backend logic is fairly simple, 
for example if it is used solely for storing data, the developer 
can opt in for a 3rd party backend server such as Parse.com if 
the business logic is simple enough to allow this.
However applications that require a higher degree of 
complexity need to create their own model and an API for 
exposing the services. [2]

Mobile Cloud Computing (MCC) refers to an infrastructure 
where both the data storage and the data processing happen 
outside of the mobile device. Mobile cloud applications move 
the computing power and data storage away from mobile 
phones and into the cloud, bringing applications and mobile 
computing to not just smartphone users but also a much 
broader range of mobile subscribers [7].

Cloud computing is known to be a promising solution for 
mobile computing due to reasons including mobility, 
communication, and portability, reliability, security. In the 
following, we describe how the cloud can be used to overcome 
obstacles in mobile computing, thereby pointing out 
advantages of MCC.[3]

3.1.1.Extending battery lifetime
Battery is one of the main concerns for mobile devices. 
Several solutions have been proposed to enhance the CPU 
performance, and to manage the disk and screen in an 
intelligent manner [5] to reduce power consumption. 
However, these solutions require changes in the structure of 
mobile devices, or they require a new hardware that results in 
an increase of cost and may not be feasible for all mobile 
devices. Computation offloading technique is proposed with 
the objective to migrate the large computations and complex 
processing from resource-limited devices (i.e., mobile devices) 
to resourceful machines (i.e., servers in clouds). This avoids 
taking a long application execution time on mobile devices, 
which results in large amount of power consumption.

Studies evaluating large-scale numerical computations [5]
shown that up to 45% of energy consumption can be reduced 
for large matrix calculation. As a consequence 
computationally intensive tasks should be delegated to the 
Cloud as CPU intensive work can drain the battery level 
significantly.

3.1.2.Improving data storage capacity
Storage capacity is also a constraint for mobile devices. MCC 
is developed to enable mobile users to store and access large 

data in the cloud. Examples of cloud services for doing this 
are: Azure Storage and Amazon S3. Storing data in the cloud 
also allows for data synchronization along multiple devices. 
iCloud is a service that allows work that is began on an iPad to 
be continued on a Mac for example. Also large database 
services are available which offer better scalability. These 
databases include rational databases (SQL Azure), highly 
scalable Table Storage databases and NoSql databases such as 
MongoDB.

3.1.3.Improving reliability
Storing data or running applications on clouds improves 
reliability since they are backed up on a number of computers. 
This reduces the chance of data and application lost on the 
mobile devices. CDN can be used to provision data as close to 
the customer as possible to improve access time. In addition, 
MCC can be designed as a comprehensive data security model 
for both service providers and users. The cloud can be used to 
protect copyrighted digital from abuse and unauthorized 
distribution [6] Also, the cloud can remotely provide mobile 
users with security services such as [9] virus scanning, 
malicious code detection, and authentication . Also, such 
cloud-based security services can make efficient use of the 
collected record from different users to improve the 
effectiveness of the services.

When considering mobile applications, REST services are 
preferred over SOAP as they are lighter and easier to 
implement. Among the REST services, there are two common 
types: JSON and XML based. JSON is especially preferred 
when developed with Titanium, as JSON objects are pure 
JavaScript objects. Also JSON representations are less 
verbose. JSON REST APIs are offered by services like Google, 
Facebook, Twitter, Flickr etc. 

The Order Taxi application exposes JSON REST services 
using WCF Framework. Working with JSON in the context of 
WCF is easy as the framework automatically serializes JSON
request and responses and performs data binding between 
JavaScript and CLR objects. 

Once the data is received on the server, the server performs 
some security check on the request. This usually implies 
authentication and authorization of the request. As there is no 
password required for the Taxi Ordering application, signing 
the data using a key, which is known only by the client and the 
server, and is unique for each client mobile application, does 
this.   

Figure 4 depicts the integration between the client mobile 
application and the server. The use case described in the 
sequence diagram is the one for Send Order functionality. On 
The client we have the MVC pattern. The view sends an event 
to the controller, which calls the send order operation on the 
Model. The model component responsible for sending the 
request (implemented in Titanium using an HTTP Socket), 
serializes the data and sends them to the specified service 
endpoint exposed by the API. Once the request arrives on the 
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server, the reverse process occurs as the JS data objects are 
translated into CLR objects by the WCF framework. The 
security component is responsible for checking the signature
of the user in the case of Order Taxi applications. In other 
applications a username and password approach can be used 
for obtaining the same result. It is essential to observe tat once 
the request passes the security verification, it is recorded and 
the registration key for the order is returned to the client. 
Further on the client uses this registration key for referring to 
his order. At this point there is no response available for the 
client yet.

The order placed by the user in the system is assigned to the 
nearest driver. When the driver confirms the order, a response 
is sent to the client mobile application. This response can 
come after a variable amount of time which can be anywhere 

between a few seconds and 3 minutes. In consequence 
SignalR is used to inform the client when the response is 
ready. SignalR is not used to pass the response directly to the 
user, but rather the user applications download the response
once it receives the update signal.

An important characteristic of the service is that it should offer 
scalability. All the components depicted can be hosted in the 
Cloud.[4] This allows an elastic hosting environment, which 
can be used easily. For Order Taxi application, we are using 
Windows Azure. Using Windows Azure we can easily deploy 
the server component as it was built completely on the .NET 
framework. Though Windows Azure can also be used with 
many other development languages.

Figure 5: Integration of the client with the server API. Example for order sending

3.2.Analytics

Analytics provide the means of measuring user experience 
inside the app and becomes a key component of the mobile 
ecosystem. Analytic provide the means of observing how 
users are interacting with the app and this provides the 
information required for further updates. Traditionally two 
analytics were used: daily active users and user session time. 
However it has been observed that user engagement falls 
sharply few days after the app first installation. As a 
consequence another key metric has become the user retention 
level after one day, one week and one month. Unless the app 
uses analytics it cannot understand its users base accordingly.
It is possible to devise ones own analytics system. However 
his is a time consuming and also challenging activity. For 
example analytics data need to be stored and only uploaded to 

the server when the user has an available Internet connection. 
However there are free services that provide analytics 
available. One of these services is Flurry, which provides a 
REST API for interaction. Activation of the API requires 
preregistration for their service for obtaining an API key. 
Titanium provides a free module, which can be used to 
encapsulate communication with the Flurry server.

3.3.Social networks integration

Social networking services are used in mobile applications in 
two ways. First they provide a mean of authentication using 
OAuth. For example if the app requires the users email address 
it can prompt the user to authenticate in the app using his 
Facebook account. If the user agrees to allow Facebook to 
share the email address with the app, the app is authorized to 
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retrieve the users email from the Facebook service using the 
Facebook API. OAuth is an open standard for authorization. It 
allows users to share their private resources stored on one site 
with another site without having to hand out their credentials, 
typically supplying username and password tokens instead. 
This mechanism uses tokens for allowing authorization for 
specific resources and within a specific time frame. OAuth
providers are not limited to social networking sites. Google, 
Yahoo, AOL, Twitter, Flick, Youtube, Bitly and many others 
offer OAuth services.

The other common use of social services integration is for 
marketing purposes. Many apps allow users to post messages 
to Facebook or to post on the users behalf. The posted 
messages should be based on users intention to share them, but 
they also often serve as a marketing strategy inside the users 
social network. Order Taxi application uses social services for 
marketing purposes by sharing the users ride information with 
the users consent. 

In order to use social services, as with most third party APIs
an API key must be obtained by registering on the providers 
website. For Facebook this is available in the developers 
section of their website. Titanium offers modules for 
integrating Facebook and Twitter services and encapsulating 
the communication with the REST API.

3.4.Third party services integration

There are a vast number of 3rd party services available. We 
have covered previously some of the most common used in 
the majority of apps. However depending on the app target 
market other services need to be considered. Their integration 
inside the system is performed in the same way as the 
previously discussed ones, be means of a REST API in the 
majority of cases. For example Order Taxi App uses Google
Reverse Geocoding service for converting GPS coordinates 
into street address information. Also The SMS gateway 
system is used for sending SMS to the mobile for registration.
Other services common with mobile apps are:

1) QR code readers
QR codes are used to store information. Types of information 
stored in QR codes include text, phone number, URLs and 
SMS messages. There are numerous API that can process a 
QR code photo and extract the information from an image.

2) Payment processors
Mobile payment systems tend to be localized and fees 
differences between regions might make one credit card 
processor better suited than other. Titanium does provide a 
module for payment using PayPal. One convenient solution 
without implementing the API is using a WebView control in 
Titanium for displaying the pay by credit card webpage of 
your desired credit card processor.

3) Advertising
Many apps rely on advertising for generating income, 
especially if they have a high user base and long usage 
sessions, such as games. There are numerous advertising 

providers and there are also Titanium modules built for the 
most common, including Google AdSense.

4) Context awareness
Some apps require location related information given the users 
position. Urban Airship provides such a service after acquiring 
SimpleGeo. Foursqare and Yelp can also be used to get 
specific information for a GPS position as well.

5) Speech recognition and keyword spotting
Such services can be used to allow a voice interface for the 
app. Speech recognition is concerned about converting speech 
to voice while keyword spotting tries to identyfy certain 
keywords. 

4. Testing

There are three types of components that need to be managed: 
The proprietary server, the mobile client and the 3rd party 
services. Managing the 3rd party services is usually done by a 
management panel on the providers website. A management 
panel for changes that have a high occurrence rate manages 
the proprietary server. For example new drivers are added 
manually to the system from this management panel. The 
hardest component to be managed is the mobile client 
application as there is no direct control over it. If major 
changes to the system are required for implementing new 
functionalities and this requires a change in the API it is 
important that API versioning is used to secure reliability for 
old clients that do not install the last updates. Backward 
compatibility of the system must always be respected. If the 
changes made to the system do not require any change in the 
API, but rater a change in the address, this can be resolved if 
the client was designed to adapt to such changes. Otherwise an 
update of the client app is required.

Usability testing of software applications developed for 
mobile devices faces a variety of challenges due to unique 
features of mobile devices, such as limited bandwidth, 
unreliability of wireless networks, as well as the changing 
context. For assuring the system correctness Use Case Driven 
Testing of the functionalities of the system must be addressed 
in various environmental contexts such as no Internet access, 
no GPS signal etc.

Order Taxi app was designed with these considerations in 
mind and the testing approach was by using Use Case Driven 
testing in various conditions. The following issues have been 
tested:

4.1.Mobile context
It can be defined as “any information that characterizes a 
situation related to the interaction between users, applications, 
and the surrounding environment [10].” For our Order Taxi 
app we have tested how the app was performing in different 
times and places, especially how GPS was acting inside 
buildings and how well wireless networks aided the 
positioning based on the accuracy of position determination. It 
is very difficult to select a methodology that can include all 
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possibilities of mobile context in a single usability test[10]. If 
the user position cannot be obtained and the GPS was turned 
off, we asked the user to turn it on or input the address 
manually.

4.2.Conectivity
Lack of connectivity or slow Internet speed is common with 
mobile applications. We tested whether the app can identify 
this situation and alert it to the user, notifying him that the app 
can not work properly and he has to either turn on internet (if 
this is not turn on already), or just report that the app can not 
work in the absence of an internet connection.

4.3.Screen size and resolution fragmentation
These concerns affect mobile applications. We tested the 
applications on multiple devices and also used UI elements 
that can adapt proportionally to screen sizes.

4.4.Lack of storage and computing power
These requirements must be tested especially if the work is not 
mitigated to the Cloud. For our app this was not a concerned 
as we both outsourced the processing and storage to the Cloud.

Another component than must be tested is the API of the 
proprietary server. The test cases should include unit testing 
and security testing. We used a test project that generated a set 
of test cases periodically that the API had to pass in order to 
verify both the security and the business rules implementation.

5. Related work

5.1.Mobile development

HTML5 is regarded as being the future of Internet and also 
most of the apps, which are now built natively, are expected to 
be available as HTML5. However HTML5 specifications, 
which are developed by World Wide Web Consortium, are not 
available yet and the release target for specifications has been 
delayed until 2014. While there are already a number of apps 
available which work based on a subset of HTML5
specifications, the majority of top apps are still native, 
especially those which require a high integration with the 
platform. PhoneGap is a cross platform framework that rivals 
titanium but operates differently. While the result of building 
an app with PhoneGap is a native app, this app is basically a 
wrapper around an HTML5 page, which exposes a JavaScript 
interface for interacting with specific device features such as 
camera. We recommended using Titanium as a cross platform 
solution based on the large number of apps that have been 
built on the platform (over 40000), the native capabilities 
which go deeper than PhoneGap as it doesn’t rely on a 
WebView and also the possibility to target both native mobile 
and HTML5 releases.

5.2.Service development

NodeJS is a software system designed for writing 
WebServers. InfoWorld has designated NodeJS as 
“Technology of the year 2012”. The main difference Node.js 
brings is that it is event based and not thread-based. NodeJS
has been especially credited for allowing easy communication 
between the client browser and the server. Socket.IO is a client 
side JavaScript library that talks to Node.js. Nowjs is a library 
that lets you call the client from the server. All these and 
SignalR are similar and related, but different perspectives on 
the same concepts. SignalR is a complete client and server-
side solution with JS (JavaScript)on client and ASP.NET on 
the back end to create these kinds of applications. SignalR
brings the possibility on developing using C# on the server, 
which we considered to be a benefit at the present time as the 
.NET framework is more mature in terms of development 
environment, productivity, security and libraries. NodeJS has 
the advantage of flattening the development stack as it uses 
JavaScript on the server side, and thus it is possible to develop 
a full Mobile Cloud Computing system using only JavaScript.

6. Further developments

3rd party services
Third party services are appearing every day and their 
capabilities become even more impressive. In our example 
application we can further integrate other 3rd party services
and expand its functionality. It is important to monitor new 
entrants to the market in order to offer the user the most 
complete and updated system in terms of desired functionality.

Security
Considering our implementation of the security on the API
layer, we can observe that using a hash function algorithm on 
a key, which should ideally be known by only the client app 
and the server, does the user authorization. However this key 
is sent trough SMS which cannot be considered a secure 
channel. As a solution the key could be sent encrypted or part 
of the key could be used using another mechanism and that 
combined on the client. Sending the key encrypted trough 
SMS diminishes the usability of the system, as a 4-digit code 
can get very complicated. As a solution the SMS could be read 
inside the app where it could be decrypted. SSL is used for all 
communication between the client and the server, using a self-
signed certificate.

7. Conclusions

We have presented the building blocks of a complete Mobile 
Cloud Computing system and discussed the vast array of 
possible technologies that can be selected. We have motivated 
the choice we made for using Titanium compared to other 
cross platform frameworks such as PhoneGap and HTML5 or 
compared to native development. On the cloud part we 
explained how this is integrated with the mobile client and 
with other third party services and how specific functionalities 
for mobile clients such as Push Notifications can be triggered 
from the server. 
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We also examined trending technologies for implementing 
web servers such as NodeJS and we presented how SignalR
can be used in conjunction with .NET framework for 
providing the same advantages as async servers. We also 
classified the most important 3rd party services and how this 
services can integrate with the client mobile application and 
the server. Mobile clients present a new set of challenges in
terms of usability given the precise interaction they require on 
a small screen so we presented the usability tests which were 
performed on the Order Taxi application which was the 
example used along this paper for illustrating the concepts.
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Abstract
Recommender systems are helpful tools which provide an 
adaptive Web environment for Web users. Recently, a number of 
Web page recommender systems have been developed to extract 
the user behavior from the user’s navigational path and predict 
the next request as he/she visits Web pages. Web Usage Mining 
(WUM) is a kind of data mining method that can be used to 
discover this behavior of user and his/her access patterns from 
Web log data. This paper first presents an overview of the used 
concepts and techniques of WUM to design Web recommender 
systems. Then it is shown that how WUM can be applied to Web 
server logs for discovering access patterns. Afterward, we 
analyze some of the problems and challenges in deploying 
recommender systems. Finally, we propose the solutions which 
address these problems.

Keywords: Recommender system, Web Usage Mining, Pattern 
discovery, Web server logs, personalization.

1. Introduction

Recommender Systems (RS) are useful tools which 
guaranties that right information are accessible for right 
users at right time [1]. RSs are useful in different domains, 
such as Web personalization, information filtering, e-
commerce and providing recommendations of books, 
movies and music. One of the most popular applications of 
recommender systems is Web environment personalizing 
by providing a list of items related to user’s interests. 
Usually demographic, content based and collaborative 
based filtering techniques are employed to generate 
recommendations. In demographic filtering technique 
(DMF), users are categorized based on their personal 
attributes such as their age range and provide 
recommendation based on these demographic categories. 
Recommendations produced by these systems are too 

general and not adaptive with changes in user preferences 
over time. Content based filtering provides 
recommendations for users with similar conceptual based 
on previously evaluated items. Content based filtering 
methods usually utilize text extraction techniques for 
building user profiles. These methods have some 
disadvantages such as mismatch between user profile 
terms and item profile terms that leads to decreasing the 
performance [2]. Second type of recommender systems are 
Knowledge based. Knowledge based filtering technique 
represents recommendations according to the 
understanding of user’s requirements and features of the 
item.
In other words, this type of recommender systems needs 
the knowledge of the system about user and item to 
generate a list of suggestions. One of the most popular 
techniques for recommender systems is the collaborative 
filtering approach that relies on the preferences of items 
expressed by users, usually under the form of ratings [3].
Collaborative based filtering technique suggests items 
based on similar users preferences.
Web Usage Mining (WUM) attempts to discover useful 
knowledge from the secondary data, especially those 
contained in Web log files. Other sources can be browser 
logs, user profiles, user sessions, bookmarks, folders and 
scrolls. These data are obtained from the interactions of 
the users with the Web. Effective Website management, 
creating adaptive Websites, business and support services, 
personalization, and network traffic flow analysis 
efficiently use WUM for better performance. WUM 
focuses on the techniques that could predict user’s 
navigational behavior. In [4], there are three main tasks for 
performing WUM: Preprocessing, Pattern Discovery, and 
Pattern Analysis, as shown in Fig. 1. Because of the 
importance of pattern discovery for designing Web 
recommender systems, this paper focuses on describing 
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this phase and presents an overview of WUM and also 
provides a survey of the different techniques of pattern 
extraction used for WUM.

Fig. 1. Three main tasks of WUM [5].

The remainder of this paper organized as follows. In the 
next section motivation of the paper is presented. Some 
background on the RS is given in the section 3. In section 
4 related works on WUM and designing recommender 
systems are reviewed. In section 5 an overview on WUM 
is presented and then different phases of WUM and the 
related techniques of these phases are examined. Also, 
applying of WUM techniques to design Web 
recommendation systems is described. Problems and 
limitations analysis of recommender systems and 
suggested solutions are explained in section 6. Finally a 
conclusion of this work is presented in section 7.

2. Motivation of the Research 

Millions of users access to Websites in all over the world. 
When they access a Websites, a large amount of data 
generated in log files which is very important because 
many times user repeatedly access the same type of Web 
pages and the record is maintained in log files. These 
series can be considered as a Web access pattern which is 
helpful to find out the user behavior in order to design 
recommender systems. Through this behavior information, 
we can find out the accurate user next request prediction 
that can reduce the browsing time of Web pages. 
In recent years, there has been an increasing number of 
research works done with regard to WUM. The main 
motivation of this survey is to know what research has 
been done on WUM in future request prediction. Also, 
how we can use various WUM techniques to develop 
efficient and effective recommendation systems.

3. Recommender Systems

Web recommendation systems have been widely used to 
help users locate information on the Web. RSs appeared as 
an independent research area in the mid-1990s when 
researchers were focusing on recommendations that 
strongly relied on the rating structure. For example, in a 
movie recommending application (such as the one at 
MovieLens [6]), users initially rate a subset of movies that 
they have already seen. The usual formulation of the 
problem is then to predict the interest of an active user to 
an unseen item. This estimation could be used to 
recommend items to the user that she/he has the highest 
interest degree to them. Many different approaches to the 
RS have been published [7,8], using methods from 
machine learning, approximation theory and various 
heuristics. RSs are usually classified into the following 
categories, independently of the technique being used, 
based on how the recommendations are made.

3.1 Content-based Recommender System

Content-based RS is an outgrowth and continuation of 
information filtering research [9]. This system stores 
content information about each item to be recommended. 
This information will be used to recommend items similar 
to the ones the user preferred in the past. This task is done 
based on how certain items are similar to each other or the 
similarity with respect to user preferences. In a content-
based system, the objects of interest are defined by their 
associated features. For example, text recommendation 
systems like the newsgroup filtering system NewsWeeder 
[10] uses the words of their texts as features.  The main 
problems with content-based RS are firstly, the difficulty 
of making accurate recommendations to users with very 
few ratings, and secondly, overspecialization since the 
system should recommend similar items to the users 
according to the previous users’ rating. Decision trees, 
neural nets, and vector-based representations have all been
used. As in the collaborative case, content-based user 
profiles are long term models and updated as more 
evidence about user preferences is observed.

3.2 Knowledge-based Recommender System

Knowledge-based RS is a type of recommender systems 
that uses knowledge about users and products to follow a 
knowledge-based approach to generating a suggestion, 
reasoning about what products meet the user’s 
requirements. Knowledge-based recommendation attempts 
to suggest objects based on inferences about a user’s needs 
and preferences. Also this system can reason about the 
relationship between a need and a possible 
recommendation. The user profile can be any knowledge 
structure that supports this inference. In the simplest case, 
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as in Google search engine, it may simply be the query 
that the user has formulated. In other systems, it may be a 
more detailed representation of the user’s requirements 
using explicit user models [11]. An example of this kind of 
systems is the restaurant recommender Entrée [12,13]. 
This recommender system makes its recommendations by 
finding restaurants in a new city similar to restaurants the 
user knows and likes. The system allows users to navigate 
by expressing their preferences with respect to a given 
restaurant, thereby refining their search criteria. The 
Entree system and several other systems for example, [14] 
employ techniques from case-based reasoning for 
knowledge-based recommendation. Schafer, Konstan & 
Riedl call knowledge-based recommendation the "Editor’s 
choice" method.

3.3 Collaborative Filtering Recommender System

Collaborative filtering RS is one of the most successful 
approaches to building recommender systems. This 
approach uses the known preferences of a group of users 
to make recommendations or predictions of the unknown 
preferences for other users. In the other word, this system 
attempts to identify groups of people with similar interests 
to those of the user and recommend items that they have 
liked. CF techniques use a database of users’ preferences 
about items to predict products that a new user might like. 
In a typical CF scenario, there is a list of m users 
{u�, u�, … , u�} and a list of n items {i� , i�, … , i�}, and each 
user, u�, has a list of items, Iu�, which the user has rated 
explicitly, or about which their preferences have been 
reasoned through their behaviors implicitly [15].
Collaborative RSs have their own limitations. First, there 
is the new user problem since it is necessary for a set of 
items to be rated in order to perform similarity analysis, 
and the greater the number of ratings performed by a user, 
the more accurate the assignment to a group of similar 
users. Second limitation is the new item problem since an 
item which has not been rated previously cannot be 
recommended.
According to [16], collaborative RS can be grouped into 
memory-based and model-based approaches. On the one 
hand, memory-based algorithms use the whole rating 
matrix to make recommendations. In order to do so, they 
use some kind of aggregation measure considering the 
ratings of other (most similar) users for the same item. 
Different models can be obtained by considering different 
similarity measures and different aggregation criteria. The 
most common approach that is introduced in [17] is:

r�,� = k � sim(U�, U�) × r�,�
��∈��∗

																																			(1)

where r�,� denotes the rating given by user U� to the item I�, 
k is a normalizing factor, sim is a similarity (distance) 
measure between users and U�∗ denotes the set of users that 
are most similar to U�. On the other hand, in model-based 

algorithms the predictions are made by building an explicit 
model of the relationships between items in offline phase. 
This model is then used to finally recommend the product 
to the users in online phase. In this approach, the 
predictions are therefore not based on any ad hoc heuristic, 
but rather on a model learnt from the underlying data using 
statistical and machine learning techniques.

3.4 Hybrid Recommender System

Hybrid RS is a combination of several techniques to 
present recommendation, including content-based, 
collaborative, knowledge-based and other techniques to 
improve performance. Different combination methods 
could be used from running alternatives separately and 
combining their prediction to construct a general unifying 
model which incorporates combined models.

4. Related Works

During the recent years, many researches are done for 
personalizing Websites using Variety of techniques. In the 
field of swarm intelligence algorithms, Ujjin and Bently 
have presented a recommender system based on particle 
swarm optimization algorithm [18]. They proved that the 
results obtained from their PSO recommender system are 
more accurate than the genetic and Pearson algorithm. In 
another work a fuzzy genetic recommender system with 
the accuracy of memory based CF and the scalability of 
model based CF. their novel user model helps achieving 
complexity and sparsity reduction in system. The 
performance of their method is proved by comparing the 
results with Pearson and fuzzy recommender system [19]. 
Sobecki used ant colony metaphor for selecting optimal 
solutions in his hybrid recommendation method and Bedi 
also, presented a recommender system based on 
collaborative behavior of ants. He used collaborative 
filtering approach and generated recommendations for 
Jester dataset [20]. Clustering is an important step in all 
recommendation systems, choosing an appropriate 
clustering algorithm leads to producing more qualified 
recommendations. The c-means and k-means algorithms 
are most well-known clustering algorithms [21]. 
Fuzzy c-means is a method of clustering which allows one 
piece of data to belong to two or more clusters. This 
method developed by Dunn in 1973 and improved by 
Bezdek in 1981. Swarm algorithms are also used for 
clustering items. Ant based clustering has been introduced 
by Deneuborg, in this algorithm ants discriminate between 
different kinds of items and spatially arrange them 
according to their properties. This algorithm is modeled of 
the real behavior of ants in nature. The proposed approach 
by Kanade and Hall (2003), presents the combination of 
ant based clustering and FCM [22]. Their model is 
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employed in this study for clustering Web users based on 
their accesses to Web pages.
Jalali et al., [23] presented a system for extracting user’s 
navigational behavior using a graph partitioning model. 
An undirected graph based on connectivity between each 
pair of Web pages was considered and also proposed a 
new formula for allocating weights to edges of the graph.
In [24] the prediction of user’s navigation patterns is 
proposed using clustering and classification from Web log 
data. First phase of this method focuses on separating 
users in Web log data, and in the second phase clustering 
process is used to group the users with similar preferences 
and in the third phase the results of classification and 
clustering are used to predict the users’ next requests.
Emine Tug et al., [25] found sequential accesses from Web 
log files, using Genetic Algorithm (GA) that called 
Automatic Log Mining via Genetic (ALMG). In their work, 
GA based on evolutionary approach for pattern extraction 
was used to found best solutions for time consuming 
problem to discover sequential accesses from Web log 
data.
Kim and Zhang use a genetic algorithm to learn the 
importance factors of HTML tags which are used to re-
rank the documents retrieved by standard weighting 
schemes for Web structure mining [26]. Picarougne et al. 
present a genetic search strategy for a search engine [27]. 
Abraham and Ramos propose an ant clustering algorithm 
to discover Web usage patterns (data clusters) and a linear 
genetic programming approach to analysis the visitor 
trends [28].
Some systems have been developed based on Web mining 
for automatic personalization [29-31]. They generally 
consist of two major processes: off-line mining and on-line 
recommendation. In the off-line mining process, all the 
access activities of users in a Website are recorded into the 
log files by the Web server. Then, some Web mining 
processes are applied to the server logs to mine the hidden 
navigation models of users. In the on-line recommendation 
process, user’s requests from his current active session are 
recorded. By comparing these requests with the models 
obtained from the off-line mining, appropriate 
personalized recommendations are generated. Mobasher et 
al. [32] made an attempt to integrate both usage and 
content attributes of a site into a Web mining framework 
for Web personalization. A ‘‘post-mining’’ type approach 
was implemented to obtain the uniform representation for 
both site usage and site content profiles to facilitate the 
real-time personalization. However, the techniques 
proposed in [28] were limited to the use of clustering to 
separately build site usage and content profiles. 
In [33], Sarukkai has discussed about link prediction and 
path analysis for better user navigations. He proposes a 
Markov chain model to predict the user access pattern 
based on the user access logs previously collected. Chen et 
al. [34] introduce the concept of using the maximal 

forward references in order to break down user sessions 
into transactions for the mining of traversal patterns. A 
maximal forward reference is the last page requested by a 
user before backtracking occurs, where the user requests a 
page previously viewed during that particular user session.

5. Web Usage Mining

Web usage mining is the process of applying data mining 
techniques to the discovery of behavior patterns based on 
Web data, for various applications. In the advance of 
ecommerce, the importance of WUM grows larger than 
before. The overall process of WUM is generally divided 
into two main tasks; data preparation and pattern discovery. 
The data preparation tasks build a server session file where 
each session is a sequence of requests of different types 
made by single user during a single visit to a site. Paper
[35] presented a detailed description of data preparation 
methods for mining Web browsing patterns. The pattern 
discovery tasks involve the discovery of association rules, 
sequential patterns, usage clusters, page clusters, user 
classifications or any other pattern discovery method 
[32,36]. Usage pattern extracted from Web data can be 
applied to a wide range of applications such as Web 
personalization, system improvement, site modification, 
business intelligence discovery, usage characterization, 
and so on [4].
Web usage data captures Web-browsing behavior of users 
from a Web site. The task of modeling and predicting a 
user’s navigational behavior on a Web site or on a Web 
domain can be useful in quite many Web applications such 
as Web server caching that provides an interface between a 
single Web server and all of its users. It reduces the 
number of requests the server must handle, and then helps 
load balancing, scalability and availability [37,38]. Web 
page recommender systems that help people make 
decisions in complex information space where the volume 
of information available to them is huge [39,40].
Web search engines that usually help users locate 
information based on the textual similarity of a query and 
potential documents [41,42] and Web search 
personalization that its goal is to tailor search results to a 
particular user based on that user’s interests and 
preferences [43]. WUM has other several applications [44] 
such as: business intelligence, e-Learning, e-Business, e-
Commerce, e-Newspapers, e-Government and Digital 
Libraries. Most of the WUM techniques are based on 
association rules, sequential patterns and clustering [45].

5.1 Preprocessing

The information available in the Web is heterogeneous and 
unstructured. Therefore, the preprocessing phase is a 
prerequisite for discovering patterns. The goal of 
preprocessing is to transform the raw click stream data into 
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a set of user profiles [46]. Data preprocessing presents a 
number of unique challenges which led to a variety of 
algorithms and heuristic techniques for preprocessing tasks 
such as merging and cleaning, user and session 
identification etc. [47]. Various research works are carried 
in this preprocessing area for grouping sessions and 
transactions, which is used to discover user behavior 
patterns.
The information available in the Web is heterogeneous and 
unstructured. Therefore, data preprocessing is 
predominantly significant phase in WUM. The goal of 
preprocessing is to transform the raw collected data into a 
set of user profiles [48]. This phase is often the most time
consuming and computationally intensive step in WUM 
but it is necessary to have a successful analysis of Web 
usage patterns.
Every log entry of Web server log contains the traversal 
time from one page to another, the IP address or domain 
name, time and type of request (GET and POST, etc.), 
address of the page being accessed and other data [49].
Preprocessing removes many entries from the data files 
that are considered uninteresting for pattern discovery. 
Various research works are carried in this area for 
grouping sessions and transactions, which is used to 
discover user’s navigation patterns. In brief, the whole 
process deals with the conversion of raw Web server logs 
into a formatted user session file in order to perform 
effective pattern discovery and analysis phases.
Generally, data preprocessing has four main tasks that are 
called data cleaning, user identification, session 
identification and path completion, as shown in Figure 2. 

5.1.1 Data Cleaning

In this task the server log is examined to remove the 
irrelevant and redundant items for the mining process.
There are three kinds of irrelevant or redundant data 
needed to clean: 
 Accessorial resources embedded in HTML file: A 
user’s request to view a favorite page often records in 
several log file entries since file requests that the user 
did not explicitly request such as graphic files and 
scripts add entries in Web log file. Therefore, all log 
entries with an extension such as gif, jpeg, GIF, JPEG, 
jpg, JPG, css, cgi and map in their filename should be 
removed. 
 Robots’ requests: Search engines such as Google 
periodically use Web robots (also called spiders) to 
navigate on Web and do accurate searches on Websites 
update their search indexes [50]. Therefore, it is 
required to try to rid the Web log file of these types of 
automatic access behavior.
 Error requests: Erroneous files are useless for WUM 
and can be removed by examining the HTTP status 
codes. For example, if the status code is 404 it means 
that the requested resource is not existence, so this log 
entry can be removed. Finally, log entries with status 
codes between 200 and 299 that give successful 
response are kept and entries which have other status 
codes are removed. 

5.1.2 User Identification 

This step focuses on separating the Web users from others. 
User Identification means identifying Unique users 
considering their IP address.  Following heuristics are used 
to identify unique users:
 If there is a new IP address, then there is a new user.
 For more logs, if the IP address is same, but the 
operating system or browsing software are different, a 
reasonable assumption is that each different agent type 
for an IP address represents a different user.

Existence of local caches, corporate firewalls and proxy 
servers greatly complicate user identification task. The 
WUM methods that rely on user cooperation are the 
easiest ways to deal with this problem. However, it’s 
difficult because of security and privacy. 

5.1.3 Session Identification 

Visited pages in a user’s navigation browsing must be 
divided into individual sessions. A session means a set of 
Web pages viewed by a particular user for a particular 
purpose. At present, the methods to identify user session 
include timeout mechanism and maximal forward 
reference mainly [35].
The following rules are used to identify a session:

Web & 
Application 
Server Logs

Data Cleaning
User Identification

Session Identification
Path Completion

Fig. 2. Steps in data preprocessing for WUM.
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 For any new IP address in Web log file, a new user 
and also a new session will be created.
 In one user session, if the refer page in an entry of 
Web log file is null, a new session will be considered.
 If the time between page requests is more than 25.5 
or 30 minutes, it is assumed that the user is starting a 
new session.

5.1.4 Path Completion 

Many of important page accesses are missed in the Web 
log file due to the existence of local cache and proxy 
server. The task of path completion is to fill in these 
missing page references and makes certain, where the 
request came from and what all pages are involved in the 
path from the start till the end.

5.2 Pattern Discovery

Pattern discovery is a phase which extracts the user 
behavioral patterns from the formatted data. For this 
reason the data have to be converted in the preprocessing 
phase such that the output of the conversion can be used as 
the input of this phase. In pattern discovery phase, several 
data mining techniques are applied to obtain hidden 
patterns reflecting the typical behavior of users. Some 
important techniques for this phase are: path analysis, 
standard statistical analysis, clustering algorithms, 
association rules, classification algorithms, and sequential 
patterns. In the following, some of these techniques are 
described.

5.2.1 Statistical Analysis

Statistical analysis is the most common form of analysis to 
extract knowledge about visitors’ behavior. By analyzing 
the obtained session file from Web log, useful statistical 
information such as frequency, mean, median, etc. can be 
resulted. This statistical information is used to produce a 
periodic report from the site such as information about 
users’ popular pages, average visit time of a page, average 
time of users’ browsing through a site, average length of a 
navigational path through a site, common entry and exit 
pages and high-traffic days of site.
According to these reports, it is clear that used statistical 
technique for pattern discovery perform a sketchy analysis 
on preprocessed data but obtained knowledge can be 
useful. For instance detecting entry points which are not 
home page or finding the most common invalid URL lead 
to enhance system performance and security and also 
facilitate the site topology modification task. The useful 
statistical information discovered from Web logs is shown 
in Table1.  

Table 1: Important Statistical Information

Statistics Detailed Information

Website Activity 
Statistics

Total number of visits
Main number of hits
Successful/failed/redirected/ hits
Average view time
Average length of a path through a 
site

Troubleshooting/
Diagnostic Statistics

Server errors
Page not found errors

Server Statistics Top pages visited
Top entry/exit pages

5.2.2 Sequential Patterns

The technique of sequential pattern discovery is to find 
inter-session patterns such that the presence of a set of 
pages is followed by another page in the time-stamp 
ordered session set. This mining is trying to find the 
relationships between sequential visits, to find if there 
exists any specific time order of the occurrences. The goal 
of this technique is to discover time ordered sequences of 
URLs followed by past users, in order to predict future 
pages. This prediction helps Web marketers to target 
advertising aimed at groups of users based on these 
patterns. An example of Web server access logs analysis 
by using the Web mining system can show temporal 
relationships discovering among data items such as the 
following: 
 30% of clients, who visited /company/products/, had 
done a search in Yahoo, within the past week on 
keyword data mining.
 60% of clients, who placed an online order in 
/computer/products/Webminer.html, also placed an 
online order in /computer/products/iis.html within 10 
days. 

From these relationships, vendors can develop strategies 
and expand business. 

5.2.3 Classification

Classification is to build automatically a model that can 
classify a set of pages that is the task of mapping a page 
into one of several predefined classes [51]. In the Web 
domain, classification techniques allow one developing a 
profile of users which are belonging to a particular class or 
category and access particular server files. This requires 
extraction and selection of features that based on 
demographic information available on these users, or 
based on their access patterns. This technique has two 
steps. The first step is based on the collection of training 
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data set and a model is constructed to describe the features 
of a set of data classes. In this step, data classes are 
predefined so it is known as supervised learning. In the 
second step, the constructed model is used to predict the 
classes of future data. For example, classification on server 
access logs may lead to the discovery of interesting 
patterns such as the following:
 Users from state or government agencies who visit 
the site tend to be interested in the page 
/company/lic.html.
 60% of users, who placed an online order in 
/company/products /Music, were in the 18-25 age 
groups and lived in Chandigarh. 

5.2.4 Clustering

Clustering is another mining technique similar to 
classification however unlike classification there are no 
predefined classes therefore, this technique is an 
unsupervised learning process. This technique is used to 
group together users or data items that have similar 
characteristics, so that members within the same cluster 
must be similar to some extent, also they should be 
dissimilar to those members in other clusters.
In the WUM domain, clustering techniques are mainly 
used to discover two kinds of interesting clusters: user 
clusters and page clusters. Clustering of users is to cluster 
users with similar preference, habits and behavioral 
patterns. Such knowledge is especially used for automated 
return mail to users falling within a certain cluster, or 
dynamically changing a particular site for a user, on a 
return visit, based on past classification of that user 
(provide personalized Web content to the users). On the 
other hand, clusters of Web pages contain pages that seem 
to be conceptually related according to the users’ 
perception. The knowledge that is obtained from clustering 
in WUM is useful for performing market segmentation in 
ecommerce, designing adaptive Web sites and designing 
recommender systems.

5.2.5 Association Rule Mining

In the context of WUM, once sessions have been identified 
association rules can be used to relate pages that are most 
often referenced together in a single server session. Such 
rules indicate the possible relationship between pages that 
are often viewed together even if they are not directly 
connected, and can reveal associations between groups of 
users with specific interests. Since usually such transaction 
databases contain extremely large amounts of data, current 
association rule discovery techniques try to prune the 
search space according to support for items under 
consideration. Support is a measure based on the number 
of occurrences of user transactions within transaction logs. 
The typical rule mined from database is formatted as (2):

X	 → 	Y	[Support, Confidence]																																			(2)

It means the presence of item (page) X leads to the 
presence of item (page) Y, with [Support]% occurrence of 
[X,Y] in the whole database, and [Confidence]% 
occurrence of [Y] in set of records where [X] occurred.

Support = P(A ∩ B)
= 	number	of	sessions	that	contain	A	and	B	

total	number	of	sessions 												(3)

Confidence(X → Y) = �������(�∩�)
�������(�) 																																(4)                          

Many algorithms can be used to mine association rules 
from the data available; one of the most used and famous 
is the Apriori algorithm proposed and detailed by Agrawal 
and Srikant in 1994 [52]. This algorithm, given the 
minimum support and confidence levels, is able to quickly 
give back rules from a set of data through the discovery of 
the so-called large item set. 
For example, if one discovers that 80% of the users 
accessing/computer/products/printer.html and 
/computer/products/scanner.html also accessed, but only 
30% of those who accessed /computer/products also 
accessed computer/products/scanner.html, then it is likely 
that some information in printer.html leads users to access 
scanner.html. 
This correlation might suggest that this information should 
be moved to a higher level to increase access to 
scanner.html. This also helps in making business strategy 
that people who want to buy printer; they are also 
interested in buying scanner. So vendors can offer some 
discount on buying combo pack of printer and scanner. Or 
they can offer discount on one item for the purchase of 
both or they can apply buy one, get one free strategy. 
Discovery of such rules for organizations engaged in 
electronic commerce can help in the development of 
effective marketing strategies. Apart from being exploited 
for business applications, the associations can also be used 
for Web recommendation, personalization or improving 
the system’s performance through predicting and pre-
fetching of Web data.
This type of result is for instance produced by [53] using a 
modification of the Apriori algorithm [54]. Reference [55] 
proposes and evaluates measures of interest to evaluate the 
association rules mined from Web usage data. Reference 
[56] exploits a mixed technique of association rules and 
fuzzy logic to extract fuzzy association rules from Web 
logs.

5.3 Pattern Analysis

Pattern analysis is the last step in the overall WUM 
process and the aim of this process is to extract the 
interesting rules, patterns or statistics from the output of 
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the pattern discovery process by filtering the irrelative 
rules or statistics. The exact analysis methodology is 
usually governed by the application for which Web mining 
is done. The most common form of pattern analysis is 
combining WUM tools with a knowledge query 
mechanism such as SQL. Visualization techniques, such as 
graphing patterns or assigning colors to different values, 
can often highlight overall patterns or trends in the data. 
Content and structure information can be used to filter out 
patterns containing pages of a certain usage type, content 
type, or pages that match a certain hyperlink structure.

6. Problems and Limitations Analysis of 
Recommender Systems

In this section, we present some of the common problems 
in deploying recommender systems, as well as some 
research directions that address them.

6.1 Sparsity

Stated simply, most users do not rate most items and hence 
the consumer-product interaction matrix is typically very 
sparse. A serious limitation of the collaborative filtering 
approach is the sparsity problem, referring to the situation 
where insufficient historical transactions are available for 
inferring reliable consumer similarities. This problem 
often occurs when a system has a very high item-to-user 
ratio, or the system is in the initial stages of use. When 
such systems have access only to a small number of past 
transaction records (relative to the total numbers of the 
books and consumers), however, determining which 
consumers are similar to each other and what their 
interests are becomes fundamentally difficult. The 
dimensionality reduction approach addresses the sparsity 
problem by removing unrepresentative or insignificant 
consumers or products to condense the user ratings matrix. 
However, potentially useful information might be lost 
during this reduction process.
This issue can be mitigated by using additional domain 
information or making assumptions about the data 
generation process that allows for high-quality imputation.

6.2 The Cold-start Problem

New items and new users pose a significant challenge to 
recommender systems. Cold-start [57] refers to the 
situation in which an item cannot be recommended unless 
it has been rated by a substantial number of users. The first 
of these problems arises in Collaborative Filtering systems, 
where an item cannot be recommended unless some users 
have rated it before.
This problem applies to new and obscure items and is 
particularly detrimental to users with eclectic taste. As 
such the new-item problem is also often referred to as the 

first-rater problem. Likewise, a new user has to rate a 
sufficient number of items before the recommendation 
algorithm be able to provide reliable and accurate 
recommendations.
As such, research in this area has primarily focused on 
effectively selecting items to be rated by a user so as to 
rapidly improve recommendation performance with the 
least user feedback. In this setting, classical techniques 
from active learning can be leveraged to address the task 
of item selection. Also, we can utilize social networks' 
information to fill the existing gap in cold-start problem 
and find similarities between users [58].

6.3 Fraud 

Because of economic benefits to the retailers and service 
providers, recommender systems are being increasingly 
adopted by commercial Websites. This has led to many 
unscrupulous vendors engaging in different forms of fraud 
to game recommender systems for their benefit. There are 
two concepts in fraud problem that are named push attacks 
and nuke attacks. 
Push attacks typically happens when vendors attempt to 
inflate the perceived desirability of their own products and 
nuke attacks is the lower ratings of their competitors. 
These types of attack have been broadly studied as shilling 
attacks [59] or profile injection attacks [60]. Such attacks 
usually involve setting up dummy profiles, and assume 
different amounts of knowledge about the system. Another 
attack is the average attack [59] that assumes knowledge 
of the average rating for each item and the attacker assigns 
values randomly distributed around this average, along 
with a high rating for the item being pushed. Studies have 
shown that such attacks can be quite detrimental to 
predicted ratings, though item-based Collaborative 
Filtering tends to be more robust to these attacks [59].
Obviously, content-based methods, which only rely on a 
user past ratings, are unaffected by profile injection attacks. 
While pure content-based methods avoid some of the traps 
discussed above, Collaborative Filtering still has some 
major advantages over them. The first advantage is that CF 
can perform in domains where there is not much content 
associated with items, or where the content is continuously  
changing or it is difficult for a computer to analyze, such 
as ideas, opinions, etc. Second advantage is that a CF 
system has the ability to provide opportune 
recommendations, i.e. it can recommend items that are 
relevant to the user, but do not contain content from the 
user’s profile.

6.4 Scalability 

When the population of existing users and items grow 
tremendously, a typical web-based recommender system 
running on an existing algorithm will suffer seriously the 
scalability problem. Therefore, there are demands for a 

ACSIJ Advances in Computer Science: an International Journal, Vol. 3, Issue 2, No.8 , March 2014
ISSN : 2322-5157
www.ACSIJ.org

85

Copyright (c) 2014 Advances in Computer Science: an International Journal. All Rights Reserved.



new approach that can quickly produce high quality 
predictions and can resolve the very large-scale problem. 
Specially, recommender systems based on nearest 
neighbor algorithms require computation that grows with 
both the number of users and the number of items.
One of approaches that we can use is clustering techniques. 
Once clustering is done, performance can be quite good, 
since the size of a cluster that must be analyzed is much
smaller. Therefore, the clustering-based method can solve 
the very large-scale problem in recommender systems [61]. 
However, Clustering techniques may lead to worst 
prediction accuracy than other methods.

6.5 Synonymy

When a number of the same or very similar items to have 
different names or entries. Most recommender systems are 
not able to discover this hidden association and thus treat 
these items differently. When a user whose opinions do 
not consistently correlate in agreement or disagreement 
with any group of people and thus not benefit from the 
system. For instance, "kids film" and "children film"
which are the apparently different items, they are actual 
the same item, but memory-based Collaborative Filtering 
(CF) systems would find no match between them to 
compute similarity. By prevalence of synonyms reduces 
the performance of recommendation which recommender 
systems make. These situations lead to a problem that is 
called Gray Sheep and Black Sheep.  The users in the 
group of gray sheep problem are also responsible for 
increased error rate in collaborative filtering recommender 
systems [62], which often result in failure of recommender 
systems. Black sheep are those users who have no or very 
few people who they correlate with. This situation makes 
it very difficult to make recommendation for them [63].
Latent Semantic Indexing (LSI) method which is one of 
the Singular Value Decomposition (SVD) techniques is 
able to cope with the synonymy problems. A large matrix 
of term-document association data is captured by SVD and 
a semantic space would be created where terms and 
documents that have closely association are located to 
each other. The arrangement of the space could be done by 
SVD which display the most significant associative items 
and users from the data. This also denies the smaller and 
the less essential items and users. The performance of LSI 
in dealing with the synonymy problem is impressive at 
higher recall levels where precision is ordinarily quite low, 
thus representing large proportional improvements.
However, the performance of the LSI approach at the 
lowest levels of recall is weak [29]. The LSI method 
provides just a partial result to the synonymy problem, 

which refers to the fact that most words have more than 
one distinct meaning [29].

6.6 Algorithms

Typically, recommendation algorithms rely only on user 
information (collaborative features) such as navigational
history or rating data, and additional information such as 
content features of the items, which may provide valuable 
source of complementary knowledge about user’s 
activities, is usually ignored. By incorporating content 
information with a user’s navigation or rating behavior, we 
may be able to gain a deeper understanding of her 
underlying interests.
In order to make use of available data sources, different 
combination methods are tried to make recommendations 
more effective and interpretable. Generally, an integrated 
approach is preferred during the mining or model learning 
phase to avoid subjective or ad hoc ways of combining 
evidence. Various WUM techniques used in designing 
recommender systems which are developed work well for 
Websites which do not have a complex structure, but 
experiments on complex, highly interconnected Websites 
show that the storage space and runtime requirements of 
these techniques increase due to the large number of 
patterns for sequential pattern and association rules, and 
the large number of states for Markov models. It may be 
possible to prune the rule space, enabling faster on-line 
prediction.
All recommender systems based on WUM techniques have 
strengths and weaknesses. Experimental results of the 
previous studies show that using a recommender model as 
a module of hybrid recommender system, which has a 
lower accuracy comparing to the other modules of the 
hybrid model, decreases the final recommendation 
accuracy. Therefore, the need for hybrid approaches that 
combine the benefits of multiple algorithms has been 
introduced [64].
However, most of the hybrid recommender systems switch 
between recommendation algorithms which work 
independently, or combining different algorithms in one 
algorithm. In recent years, there has been an increasing 
interest in applying Web content mining techniques to 
build Web recommender systems. However, the Web 
content mining techniques are unable to handle constantly 
changing Websites, such as news sites, and dynamically 
created Web pages. Thus, using Web content mining 
techniques in a recommender model leads to update the 
model frequently.
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Table 2: Different challenges of recommender systems and their solutions

Problem Description Solution

Sparsity
-Not rating most items by users
-The lack of sufficient historical transactions for inferring reliable 
similarities between users

-The dimensionality reduction approach for 
insignificant users or items
-Condensing the user ratings matrix
-Using additional domain information
-Making assumptions about the data 
generation process for high-quality 
imputation

Cold-start

-The problem of recommending a new item to users which is not 
already rated (cold-start of the items).
-The problem of recommending items to the users who have not 
rated a sufficient number of items already (cold-start of the users).

-Utilizing social networks' information to fill 
the existing gap in cold-start problem
-Using classical techniques from active 
learning

Fraud - Using recommender systems by unscrupulous vendors to inflate 
the perceived desirability of their own products

- Applying collaborative filtering to counter 
shilling attacks (push attacks and nuke 
attacks )

Scalability -A dense population of users and items - Using clustering techniques

Synonymy

- The tendency of the same or similar items to have different names
- Treating recommender systems dealing with these items 
differently
- Gray Sheep and Black Sheep

- Latent Semantic Indexing (LSI) method
from Singular Value Decomposition (SVD) 
techniques

Algorithms

-The large number of discovered patterns through sequential 
pattern mining and association rule mining algorithms
- Weak performance of algorithms in complex and highly 
interconnected Websites (increasing the storage space and runtime)
-Decreasing the accuracy of hybrid recommender due to applying 
non-precision approach
-Lack of ability in handle constantly changing Websites in 
recommender systems based on web content mining

- Pruning the rule space
-Appropriate using of precision methods to 
build hybrid recommender systems
-Updating the model frequently in content 
based models

Lack of Data - The need of a lot of data to efficiently make recommendations
-Utilizing different data in Web  such as 
Web usage data, Web content data and Web 
structure data

6.7 Lack of Data 

Perhaps the most important challenge encountering Web 
recommender systems is that they require a lot of data to 
efficiently make recommendations. Companies such as 
Google, Amazon, Netflix, Last.fm are identified because 
of having excellent recommendations based on a lot of 
consumer user data. Having more data about items and 
users causes a recommender system can have the stronger 
chances of making good recommendations. So an effective 
recommender system should obtain a lot of data for the 
recommendations. Not only this data could gain from Web 
usage data, but also it can obtain from Web content data 
and Web structure data. Then it must capture and analyze 
user navigational patterns.
Table.2 shows a summary of various challenges of 
recommender systems and the solutions related to each 
one which is explained above.

7. Conclusion

Recommender systems are a powerful new technology for 
extracting useful information from users’ behavioral 
databases and guiding them better in Web. These systems 
help users find items, Web pages or products which they 
are interested. Conversely, they help the business 
companies, online shops and search engines to have more 
interaction with Web users. Recommender systems are 
quickly becoming an important tool in predicting users’ 
behavior on the Web. Recommender systems are being 
stressed by the large amount of users’ data in existing 
corporate databases, and will be stressed even more by the 
increasing amount of users’ data accessible on the Web. 
New technologies are required that can efficiently improve 
the challenges facing the recommender systems. One of 
these techniques is applying WUM to design effective 
Web recommendation systems. According to that 
nowadays discovering hidden information from large 
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amount of Web log data collected by Web servers is very 
difficult, pattern discovery has become one of the most 
important phases in WUM. This paper presented a 
complete introduction to WUM and focused on methods 
that can be used for the task of pattern extraction from 
Web log files. After discovering patterns, the result will be 
used for pattern analysis phase. Analyzing of the Web 
users’ navigational patterns can help understand the user 
behaviors for constructing Web recommender systems. 
Therefore, the design of these Web applications will be 
improved. 
In summary, recommender systems have been extensively 
explored in several Web fields. However, the quality of 
recommendations and the user satisfaction with such 
systems are still not optimal.
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Abstract

The standard methods of transformations of a geometric object 
in n-dimensional space are often expressed in the form of an n x 
n  matrix multiplication by the an n x 1column vector, where the
n x n  matrix and the vector represent the transformation and the
point in the homogeneous coordinate system respectively. This 
enable us to represent a series of transformations in terms of a 
single composite transformation in the resulting product matrix  
of  each sequent transformation through the matrix 
maultiplications, where each individual matrix may be a 
translation, rotation, or scaling, or the cobinations of all the 
above. Therefore the matrix multiplications play an important 
role in such operation. In this paper, we first study the 
computational complexicity of matrix multiplications. Then we 
employ the hardware/software codesign on the matrix 
multiplications during their intensive computationally processes. 
In our codesign, we exploit the highly parallel nature of matrix 
multiplications, which cannot be exploited in our purely 
software implementation[4].  The hardware part of our codesign 
system is responsible for performing the arithmetic operations.  
This includes the matrix multiplier and adder, which perform
concurrent multiplication and addition operations of matrix 
multiplication.  Our matrix multiplier and adder are modeled in 
VHDL and runs on an ARC-PCI FPGA board [1]. 

Key Words: VHDL, FPGA, Multiplier, Transformation, 
Codesign, Product matrix, Composite trannsformation.

1. Introduction

Matrix multiplication plays an important role in 
applications such as geometric transformation, bipartite 
graph determination (non-existence of odd cycles), 
Economics (Leontief input-output model), power-
invariant transformations (power systems), and genetics 
modeling (Markov chains).  Therefore the computational 
complexity of Matrix Multiplications deserve some 
attentions.

Consider the following n × n matrix multiplication: 

Given  two  n × n matrices, A and B, where

                  a11    a12  … a1n                  b11   b12 … b1n

    A  =      a21    a22 … a2n        B  =     b21  b22  … b2n

                     .    …   .                               .         .    …   
               an1  an2  … ann                bn1 bn2  … bnn         

By the definition, the product matrix  C is given as:

                         c11   c11   …  c1n                                   

         C  =         c21   c22 … c2n              

                            .      .    …     .                                  

                           cn1  cn2  …  cnn  

where cij =     ai1 b1j +    ai2 b2j + … +  ain bnj, 1 ≤ i, j ≤ n                     

  
As shown above, the multiplication of matrix A by matrix 
B consists of many multiplication and addition 
operations, which can be easily modeled in a software 
program.

2. Complexity of Matrix Multiplications

The C language code for n × n matrix multiplication may 
be given as follows: 
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void main() {

unsigned int a[n][n], b[n][n], c[n][n];
unsigned int i, j, k;

// initialize matrix values
for (i = 0; i < n; i++) {

for (j = 0; j < N; j++) {
a[i][j] = aij;
b[i][j] = bij;

}
}

// do matrix multiplication
for (i = 0; i < n; i++) {
       for (j = 0; j < n; j++) {

           c[i][j] = a[i][n - 1] * b[n - 1][j];
           for (k = 0; k < (n - 1); k++) {
               c[i][j] += a[i][k] * b[k][j];

}
       }

}
}

The purely software implementation of matrix 
multiplication is accomplished through iterative 
processing. Observation of the matrix multiplication 
equations shows that the multiplications can be performed 
concurrently, and then the additions can be performed 
concurrently.  This parallelism can be exploited to 
increase processing speed via a codesign, which is the 
simultaneous design of hardware and software 
subsystems [9].

In this purely software implementation, an n × n matrix 
multiplication requires n3 multiplications and (n2 * (n –
1)) additions. We define f(n) as the total number of 
arithmetic operations required.  Therefore,

f(n) = n3 + (n2 * (n – 1))
+= 2n3 - n2

The complexity is of O(n3).

In an ideal hardware implementation of matrix 
multiplication, all of the multiplications can be performed 
in parallel by multipliers on multiple FPGA boards, 
which take one clock cycle and then all of the additions 
can be performed concurrently by adders after that. Since 
the result can be computed in these two sets of concurrent 
arithmetic operations, f(n) = 1+(n-1) = n,  which has the 
complexity of O(n).

This ideal method may require an impractically large 
amount of hardware. A more realistic algorithm takes 

advantage of the parallel nature of matrix multiplication, 
but partitions the algorithm into groups of sequential 
block operations.  For an matrix, we use a partitioning 
scheme that divides the algorithm into n distinct 
sequential blocks. The following shows an example of 
our partitioning scheme.

Sequential block partitioning example for n = 2,

                   a11         a12                   b11          b12
                                               ×
                  a21          a22                   b21          b22

Block 1          c11   = a11b11 + a12b21

                       c12  = a11b12 + a12b22

Block 2
                       C21 = a21b11 + a22b21
                      c22 = a21b12 + a22b22

Each sequential block is composed of one parallel 
multiplication and one parallel addition cycle, so 2 
arithmetic computation cycles are required for 2×2 matrix 
multiplication. And two additional cycles are required to 
clock data through the matrix multiplier. So a total of 6 
clock cycles is required for 2×2 matrix multiplication. 

For an n × n matrix multiplication,  each sequential block 
(see ith Block below) is composed of one parallel 
multiplication and (n-1) addition cycle, so 1+(n-1) 
arithmetic computation cycles are required for each block 
. And an additional cycle is required to clock data through 
the matrix multiplier. So a total of (n+1) clock cycles are 
required for each block. Therefore, the total number of 
clock cycles for such partitioning for an  matrix 
multiplication is  f(n) = n*( n+1) = n2 + 1, which is O(n2), 
a slight improvement of one order over the purely 
software approach.

The following shows the ith block containing the ith row 
entries of the product matrix C.

                  ci1 =  ai1b11 + ai2b21 +…+ ainbn1
                   ci2 =  ai1b12 + ai2b22 +…+ ainbn2
Block i                           .
                            .
                   cin = ai1b1n + ai2b2n +…+ ainbnn

       
The multiplier’s operations resulted in lst entry ci1 of the 
block i can be shown as follows:
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ai1 ----
        ×-----
b11----
                + -----
ai2 ----      
          ×----
b21----
   .                     .
   .                     .
   .                     .
   .                     .       ----------
ain ----                                 +             ci1
         × ------------------------
bnn----

Note that, if the partition blocks are executed in parallel 
with one cycle to clock data to all multipliers at the same 
time, then the complexity would have been reduced to 
f(n) = 1+(n-1) +1 = (n+1), which is O(n), an improvement 
of two orders over purely software approach, but at a 
greater cost of hardware.  

2.1 Test Results and Analysis for 3 × 3

We implemented an unsigned, 4-bit, 3 × 3 matrix 
multiplier in VHDL for testing our codesign. In our 
purely software implementation, we have f(n) = 2n3 = 54
arithmetic cycles. In our codesign, we have f(n) = 4n = 
12 arithmetic cycles. Our purely software implementation 
took 10 s to run, whereas our codesign took 120 s to 
run. In this case where n = 3, our purely software 
implementation greatly outperforms our codesign. We 
will show how our codesign outperforms our purely 
software implementation as n increases.

First, we examine the arithmetic computation part of our 
codesign. In our test PC, the CPU runs at 233 MHz, and 
the ARC-PCI board runs at the PCI bus frequency of 33 
MHz. We know that our parallel-oriented codesign has 
fewer arithmetic computation cycles than our serial-
oriented purely software implementation, but our purely 
software arithmetic computation rate of 233 MHz is faster 
than our codesign arithmetic computation rate of 33 MHz. 
We would like to find n for the break-even point in 
arithmetic computation time for our codesign and purely 
software implementations. Our purely software arithmetic 
computation time is (2n3 – n2 cycle seconds) / 
(233,000,000 cycles). Our codesign arithmetic 
computation time is (4n cycle seconds) / (33,000,000 
cycles). The following shows the breakeven point in the 
arithmetic computation time for our two implementations

Breakeven Point for Arithmetic Computation Time

                  2n3 - n2   4n
               ----------- =  ------

              233              33

  implies    n = 4.02   5

Our codesign outperforms the purely software 
implementation for n >= 5. In our 3 × 3 matrix 
multiplication test, our purely software implementation 
slightly outperforms our codesign.

Secondly, we examine the data communication part of 
our codesign. Our codesign also requires time that our 
purely software implementation does not:  PCI bus time 
to transfer data between the ARC-PCI board and the PC.  
In our codesign, there are 3n2 PCI bus data transfers for 
an n x n matrix multiplication.  2n2 of these transfers are 
writes (data from the PC to the ARC-PCI board), and n2 

of these transfers are reads (data from the ARC-PCI board 
to the PC).  A write takes at least 9 PCI cycles, and a read 
takes at least 8 PCI cycles [4]. Therefore, the total number 
of data communication cycles for our codesign is

f(n) = (2 * 9)n2 + (1 * 8)n2

                     = 26n2

Adding the number of data communication cycles to the 
number of arithmetic computation cycles for our 
codesign, we now have

f(n) = 26n2 + 4n, which is O(n2)

The following shows the breakeven point in the total 
processing time for our two implementations.

Breakeven Point for Total Processing Time

2n3 - n2      26n2 + 4n
---------   = --------------
233    33

implies  n = 92.4 ≈ 93

After factoring in the data communication overhead, our 
codesign outperforms our purely software implementation 
for n >= 93. This explains why our purely software 
implementation is much faster than our codesign for n = 
3. Figure 1 shows the performance comparison of our two 
implementations.
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2.2 Performance Comparison

Fig. 1.  Performance  comparison of codesign vs. purely 
software for n<100.

Fig. 2.  Performance  comparison of codesign vs. purely 
software for n<2000.

A significant observation in Figure 2 is that for n = 2000, 
our codesign takes 3.2 seconds to perform the matrix 
multiplication, compared to 68.7 seconds for our purely 
software implementation. The processing times in the 
graphs of this figure do not include system bus time, 
because this time is approximately equal in both of the 
implementations.  These times are also estimates because 
they do not consider caching, branch prediction, 
pipelining, etc.

It is important to observe the computer architecture speed 
relationship for future considerations. As the CPU speed 
increases over time, the peripheral bus speed must also 
increase in order for our codesign to maintain significant 
speedup over our purely software implementation.  In the 
future, the system and bus speeds in computers should 
naturally grow along with the CPU speed to achieve 
overall system performance gain.

3. Hardware Implementation

The hardware part of our codesign system is responsible 
for performing the arithmetic operations [3]. This 
includes the matrix multiplier, which performs concurrent 
multiplication and addition operations of matrix 
multiplication. Our matrix multiplier is modeled in 
VHDL and runs on an ARC-PCI FPGA board [5]. The 
purpose of the software part of our codesign system is to 
provide I/O to the hardware.  This part is implemented on 
a PC with a C program and a Windows NT device driver 
to communicate with the board. Figure 3 shows our 
codesign system interaction.

        Figure 3.  Layout of Codesign Scheme.

In this section, we consider a 4 × 4 matrix    
multiplication on our proposed SMSBS(n,m,b)             
(Shared Memory Split Bus System). See the figure below:

                                  Figure 4.  

The multiplication of two matrices is done on a  machine 
whose architecture is shown above, where n, m, b are 
numbers of  processors, memory modules, and buses 
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respectively.  The efficiency of memory access can be 
found in [6]. 

In this example, the data is distributed to the memory 
modules to expedite a well bus-partitioning for buses as 
the processors requests these memory modules. With this 
partition, the SBS offers a favorable case for the 
bandwidth. Suppose, we have a matrix a 4 × 4 matrix A 
to be multiplied by a 4 × 4 matrix B in which A and B are 
given as:

The matrix multiplication C = A * B can be
performed on a SMSBS with n=m=4 using the
following algorithm:

Algorithm

Step 1: Pl Read a11 ...a14 from M1 and
           copy to P2
           P3 Read a21 ...a24 from M2 and
           copy to P4
           P5 Read a31 ...a34 from M3 and
           copy to P6
           P7 Read a41 ...a44 from M4 and
      copy to P8

Step 2: Pl Read b11 ...b41 from M1 and
            copy to P5
            P2 Read b12 ...b42 from M2 and
            copy to P6
            P3 Read b13 ...b43 from M3  and
            copy to P7
            P4 Read b14 ...b44 from M4 and
            copy to P8
Step 3:
            P5 Read b14 ...b44 from M4 and
            copy to P1
            P6 Read b13 ...b43 from M3 and
            copy to P2
            P7 Read b12 ...b42 from M2 and
            copy to P3
            P8 Read b11 ...b41 from M1 and
            copy to P4
        
Step 4: (Pl, P2, P3, P4 ) and (P5, P6, P7, P8 ) perform
concurrent multiplication and addition of the partial 
products.

Step 5: Pl, P2, P3, P4, P5, P6, P7, P8 store the resulting partial 
sums in M1, M2, M3, M4
      
End of Algorithm

The algorithm was implemented by using ModSim II [7], 
an object-oriented  programming language.  For the 
various cases  in terms of  the number of  PE’s, the matrix 
size q, and k, the number of columns  read from the 
second matrix, the results we obtained are shown below.

# of          matrix             # of      total time 
  PEs          size q      k      steps       units

   8                  4         2      48          56
  16                 4         4       40        40
  16                 8         2      160          176  
  32                 8         4      128          112
  64                 8         8      112          80
  32               16         2      576          608
  64               16         4      448          352
128              16         8      384          224
256              16       16      352        160
                           
We have shown that a working codesign for matrix 
multiplication can be implemented with a PC and a PCI-
interfaced FPGA board. Our codesign for n x n matrix 
multiplication outperforms our purely software 
implementation for n >= 93. Our performance results are 
favorable to existing parallel matrix multiplication 
implementations on multi-processor systems Figure 4.

4. Geometric  Transformation—Mathematical
Background

A geometric transformation is a function that takes a 
point (or vector) and maps that point (or vector) into 
another point (or vector). Using homogeneous 
coordinates, we can work with the representations of 
points and vectors in such that a geometric transformation 
can always be written in terms of the two representations, 
u and v, as a matrix multiplication:

        v= Au,   where A is a square matrix

For example, in 3D homogeneous coordinates [2], A is an
4 × 4 matrix of the form:

                        a11    a12   a13    a14                 
  A =               a21    a22   a23    a24
                       a31    a32   a33    a34
                       0       0       0       1            ,   

u = [  ux, uy, uz, 1 ]T,  v = [  vx, vy, vz, 1 ]T.
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In particular, for a translation of a point with a 
displacements, dx, dy, dz with respect to the origin, A
takes the form:

                 1       0       0       dx                  
  A =         0      1       0        dy
                 0      0       1        dz
                 0       0       0       1       

For a rotation of a point about the z-axis by an angle Ɵ,
A takes the form: 

                 cos Ɵ   - sin Ɵ    0   1                
  A =         sin Ɵ    cos Ɵ    0  0
                   0           0         1   0
                   0           0        0    1       

And for scaling with a fixed point at the origin and  the 
scaring factors, sx,, sy, sz  we have A of the form:

                  sx      0       0      0                   
  A =          0       sy      0      0
                  0     0       sz     0
                  0       0       0      1       

However, in general it depends on the nature of 
transformations the entries in the matrix A can be more 
complex expressions, which often increases the overhead 
of computations.  Therefore, to speed up the matrix 
multiplications it requires an efficient algorithm that not 
only exploits the parallelisms of the computations it must
also employs a well designed hardware approach. This is 
where our hardware/software co-design comes into play. 

For example, assume for each i, the n × n matrix Ai
represents some transformation. Then for a sequence of 
transformations, A1, A2,… Ak, we form a composite 
transformation C [8], which by definition is a product 
matrix of A1, A2,… Ak.. That is,

       C = A1× A2×… ×Ak.
Hence, arriving a single composite transformation by 
multiplying a sequence of transformation matrices can be 
more efficiently carried out by our hardware/software co-
design using FPGA-based computing platform as
described above.

5. Conclusion

We have shown that a working codesign for matrix 
multiplication can be implemented with a PC and a PCI-
interfaced FPGA board. Our codesign for n x n matrix 
multiplication outperforms our purely software 
implementation for n >= 93. Our performance results are 

favorable to existing parallel matrix multiplication 
implementations on multi-processor systems.

6. References

[1] Altera Corporation, San Jose, California.  The 
Altera Reconfigurable Computer with PCI interface 
(ARC-PCI). This reconfigurable computing platform is  
targeted towards researchers who want to investigate the 
benefits of reconfigurable computing; in other words, to 
improve the performance of computing systems by using 
applications to adapt computing hardware.  February 
1998.

[2] Angel, Edward, Interactive Computer Graphics- A 
Top-Down Approach Using OpenGL, by Pearson 
Addison Wesley, 2005. 

[3] Bishop, William D.  Configurable Computing for 
Mainstream Software Applications.  Ph.D. Thesis, 
Parallel and Distributed Systems (PADS) research group, 
Department of Electrical & Computer Engineering, 
University of Waterloo, Ontario, Canada, February 2003.

[4] Chatterjee, Siddhartha, and Alvin R. Lebeck, eds.  
Recursive Array Layouts and Fast Parallel Matrix 
Multiplication.  Proceedings of the Eleventh Annual 
ACM Symposium on Parallel Algorithms and 
Architectures, Saint Malo, France, 1999.  New York:  
ACM Press, 1999:  222–231.  ISBN:  1-58113-124-0.

[5]  Lee, Tai-Chi, Building An FPGA-Based Computing 
Platform,  Proceedings of the 2012 International 
Conference on Frontier in Education: Computer Science 
& Computer Engineering, pp 522-527, July 16-19, 2012, 
Las Vegas, NV.

[6]   Luo, Qingshan and John B. Drake, eds.   A Scalable 
Parallel Strassen’s Matrix Multiplication Algorithm for 
Distributed-Memory Computers.  Proceedings of the 
1995 ACM Symposium on Applied Computing, 
Nashville, Tennessee, USA.  New York:  ACM Press, 
1995:  221–226.  ISBN:  0-89791-658-1.

[7]  MODSIM II – The Language for Object-Oriented 
Programming Tutorial, CACI Product Company.

[8] Mortenson, E. Michael, Geometric Transformations 
for 3D Modeling, 3rd edition  2007 by Industrial Press, 
ISBN 978-0-8311-3338-2

[9]  Thomas, Donald E., and Jay K. Adams, eds. A Model 
and Methodology for Hardware-Software Codesign.  
IEEE Design & Test of Computers, 10(3) 1993:  6–15.

ACSIJ Advances in Computer Science: an International Journal, Vol. 3, Issue 2, No.8 , March 2014
ISSN : 2322-5157
www.ACSIJ.org

96

Copyright (c) 2014 Advances in Computer Science: an International Journal. All Rights Reserved.



A New Robust Audio Signal Steganography Based On Multiple 
Chaotic Algorithms With Edge Detection Technique

Amir Houshang Arab Avval1,Shahram Mohanna2

1Department of electrical and electronic engineering of Sistan and Baluchestan university, Zahedan, Iran
amirhoushang.arab@gmail.com

2Department of electrical and electronic engineering of Sistan and Baluchestan  university, Zahedan, Iran 
mohana@hamoon.usb.ac.ir

Abstract

1. Introduction
Electronic communication is increasingly susceptible to 
eavesdropping and malicious interventions. The issues of 
security and privacy have traditionally been approached 
using tools from cryptography. Messages can be appended 
with a message authentication code (hash) and encrypted 
so that only the rightful recipient can read them and verify 
their integrity and authenticity. Modern cryptography is a 
mature field based on rigorous mathematical foundations 
and decades of development. Steganography is the act of 
covert communications, which means that only the sender 
and receiver are aware of the secret communication. To 
achieve this, the secret message is hidden within benign-
looking communications known as cover texts or cover 

Works [1]. Steganography techniques can be broadly 
classified into two categories: Spatial [2] and Transform 
[3] domain methods. The first steganalytic methods 
focused on the most common type of hiding called Least 
Significant Bit embedding [4, 5] in bitmap and GIF 
images. Later, main effort had been directed to the most 
common image format JPEG [6, 7] and audio files [8]. 
Exact methods for detecting hidden messages prompted 
mainly research in steganography for multimedia files [9, 
10].The advantage of using LSB method is that it is easy 
to embedding the message bits directly into the low 
significant bits [11, 12]. The weakness of the method is 
that it is very sensitive to any kind of filtering or 
manipulation of the stego images [13, 14].

In most spatial domain schemes, steganography 
signal is embedded in the LSB (least significant bit) of the 
pixels in host image in which the robustness against 
attacks is weak i.e. stego can be detected easily [15].  But 
we have used the chaotic map and also embedding in four 
low significant bits, so it is very robust and secure.Two 
main requirements for an acceptable watermarking and 
steganography technique are imperceptibility [16] and 
robustness [17]. Imperceptibility refers to perceptual 
quality of the data being protected. Robust steganography 
embeds information data within the image with an 
insensible form for human visual system, but in a way that 
protects from attacks such as common image processing 
operations. Image scrambling is one of the most prevailing 
encryption algorithms these years [18], [19], [20]. 
At the late years the chaotic maps have been used to 
increase the digital security of watermarking and 
steganography [21]. The first chaotic system was 
discovered by Edward Lorenz in 1963[22]. Other chaotic 
systems have been established by many different research 
areas, such as physics, mathematics, and engineering. The 
idea of using chaotic signals in different layers of 
communication systems attracted the attention of 
researchers [23-28]. The most important specification of 
chaos is that it is sensitive to the primary conditions. In a 
way that the primary different but so similar conditions are 
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This paper proposes a novel robust blind steganography scheme 
for embedding audio signal into edge of color image based on a 
chaotic map and LSB method, which is different from some 
existing works. In this paper, we employed the LSB 
substitution technique and chaos as a fundamental stage and we 
also take advantage of edge detection technique. The present 
paper improved security by using of chaotic maps. Chaotic maps 
are used for two important applications in our scheme: selecting 
of random location in edge pixels for embedding and extraction 
and selecting of random bit location in LSB of pixel byte. The 
suggested scheme is robust, secure and flexible. In the 
extraction procedure, the stego can be extracted from the 
stego image without the requirement of the original host  
color image or the original stego image. Experimental 
results show that the proposed audio steganography 
scheme has stronger robustness against attack, Because 
The chaotic map was implemented to increase both the number 
of keys (control parameters) and complexities involved in the 
algorithm. The size of key space for initial conditions and control 
parameters were computed about 1028. 

Keywords: Steganography, Security, Robustness, Chaos, 
logistic Map, Edge detection. 



selected and then the system output will be so different, so, 
it is possible to produce a pseudo-random string [29]. 
Chaotic maps in steganography are used for two goals: to 
find the embedding location in the edges and the bit 
location through LSB method. Some changes are needed 
in the maps in any of the said processes. Chaos signal 
seems like noise but it is completely firm. It means that 
using the primary values and the map function, it is 
possible to reproduce the signal value again.
Piecewise nonlinear chaos and logistic chaos map began as 
an attempt to find chaos in the sense of extreme sensitivity 
to changes in initial conditions.Chaotic functions such as 
Markov Maps, Bernoulli Maps, Skew Tent Map, and 
Logistic Map have been widely used to generate 
watermark sequences [30], [31]. This paper mainly focuses 
on the application of the piecewise nonlinear chaotic map 
[32] in encryption schemes of stego signal. The chaotic 
maps are employed to enhance the security and the best 
extraction, as well as determining the location of LSB 
significant for the stego embedding. 

The article is organized as; section 2 describes the 
chaotic maps for scrambling processes. The details of 
Steganography embedding and extraction are presented in 
section 3. Some simulation results are discussed in section 
4 and the document is concluded in Section.

2. APPLIED CHAOTIC MAPS
2.1 Logistic map
  Robert May said in an effective paper in 1976 that even 
simple nonlinear maps could have very complicated 
dynamics [33]. This point is made clear by logistic map. 
Logistic map is defined in mathematical language as 
follows:
���� = r × X�	 × (1 − X�)                            (1)
This map is an equation to define the population growth 
rate. xn show the population number in nth generation and r 
shows the growth rate which is both positive values. 
Usually they take into consideration the r parameter which 
is 0 ≤ r ≤ 4so x will be normalized to the values 0 ≤ x ≤ 1.

2.2 Selecting location by Piecewise nonlinear 
chaotic map

2.2.1 Using the chaotic map to identify the 
embedding and extraction location of  stego audio 
in host image
In steganography procedure the binary bits are embedded 
and extracted with no specific order in the pixels of the 
edge of the host image to increase the safety. To find the 
location of these pixels, the edges of the image are stored 
in a one dimension array and the following relation which 
is the famous formula for modularity calculations is used 
to find the chaotic locations.

(2)    ������� = ⌊���� × 10���⌋����  

In this relation, EdgeLoc is indentified the location of the 
pixel in which the binary content will be saved.

2.2.2 Using the Chaotic map to identify the bit 
location in identified pixel

When the pixel location is identified by the relation (2), 
the bit location must be defined in LBS. For more safety 
we don’t choose a constant place for it and it is calculated 
by the chaotic map which is a number from 1 to 4 and is 
calculated as follows:

������ = (⌊���� × 10���⌋���4) + 1			 (3)

3. STEGO EMBEDDING AND 
EXTRACTION
3.1 Stego embedding

3.1.1 Embedding process
Figure1 shows the total diagram block of the 

embedding algorithm. For better description of the 
embedding algorithm, we divide the algorithm into two 
parts to describe the embedding process better. The semi-
code of the process is as follows:

3.1.1.1 Algorithm 1, General process of 
Embedding

 Agreement with the destination to select the host 
image from a database of the ready colored 
images.

 Getting the red, blue and green channels from the 
input image.

 Finding the image edges according to the 
agreement with the destination on the edge 
finding algorithm type (sobel, prewit, Roberts, 
log, zerocross, canny).

 Receiving the sound file and dividing it into three 
equal parts according to the input file size.

 Embedding any part of the audio file on red, 
green and blue channels respectively each in an 
independent manner apnd according to the 
algorithm 3-2.

 Combining the red, green and blue channels to 
create the final file to send to the destination.
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3.1.1.2 Algorithm 2 the specialized process of 
chaotic embedding for the fifth step of the 
algorithm 1

 Agreement on the keys Mu2, X2, Mul, X1. These 
keys are the primary conditions and the control 
parameters of logistic chaotic map. X1, X2 are a 
number in (0, 1) and Mul and Mu2 are a number 
between 3.6 and 4.

The coordinates of the rows and the columns of the 
image edges are stored in a 2D array named Edges. 
This array holds two rows and ES columns. ES shows 
the length of the array.
 The contents of input audio file are stored in a 

one dimensional array of AS size.

 Getting the edge pixel place using the logistic 
map and the X1 and Mul password keys and the 
calculated number will be from 1 to ES.

 Calculating the bit location using the logistic map 
and the X2 and Mu2 passwords and the 
calculated number will be 1 to 4.

 Embedding of one bit of the audio file in the 
calculated location from the fourth step and in the 
bit number of BitLoc which is calculated in fifth 
step.

 Repeat the fourth to sixth steps until all bits are 
embedded.

Figure. 1 Flowcahrt of Embedding process
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The flowchart of the algorithm is shown in figure 2.

Figure. 2 the specialized process of chaotic embedding

3.2 Stego Extraction
3.2.1 Extraction process

Figure 3 shows the total block diagram of the 
extraction algorithm. For better description of the 
extraction algorithm, it is divided into two parts to  

 Agreement on the keys Mu2, X2, Mul, X1. These 
keys are the primary conditions and the control 
parameters of logistic chaotic map. X1, X2 are a 
number in (0, 1) and Mul and Mu2 are a number 
between 33.6 and 4.

 The coordinates of the rows and the columns of 
the image edges are stored in a 2D array named 

Edges. This array holds two rows and ES 
columns. ES shows the length of the array.

 Making the destination aware of the file size 
which could be extracted in AS length. This 
variable is of the keys of the problem. 

 Getting the edge pixel place using the logistic 
map and the X1 and Mul password keys and the 
calculated number will be from 1 to ES.

show the extraction process better. The semi- code of the 
process is shown as follows:

3.2.1.1 Algorithm,the general process of 
extraction

 Agreement with the source on selection of the 
image from a database of the ready colored 
images.

 Calculating the red, blue and green channels 
from the embedded original images from the 
database. On this image no embedding had taken 
place.

 Finding the original image edges according to 
the agreement with the source on the edge
finding algorithm type (sobel, prewit, Roberts, 
log, zerocross, canny).

 Receiving the stego image from the source.

 Calculation the red, green and blue channels 
from stego image.

Extraction of three parts of the audio file from red, 
green and blue channels respectively in independent 
manner and according to the algorithm 3.4 receiving 
the input edges of the original picture and the 
embedded edges of steganography.

 Combination of the three parts of audio file 
calculated from red, green and blue channels for 
getting the final audio file.

Algorithm 4 the specialized process of chaotic 
extraction for the fifth step of the algorithm 3-3

 Calculating the bit location using the logistic map 
and the X2 and Mu2 passwords and the 
calculated number will be 1 to 4.

 Extraction of one bit of the audio file from the 
calculated location from the fourth step and from 
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the bit number of BitLoc which is calculated in 
fifth step.

 Repeat the fourth to sixth steps until all bits are 
extracted.

The flowchart of the algorithm is shown in figure 4.

4. EXPERIMENTAL RESULTS
This section will present and discuss the experimental 
results of our proposed scheme. Steganography techniques 
must satisfy the following properties.

4.1 Evaluation of the effectiveness
  To demonstrate the effectiveness of the proposed 
algorithm, MATLAB simulations are performed by using:

4.1.1 Original image or cover
This image is predicted for embedding of the audio file. In 
the image processing algorithms, a series of standard 
images is used. These images are found in almost all 
image processing algorithms. The goal of using these 
images is to compare the different algorithms with the 
constant images. 
Figure 5 shows the used images in proposed algorithm 
which includes the four famous Boat, Airplane, Peppers 
and Baboon images. The size of the images is considered 
1024×1024.

Figure. 3 Flowcahrt of Extraction process
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Figure. 4 the specialized process of chaotic extraction

4.1.2 Stego Audio
Stego audio which is embedded into a cover image is a 
audio file which is in form of binary. Figure 6 shows the 
cover stego in the used algorithm. Table 1 shows the 
complete characteristics of the audio file. 

4.2 Embedding effectiveness
According to the said definition, the efficiency of a stego 
system is the output probability of a embedding system, to 
show the efficiency of the proposed algorithms, the 
standard 1024x1024 images and the stego audio 
specifications are used as shown in (Fig 5) used for the 
proposed algorithm in  table 1. Figure 7 shows the results 
of the proposed algorithm. As it can be seen, the 
embedding and extraction is done with any possible error. 

In this image the histogram of the Original image and the 
resulted one from steganography is shows.  Also the 
extraction operation is showed by the chaotic map right 
key and wrong key. 

Figure. 5 Standardimages a) Boat b) Airplane c) Peppers d) Baboon

Figure. 6 Fixed audio file

Table1: the audio file specifications in proposed method
ValuesSpecifications

Sample.wavFile Name

26.6KBFile Size

11025 HZSampling rate

8The numberof bits

NativeFormat
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Figure. 7 a) original image Boat, b) the resulted image from 
steganography, c) original audio file, d) extracted audio file by the right 
key, e) extracted audio file by the wrong key, f, g, h) red, green and blue 
channels histograms of the original image, i, j, k) red, green and blue 
channels histograms of the image resulted from steganography

4.2.1 .Fidelity
The next specification is the fidelity which studies 

the conception similarities between the original version 
and the steganography version.  According to the figure 8 
the stego in the steganography image is not understandable 
and this is what we aim. The presented histograms are also 
not understandable. But for evaluation of the efficiency of 
the proposed algorithms in this specification, a numeral 
factor must be presented and most of the researchers use 
the Peak Signal-Noise Ratio (PSNR) as it is defined here:

���� = 10 × ���10
2552

��� 	(��)                      (4)
In the above relation, MSE is the mean square of 

the error in statistics which is defined as follows:
��� = �

�×�∑ ∑ (��,� − �′�,�)��
���

�
���     (5)

In this relation Hi,j is the main pixel value in location(i, j) 
and the H’i,j points to the pixel value of steganography 
image in the same location. M and N are the rows and 
columns number of the image. Table (2) shows the results 
of the factor in the stego images. 

4.2.2 Robustness
Robustness is the extraction ability of 

steganography against the common operations of signal 
processing and sometimes these operations are called 
attacks. As these operations take place from attackers to 
remove stego, the study of them is very emphasized by the 
researchers. To study the resistance of the proposed 
algorithms, the salt and pepper noise attack is used.

Salt and Pepper Noise: This noise is often could 
be seen in the image. This noise shows itself in random 
black and white pixels in the gray scale images and 

white& red in colored images [34]. In this study, to study 
the reliability the extracted stego from the bit error rate is 
used as follows:
��� = �

�×� × 100                    (6)
In this relation B shows the extracted bit error rate and 
M×N points to the cover stego size. Table (2) shows the
PSNR of the Original image and the attack against the 
noise. The bit error rate is calculated in percentage 
according to the relation, table (3).  Figure (8) shows the 
noised and stego images of any image.

Figure. 8 the results after attacks to the Salt and Pepper noise (a) 
Noise 0%, (b) Noise 1%, (c) Noise 2%, (d) Noise 5%, (e) Noise 10%, (f) 
Noise 20%, (g) Noise 30%, and (h) Noise 50%.

4.3 Edge detection algorithms of the image
These algorithms receive the gray scale image as the 
input and return a black and white binary image of the 
same size. In this image, the binary output of the one 
bits are for presentation of the found edges in the 
input image and the one bit include the non-edge parts 
of the image. The common methods of edge detection 
in image are: Sobel method, Prewitt method, Roberts 
method, Laplacian of Gaussian method (LOG, Zero 
Cross method, Canny method. Fig 9 shows the edge 
detection algorithms of the image.
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Figure. 9 Edge detection algorithms of the image a) Boat original 
image b)sobel edge detection c)sobel edge detection d)Prewitt edge 
detection e)Roberts edge detection e)Roberts edge detection f)log edge 
detection g)ZeroCross edge detection h)Canny edge detection

4.4 Key Space
Key is one of the most important aspects of encryption 
systems. Selection of a small key space leads to failure of 
the algorithm and impermissible embedding or extraction 
on the steganography system. The key space size depends 
on the encryption keys in decryptions present in the 
encryption systems. To study the key space in proposed 
algorithm, first we study the input variables in chaotic 
maps. The chaotic maps are sensitive to the inputs. It 
means that they are sensitive to the primary conditions and 
the control parameters so these variables are used as key in 
map.
For making the key space clearer, refer to the two 
branching diagram of logistic chaotic map in chapter four. 
Embedding and extraction stages get two key spaces. One 
key is as the key for identification of embedding of stego 
and the other key points to the favored bit location. The
size of key space for initial conditions and control 
parameters is computed about 1028.

Table 2: Simulation Results of PSNR Under Salt and Peppers Noise

BoatAirplanePeppersBaboonAttacks

59.4360.6260.6656.68Without attack

47.2846.8847.1246.73Noise 1%,

42.7042.2842.5342.24Noise 2%,

38.5538.1138.3938.15Noise 5%,

35.1934.7535.0034.84Noise 10%,

32.2531.8032.0631.85Noise 20%,

30.2329.7930.0429.84Noise 30%,

28.6728.2228.4828.20Noise 50%,

Table 3: Simulation Results of BER under Salt and Peppers Noise

BoatAirplanePeppersBaboonAttacks

0000Without attack

0.490.520.480.49Noise 1%,

1.401.481.551.48Noise 2%,

3.843.824.003.88Noise 5%,

8.498.368.468.45Noise 10%,

16.7416.5517.1616.66Noise 20%,

26.7026.4526.6926.67Noise 30%,

38.2838.2238.5338.33Noise 50%,

5. Conclusions
In this work, a new robust audio signal 

steganographic technique based on chaotic map has been 
proposed. Through using the LSB technique, the audio 
information is embedded into the Edge of the color image. 
In this scheme, The noise is added to the color image 
according to the defined algorithm and then the best audio 
signal detection can be successfully extracted from the 
host images subject to noise attacks. We improved the 
number of keys (control parameters) and complexities 
involved in this algorithm with multiple chaotic map. The 
size of key space for initial conditions and control 
parameters were computed about 1028.  Experimental 
results have shown that this proposed algorithm not only 
attains higher invisibility and fidelity of steganography, 
but also has stronger robustness in the operation of noise 
attack.
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Abstract
Dynamic resource allocation optimization model will be required 
to be perfect, and swarm intelligence processing model of 
dealing with dynamic resource allocation optimization problem is 
proposed in this paper. By establishing a mathematical model of 
quantum game theory a game theory based on the price 
mechanism is explored. Further, through finding the group 
behavior in swarm intelligence prototype and the inherent 
mechanisms of self-organization and cooperative behavior, we 
research the autonomy, equilibrium and stability of the model.  
Finally, we define the demand deviation function for an 
application of bandwidth assignment in broad networks and use a 
bigger demand satisfaction and smaller demand deviation 
optimization goal to verify the model performance. The results 
have shown that the model of game strategy based on the price 
mechanism is effective and feasible. It not only satisfies more 
benefits of both supply and demand, but also improves the 
utilization of resources.
Keywords: Quantum model, swarm intelligence optimization 
model, dynamic resource allocation, game strategy.

1. Introduction

Distributed problem solving in complex environments 
becomes increasingly complex, and systems with 
nonlinear, chaotic or uncertain dynamic behavior are 
making the requirements of model establishment higher 
and higher, so traditional theories and methods face 
serious challenges.

The basic question in distributed problem solving is how 
to optimize resource allocation [1], for example, with the 
expansion of network scale in the cloud computing model, 
network traffic is growing exponentially, and network
resources are still far from being able to meet the user 
needs, therefore, the real-time dynamic optimization of 

network resources and network bandwidth allocation is an 
important way to improve the quality of service.

The complex, heterogeneous and diverse business needs of 
current network resources result in increased complexity 
of network resource management, thereby increasing the 
difficulty of dynamic network resource allocation 
mechanism and algorithm research. Compared with the 
previous resource allocation model, resource allocation 
model based on auction mechanism has obvious 
advantages. However, most current resource auction 
strategy with some limitations is a direct use of existing 
auction theory in economics [2-3], maximizing the 
economic benefits of buyers and sellers and neglecting the 
resource utilization, resource performance, customer 
satisfaction and other indicators. Literature [4] proposes an 
adaptive resource allocation mechanism on the cloud 
computing environment based two-way auction, 
improving user satisfaction and resource utilization of 
cloud computing systems, meanwhile the economic 
benefits have been accounted, but it still cannot reflect the 
changes of dynamic resource requirements of different 
applications [6-7]. The traditional heuristic method [5] is
only for honest individuals between simple social 
interactions (cooperation and competition), when there is 
trap or fraud among individuals, it is impossible to 
properly express the individual stakeholders, so it is 
difficult to describe the real world. Simultaneously, 
dynamic changes of the network, intermittent network 
congestion, metabolism and random failures are difficult 
to express and describe, as a result, a new dynamic 
resource allocation optimization model will emerge 
urgently. 

Quantum game theory is a branch of quantum information 
science [8], it expands the set of the original classic game 
strategy and introduces entanglement, so to seek the 
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strategy to meet the conditions is becoming easier with 
expanding the strategy set; While the introduction of 
entanglement amends to some extent that the individual is 
rational, which is the basic classical assumption. In [6], we 
have proposed a mathematical model of the game 
quantum-field for network resource allocation and its 
convergence is proved. This article, continuing to draw on 
quantum field theory, proposes a swarm intelligent 
processing model to deal with dynamic resource allocation 
and explore the performance of the model.

The main contents are summarized as follows: 1)To 
investigate the theories and methods of swarm intelligence 
processing model, moreover, the autonomy, equilibrium 
and stability of swarm intelligence model is studied further 
via the game theory based on price mechanism; 2)Demand 
satisfaction and demand deviation is defined through the 
application examples of problems in the broadband 
network bandwidth allocation. By using optimization goal 
of a bigger demand satisfaction and a smaller demand 
deviation the model performance is verified. 

This paper is organized as follows: Section 2 describes in 
detail the swarm intelligence processing model ; Section 3 
focuses on the analysis of the swarm behavior mechanism 
based on evolutionary game theory, and mapped it into the 
evolutionary mechanism of swarm intelligence model, 
thereby  exploring  the autonomy, equilibrium state and 
stability of the model; Section 4 analyzes the dynamic 
network resource allocation optimization model based on 
the price mechanism and discusses its performance by the 
simulation. Section 5 to have a conclusion of the model 
proposed in this paper and present the open questions.

2. A swarm intelligence processing model

With the development of parallel computing, distributed 
computing and grid computing, cloud computing has 
become a hot topic, which usually deal with cooperation, 
competition and a few simple social behavior in the 
current theoretical research of distributed parallel 
processing. Therefore, cloud computing cannot handle 
changes of the dynamic environment [1] in the process of 
solving practical problems. In [6], we have proposed a 
mathematical model of game quantum-field for network 
resource allocation, it can effectively portray interactions 
between entities in the complex network, and be able to 
describe the game strategies and autonomous behaviors of 
the entities for their own benefits. In this paper, we 
continue to explore the dynamic resource allocation 
optimization model based on price mechanism game 
theory , and explore a reasonable allocation of network 
resources in real-time for different applications and 
different requirements on the network quality of service, 

providing novel model, theory and method for cloud 
computing theory.

Assuming in period  , there is a task set

1 2( ) { , ,... }mG G G G  and Agent set
1 2( ) { , ,... }nA A A A  . 

At time t, Agent iA assigns resources ( )ija t to the task jG , 

and at the same time task jG pays to Agent iA
remuneration ( )ijp t of unit resources. Because there are 
social coordination behaviors between Agent iA and 
task jG at time t and their intent strength  is ( )ij t ,we can 
design a resource assignment matrix ( ) [ ( )]ijS t S t , where 

( ) { ( ), ( ), ( )}ij ij ij ijS t a t p t t ; and at time t in period  , 
we design a two-dimensional table ( , )t  to describe the 
social situation in MAS and use three correlation matrices

'( ), ( ), ( )D H H   to represent the interdependence 
among tasks, the social interaction behavior among Agent 
and the resource allocation of Agent for tasks. Three 
correlation matrices '( ), ( ), ( )D H H   will change 
dynamically with period , and in the given period , the 
resource assignment matrix ( )S t will also change 
dynamically with time t.

Further, let ,i jf f denote individual utility functions of 

particles ,i jP P , pJ denote global utility function of 
gravitational field, gE denote potential energy function of 
gravitational field, and ( , )i

ij i jE f f , ( , )j
ij i jE f f be 

interaction potential energy functions between two 
particles. Assume that mixing energy function of 
individual iP is j

i which can be described as 

1 2 3 4 , 1 2 3 4( ) , 1 , , , 1j
i i p g i jt f J E E               , where 

coefficients 1 2 3 4, , ,    are determined by 
priority ,personality, autonomy, interaction strength and so 
on of individuals on different target. These coefficients 
corresponding to different individuals will be different, so 
as to indicate autonomous of individual. By analyzing and 
solving kinetic equation of the established model which 
should minimize mixing energy function j

i , and we 
discuss performance of the model. 

3. Swarm intelligence optimization model and 
its performance

A evolutionary model of quantum behavior has been 
established through the study of quantum mechanical 
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system and distributed parallel evolutionary model [6]. For 
thoose state parameters of speed, acceleration,
momentum, kinetic and potential energy and so on in the 
evolutionary model, we design the evolutionary model
with the self-activity(autonomy) same as neuron and map 
it into dynamic state. The degree of activity (dynamic state)
is the piecewise linear function of the incentive degree  
affected, to ensurse the quantum dynamic state achieves a 
stable equilibrium point. In quantum field, particle based 
on corresponding rules (game strategy) changes their states 
of kinematics and dynamics until it reaches kinematics 
equilibrium, thereby researching the autonomy,
equilibrium and stability of the model.

① The study of swarm dynamics mechanism in quantum 
field mainly includes the research of stable equilibrium 
point on autonomous behavior and dynamics state of 
particles. The composition of forces in quantum field 
includes the interaction between the particles, gravitation 
in gravitational field and autonomous driving force of 
particles. In addition to such state parameters of speed, 
acceleration, momentum, kinetic and potential energy and 
so on in the evolutionary model, we design the 
evolutionary model with the activity same as neuronal or 
chemical elements (autonomy) and map it into dynamic 
state. The degree of activity (dynamic state) is the 
piecewise linear function of the incentive degree affected, 
and the incentive degree is concerned with such factors as 
individual optimization goals, metabolic factors, priority, 
failure factors and so on, it is also an important factor to 
ensure that the dynamics state of particles can achieve a 
stable equilibrium state. 

②Research on the swarm behavior mechanism based on 
quantum game theory includes equilibrium and stable 
strategy of evolutionary, using the methods of replication 
dynamic analysis discusses various replication dynamics
equations and fixed point , thereby describing the change 
trends and predicting the swarm behavior of individuals by 
replication dynamic. In order to explore further the 
dynamical mechanism of quantum game theory, we 
describe the evolutionary mechanism of swarm behavior 
from the perspective of dynamics, and map it into 
evolutionary dynamics mechanism of swarm intelligence 
model. 

③ Study on self-organizing behavior and cooperation 
mechanisms in swarm intelligence includes describing the 
game strategy and autonomous behavior of each particle 
under dynamic changes. We study the relational model of 
the degree of entanglement and evolutionary stable 
strategy, in order to explore the mechanism of promoting 
cooperation in quantum game theory, thereby illustrating 
the self-organizing behavior and swarm cooperation 
mechanisms in swarm intelligence.

Quantum entanglement property includes that the 
separation and entangled into each other, using Hadamard 
transform represents the processing of entanglement as 
follows: 

         
1 10 0 ( (0 1) 0 ) (00 11)
2 2cn H cnU U U      

      and HU is  a Hadamard gate, cnU is a NOT gate. 

4. Dynamic Optimization of Resource 
Allocation and Its Application

There is a comprehensive analysis of allocation 
optimization problems of broadband network bandwidth 
resource, namely, wide distribution of multiple local 
networks need connecting via a semi-permanent virtual 
channel with a certain bandwidth. Virtual channel between 
two network nodes may contain multiple virtual paths, and 
a virtual path consists of multiple links cascaded together, 
there is competition, cooperation and interaction between 
some links and virtual path, finally, we establish the 
evolutionary model of quantum game. By establishing and 
solving various dynamic equations, game strategy of the 
model and its performance is validated.

Entity set 1 2{ , ,..., }nE E E E and demand set 

1 2{ , ,..., }mD D D D is given, entity iE owns  vector 

resources { (1), (2),..., ( )}i i i ir r r r k and set jD   owns 

vector resources { (1), (2),..., ( )}j j j jd d d d k .It means an 

entity iE allocates resources vector for demand jD and 

the jD is  willing to provide compensation vector ijp for 

entity . iE

Game theory based on the price mechanism has been 
researched in the resource allocation problem in dynamic 
networks, there are two research models: oversupply 
market competition model of non-cooperative and tight 
market model of cooperation and competition.

For the oversupply market competition model of non-
cooperative, when an entity iE has sufficient resources, 

the entity iE use non-cooperation scheme, each demand 

set jD can be set according to the entity iE of the current 
resource rent without worrying about the problem of 
excessive requests. According to the principle of the Nash 
equilibrium, each jD only consider their own interests at 
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this moment, eventually, each jD reaches a Nash 

equilibrium ,which ensures each jD obtain best interest. 

For the tight market model of competition and cooperation, 
the resources of entity iE   are limited. Assuming that 

using non-cooperation scheme, when entity jD requests 
the number of resources exceeding capacity of the 
entity iE , and the utilization of resource reaches 1, iE will

still accept of the demand of jD , which will cause serious 

network congestion. If iE do not accept the demand of jD , 
possibly the user will no longer trust the network provider. 
Therefore, this article uses the model of cooperative game
to establish a compliance agreement with each other. By 
game strategy based on the price mechanism each
participant demands for resources modestly and can reach 
a consensus on the collective interests of cooperation, to
ensure the best interests of both supply and demand. 

For the dynamic allocation of network bandwidth 
broadband, we assume qB as the total bandwidth demand 

of the virtual channel qP between two nodes, qP ＝

{ (1)qp ， (2)qp ，...， ( )q hp . jb is bandwidth allocation of 
the virtual path jp , iC is the maximum bandwidth of the 
link of iL .

The constraints of the problem are as follows:
m in ( )j i ijb a ,for all virtual path jp ，1 j m  ;

1

m

j i
j

b C


 , for all links iL 1 i n  ;

( )

(1)

q h

j q
j q

b B


 , for all virtual channel qP ;

The price strategy in the evolutionary model of the 
quantum behavior is based on the demand deviation 
function ( ) ( )kj jp t Z t    , price growth model is defined 
as ( 1) ( ) ( )p t p t p t   . Demand deviation function is 
defined as ( ) ( ) ( )Z t a t d t  (as shown in Figure 1), 

demand satisfaction is defined as
1

( ) ( ( )) / ( )
jn

kj j
k

S t a t d t


  , 

demand satisfaction and demand deviation has a direct 
relationship of optimal allocation of network resources. 
Demand deviation function is too large, the allocation 
scheme is imperfect, which is perfect only when the 
demand satisfaction is large and demand deviation is little. 
Therefore, by adjusting the allocation resources in each 

iteration to amend the demand deviation function, it 
should be achieved ultimately that a big demand 
satisfaction and a small demand deviation.

Figure 1 and figure 2 respectively explain the difference of 
the allocation resources in dynamic environment by using
conventional quantum optimization model in [7] and 
optimization model of quantum game theory based on 
price mechanism in the paper. In Figure 1 curve shows the
changes of the demand bandwidth, while the square 
represents the supply in a given period, and T represents 
for the calculation time required to obtain a balanced 
distribution. The two curves in figure 2 represent the 
changes in demand and supply bandwidth respectively, 
and the shaded area represents the demand deviation 
function, as the price strategy in this paper is based on the 
demand deviation function, so it would be adjusted in time. 
When the environment of resources changes frequently, 
the demand deviation should be smaller, because our 
model can adjust resources allocation according to the 
price mechanism based on the demand deviation in each 
iteration, as a result, the algorithm has superior 
performance. 

5. Conclusion

This paper proposes a dynamic resource allocation 
optimization model based on swarm intelligence, 
theoretical analysis shows that the model can describe the 
game strategy and autonomous behavior of network 
resource allocation. Using game theory based on price 
mechanism the dynamic resource allocation problem is
analyzed, the research model includes two categories: 
oversupply market competition model of non-cooperative 
and tight market model of cooperation and competition. 
The price mechanism in this paper is based on demand 
deviation function ( )k jp t which can reflect changes 
of the resource demand and supply in time. Experiment 
results show that the price mechanism in this article can 
regulate the allocation of resources in network, by 
adjusting the resources allocation in each iteration to 
amend the demand deviation function, the higher demand 
satisfaction and resource utilization can be reached. The 
next work is to study the dynamic mechanism of 
distributed parallel processing model continuously and to 
analyze complex network behavior problems. 
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          Fig.1 Demand deviation function of classical

Fig.2 Demand deviation function of game theory optimization model    
based on price mechanism
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Abstract
This article proposed some heuristics in synthesis and 
optimization of ternary irreversible logic circuit with Particle 
Swarm Optimization (PSO) algorithm. Some of benchmark 
irreversible circuits such as full adder and multiplier are synthesis 
using the method proposed in this research. Number of gate are 
merit to compare the performance of different irreversible logic 
circuit. The result, presented in this dissertation, indicate 
efficiency of the proposed method to synthesis of irreversible 
ternary circuit.

Keywords: multiple valued irreversible circuits, optimization, 
PSO algorithm, irreversible circuit synthesis.

1. Introduction

MVL synthesis issue is more troublesome contrasted 
with its binary partner. Consider, for example, synthesis of 
3-variable 3-valued functions. There are 327 such functions. 
Various heuristic algorithms for producing near-minimal 
sum-of products realization of MVL circuits have been 
introduced. Iterative heuristics offer the likelihood of 
investigating bigger result space in touching base at near-
optimal results. Various these techniques have been 
accounted for in the written works [1]-[13].

In [7], application of PSO algorithm for synthesis of 
MVL functions is introduced and shown the better result 
of using PSO against other algorithms. In this paper, we 
extend the use of PSO algorithm for synthesis of MVL 
functions and specified it for ternary MVL with 3-inputs. 
The paper is organized as follows. In Section 2, we 
provide some background material for synthesis of MVL 
functions. In Section 3, a brief introduction to particle 
swarm optimization that introduced in [7] is provided. The 
proposed heuristics for the MVL synthesis problem is 
described in Section 4. Section 5 presents the experiments 
conducted, results obtained, and a related discussion and
section 6 includes some concluding remarks.

2. Background

An  n -variable r -valued function, f (X) , is defined as 
a mapping f : Rn→ R , where R ={0,1,…,r−1} is a set of r-
logic values with r ≥ 2 and X = {x1,x2 ,…,xn} is a set of nr-
valued variables.  

Definition 1: A min (minimum) operator is defined as:
min(a1,⋅⋅⋅,an ) = a1 •⋅⋅⋅• an , where ai∈ R . 

Definition 2: A tsum (truncated sum) operator is defined as: 
tsum(a1,⋅⋅⋅,an ) = a1⊕⋅⋅⋅⊕an

= min(a1 +⋅⋅⋅+ an ,r −1) , where ai∈R . 
Definition 3: A window literal of an MVL variable x is 
defined as: 

		��� = 	� 	
(���)			��	(�����)

�															���������
where a,b∈R and a≤b.  
Definition 4: A complement of an r-valued variable, l, is 
defined as:  

� ̅ = (� − 1)− �
Definition 5: A product term (PT), P(x1,…,xn), is defined as 
the minimum of a set of windows literals on variables 
x1,…,xn , i.e. P(x1,…,xn )  =� ⋅ ��

��	
�� ⋅ …	⋅ ��

��	
��

= min(c, ����	�� ,…, ����	�� ) where ai ,bi ∈ R , ai ≤ bi and c
∈{1, 2, . . . , r – 1}.  
It should be noted that c is called the value of the PT.

Definition 6: For an MVL function f (x1,…,xn), an 
assignment of values to variables x1 = a1,…,xn = an is 
called a minterm, iff: f (a1,…,an )≠ 0, where ai∈{0,1,…,r
−1}.  

A minterm is a special case of a product term 
consisting of literal and min operators where the PT is 
dependent on all variables and a1 = b1,...,an = bn . The 
value of the PT is referred as the value of the minterm. If 
the value of the minterm is equal to r, then it is considered 
as don’t care and is represented as d. Consider, for 
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example, the 4-valued 2-variable function shown in Fig. 1. 
Some of the minterms are 1•3X13•0X20, 2•1X1

1•0X2
0 and 

3•2X1
2•1X2

1.

Definition 7: An implicant of a function f(x1,…,xn) , is a 
PT, I(x1,…,xn) , such that f(x1,…,xn) ≥ I(x1,…,xn) for all 
assignments of xi’s. In Fig.1, 3•2X1

2•0X2
1 and 2•1X1

2•0X2
1

are examples for implicants.

Fig. 1  A tabular representation of f(x1,x2).

A functionally complete set of operators is the set 
capable of realizing all possible functions. A number of 
functionally complete sets of operators have been used in 
the literature. In this paper, we use the set consisting of 
{Literal, MIN, TSUM, and Constant}. 

Direct cover (DC) algorithms have been used 
effectively for synthesis of MVL functions for 2-level 
programmable logic arrays (PLAs) [1]-[6]. Direct cover 
approaches for synthesis of MVL functions consist of the 
following main steps:

1. Choose a Minterm, 
2. Identify a suitable implicant that covers that minterm, 
3. Obtain a reduced function by removing the identified 
implicant,  
4. Repeat Steps 1 to 3 until no more minterms remain 
uncovered. 

The DC approaches reported in the literature differ in 
the way minterms are chosen and the way according to 
which implicants are identified. The algorithm due to [5] 
selects minterms randomly and selects the implicant 
resulting in the largest number of zero minterms. The 
algorithm due to [1] uses the isolation weight (IW) for 
selecting minterms and selects the minimum cost implicant 
to cover each minterm. The algorithm due to [2] 
introduces the isolation factor (IF) for selecting minterms 
and selects implicant having minimum Relative Break 
Count. The last two techniques select minterms in 
increasing order of values, i.e., start with lower minterm. 
This called as considering minterm value. Consider, for 
example, the function shown in Fig. 2. The list of 
minterms and implicants selected by a DC based algorithm 

is likely to be similar to the one shown in TABLE 1. And 
the function can be expressed as F=1•1X1

2•1X2
2⊕

2•0X1
1•2X2

3.

The selection of minterms and the implicants 
covering them play an important role in obtaining less 
expensive solutions in terms of the number of product 
terms required to cover a given function.

3. SYNTHESIS OF Irreversible Ternary 
MVL Circuit USING PSO

The synthesis of a MVL function can be clarified as a 
procedure to select implicants that blankets all minterms of 
the given MVL function.  Each Implicant cover more than 
one minterm. Each minterm might be implicant hence, the 
amount of implicants that cover all minterm ought to be 
less than the amount of minterm of minterm itself. 
However, there exist few cases on which the amount of 
implicant required to represent to the capacities is 
equivalent to the minterm.

In addition to that, each minterm itself can be covered 
by more than one implicants. Consider the example shown 
in Fig2. Minterm 31x1

12x2
20x3

0 is covered by both 
implicants however, DC algorithms select minterm and 
implicants covering them consecutively until all minterms 
or of the given function are covered. Thus, the order of 
selected minterm is very important. Every DC algorithm 
proposes diverse criteria in selecting minterm (and 
implicants) and none in the event that they claim to 
produce the minimum number of product term. In addition 
to that, when a minterm is chosen, the implicant having the 
same worth if that minterm will be chosen. Thus, if 
somehow minterm 31x1

1•2x2
2•0x3

0in Fig. 2 is selected by a 
DC algorithm, the implicant that can be selected by the 
algorithm should have the value of 3 which is 
31x1

1•2x2
2•0x3

0. However, this implicant will not simplify 
the function. In fact, choosing implicant
31x1

1•2x2
2•0x3

0requires us to select 3 more implicants to 
cover all minterm of the function.

Fig. 2 An example of DC algorithm.
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3.1 Particle Representation:

In this paper, the synthesis of a given MVL function 
is modeled as a mapping between minterm and implicant 
covering it. The goal is to select least number of implicants
to represent the given function. Fig. 3 shows the mapping 
between minterm and implicant from the example given in 
Fig. 2. In this Figure, the bold line depicted fully covered 
by relationship while the line indicates partially covered 
by relationship.

Fig. 3. Minterm and implicant mapping for example in Fig. 2.

The truth table of the given MVL function will be 
represented as a series of integers. The length of this string 
is equal to rn where n is the number of variables. For 3-
variable 3-valued function, the length of truth table is then 
equal to 27. Thus, the example show in Fig. 2 can be 
expressed by integer string:
"000000002011021100000000231022000000000022102200".

Each particle in the swarm consists of 96 elements
include 2 part of 48 element that are represent F1 and 
F2.Inthis paper, outputs F1 and F2 have been synthesized
in order to further understand theonlyF1isshownin all 
Figures. Each of these element consist of 7 integer 
attributes representing implicant covering the 
corresponding minterm, i.e., the first element  represent 
the (selected) implicant covering the first  minterm and so 
on. The first attributes is for the value of the implicant, the 
second and third are for the window of the first variable 
while the next two attributes are for the window of the 
second variable and the last two attributes are for the 
window of the third variable. Thus, implicant 
20x1

1•2x2
3•3x3

1 is expressed as 2012331. Unlike DC 
algorithm we will consider all implicants that can cover a 
minterm, whether the implicant is completely a partially 
covering the minterm. Table 1shows all implicants 
covering minterm 31x1

1•2x2
2•0x3

0 for the example shown in 
Fig. 2. In this table, the last implicant (3112200) is the 
only implicant that is fully covering minterm 3112200. 

Furthermore, Fig. 3 shows that implicant 
20x1

1•2x23•0x3
0 covers the following minterms: 

20x1
0•2x2

2•0x3
0, 20x1

0•3x2
3•0x3

0, 21x1
1•3x2

3•0x3
0 and 

31x1
1•2x2

2•0x3
0. According to this Figure, those minters 

have to be mapped to implicant 20x1
1•2x2

30x3
0. However, 

assuming that we permit more than one minterm to be 
mapped to the same implicant, each time an implicant is 

chosen, we have to check if this implicant is mapped by 
other minterm or not. We accept that this methodology 
will confine the power of evolutionary process of swarm 
intelligence in addition to extra computation in comparing 
selected implicants. However, the minterm that are already 
covered by an implicant should be somehow mapped to an 
implicant that will be ignored at the final representation. 
For this purpose we introduce a special implicant 0000000. 
This implicant is an additional implicant for each minterm 
to select. Thus, the list shown in table 1 should be 
amended by this minterm.

Assume that there are three particles in swarm whose 
best representation shown Fig. 4. We can see here, some of 
the minterm in particle 1 and 2 mapped to implicant 
'0000000'. Indeed, particle 1 and particle 2 yield to the 
same functional representation of the function. However, 
each minterm in particle 3 is mapped to a non-'0000000' 
implicant. The final representation of the function of 
particle 3 is then equal to the TSUM of all of its selected 
implicants, i.e., which is not correct.

Table Partice1 Particle2 Particle3
0 0000000 0000000 0000000
0 0000000 0000000 0000000
0 0000000 0000000 0000000
0 0000000 0000000 0000000
0 0000000 0000000 0000000
0 0000000 0000000 0000000
0 0000000 0000000 0000000
0 0000000 0000000 0000000
2 2012300 0000000 2012300
3 0000000 1122200 2012300
1 1122200 0000000 1122200
0 0000000 0000000 0000000
2 0000000 2012300 2012300
2 0000000 0000000 2012300
0 0000000 0000000 0000000
0 0000000 0000000 0000000

Fig. 3. Example of particle representation.

Table 1: ALL IMPLICANT COVERING MINTERM 3112200

3112200
1112200
1122200
1012200
1022200
1112300
2112200
2112300
2012300
3112200

Minterm
21x1

1•3x2
3•0x3

0

12x1
2•2x2

2•0x3
0

20x1
0•3x2

3•0x3
0

20x1
0•2x2

2•0x3
0

31x1
1•2x2

2•0x3
0

Implicant
11x1

2•2x2
2•0x3

0

20x1
1•2x2

3•0x3
0
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3.2 Particle Fitness

The fitness function is separated into two parts. The 
first part is called Functional Fitness, Ff. the second part of 
the fitness function is called Objective Fitness, Fo. 
Functional fitness is obtained by comparing the truth table 
of the given function with that of obtained one. It is equal 
to the number of minterm matching (hits), Nh, between the 
two truth tables less the number of mismatch, Nm, between 
the two truth tables. This can be formulated as Ff = Fo +
Nh. with Np being the number of product terms, the 
Objective Fitness is formulated as Fo = (100-Np)/100.

The overall fitness is then calculated as the sum of 
functional fitness with objective fitness. Thus, a solution 
with the highest functional fitness, then the value of 
objective fitness will determine which of these to use as 
the best result.

TABLE 2: FITNESS CALCULATION FOR PARTICLE SHOWN IN 
Fig.4

P Truth Table Obtained Nh Nm Ff Np Fo Fit

1 00000000331022000000000023102200000
0000023102200 47 1 46 6 0.94 46.94

2 00000000231022000000000023102200000
0000023102200 48 0 48 6 0.94 46.94

3 00000000231022000000000023102200000
0000023102200 48 0 48 4 0.96 48.96

Table 2 shows the truth table obtained by each of this 
particle and its fitness respectively. The table shows that 
there is a miss in truth table matching for particle 1, which
means that this particle is not representing the given MVL 
function correctly. On the other hand, both particle 2 and 3 
represent the given MVL function correctly. However, 
particle 3 use less number of implicant compared to 
partcle2. Thus the objective function if particle 3 is bigger 
than that of particle 2, which result in higher overall fitness 
valued. As can be seen in the table, particle 3 has the best 
fitness and considered the best solution for the given MVL 
function.

3.3 Particle Movement

In the initialization step, each element of the particle 
is loaded with randomly chosen implicant. We can 
consider velocity as the number of displacement from 
current position to global best. For example, if the particle 
is moving with velocity 1 at position 2 and the position of  
best particle was 1 and  position of global best was 0, 
assuming that all coefficients are equal to 1, the new 
velocity for the particle will be equal to 1 + (1-2) + (0-2) = 
-2. In discrete nature of domain, velocity is equal with the 
displacement and each element of displacement should be 
an integer value. The displacement of a particle is 
calculated as followed:
Dt+1,i =c1 Dt,i + DSt,i  + DGt,i

DSt,i = c2r2(Pi,t - X)
DGt,i=c3r3(Pg,t - X)
Where
Dt,i=displacement of particle i at time step t
Xt,i=position of particle i at time step t 
DSt,i  = Displacement of particle I at time step t due to its 
best experience 
DGt,i = Displacement of particle I at time step t due to its  
global best experience 
Pi,t= previous best position at time step t
Pg,t = previous  global best position at time step t
C1m c2, and c3 = social/cognitive confidence coefficients
R2 and r3 = random numbers

The calculation of Dt+1, i is performed just to find out 
whether the amount of moves exceed Vmax or not. 

To give a superior picture of the methodology, 
assume that the position of a particle at time t is shown as 
particle 1 in Fig. 4. While the global best position as 
particle 2 in Fig. 4, and best position is shown as particle 3. 
Assume also that the displacement at time t was 2, Vmax is 
equal to 5 and all random number and coefficients are 
equal to 1.

Possible move to Best 
particle

Possible move to 
Global Best particle

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 2012200 -> 2012300
0 0000000 -> 1122200
0 1122200 -> 0000000

2012300 -> 2003300 0
0000000 -> 2113300 2012300 -> 0000000

0 0
0 0

Fig. 4 Possible move for a particle at time t

Fig. 5 shows the possible moves for the particle. 
These moves are the illustration of DS and DG. Thus, the 
value of DS is equal to 2 and DG id equal to 4. The value 
of Dt+1, i is equal to 2+2+4 = 8. Since the value of Dt+1, i is 
larger than Vmax, we need to Scale down the value of DS 
and DG. The value of DS will then equal to (2/8)*Vmax 
=1.25. Since we can only have an integer value, the value 
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of DS is then equal to 1. Similarity, the value of DG is 
now equal to (4/8)*Vmax = 2.5≈ 2. Using the new values, 
we can now perform the moves. Since Ds is equal to 1, we 
now need to randomly select one of the tow possible 
moves (to best Particle) shown in Fig. 5. Similarity, we 
will then need to randomly select tow out of four possible 
moves (to global best) shown in Fig. 5. Since DS+DG is 
still smaller than Dt+1, i, we will then need to perform Dt+1, 

i–(DS+DG) random move to the particle, to d this, can 
selected any minterm randomly and then select an 
implicant covering it randomly.

4. Heuristics for Irreversible Ternary MVL 
Circuit 

As indicated in [7] and [8], only 4-valued logic with 
2-inputs circuits has been mentioned. We extend and 
improve this by 3-valued logic and 3-inputs.

Another trick that we used for better result of 
synthesis is to synthesis the all function results (ex. F1 and 
F2) in a same time, because for synthesizing irreversible 
circuits as reversible circuits, that has two outputs, we 
need to synthesis both output simultaneously.

For better result, we change definition of tsum
according to using reversible gates in irreversible circuits, 
then:
TSUM (minterm1, minterm2) = 

mod (value_minterm1 + value_minterm2, 3)
In other words, this is concept of add in GF3.

GF3 (a,b,c, +) = (a+b+c  mod3)

5. EXPERIMENTAL RESULTS AND 
COMPARISON

We synthesis both irreversible and reversible circuits
(listed in Table 3) using our proposed heuristics.
Parameters used in our algorithm are shown in Table 4.

The result shows that this method is useful to 
synthesis and improves irreversible MVL circuits. As 
shown in Table 5, tested circuits in our heuristics has less 
product terms versus [7] and [8].

Table3: Tested Circuits
InputFunction Output

110 nxxx 
Prodn

3mod)( 110  nxxxy 

110 nxxx 
sumn

3mod)( 20 nxxxy  

110 nxxx 

ncyr
3mod

1

0
mod)(

1

0 






















r

j
nji

n

i
xy

110 nxxx 
Sqsumn   3mod2

1
2
1

2
0  nxxxy 

110 nxxx 
Avgn   3mod/)(int 110 nxxxy n 

a b c
a2bcc 3mod)( 2 cbcay 

a b
Thadd  3/)(int bac  , 3mod)( bas 

a b c
tfadd  3/)(int cbay  , 3mod)( cbas 

a b
mul2  3/int abc  , 3modabm 

a b c
mul3  3/int abcc  , 3modabcm 

Table 4: Parameters of Algorithm
max_iterations 100
no_of_particles 20
g_best_fitness 0
c1 1
c2 0.5
c3 0.5
Vmax 5

Table 5: Comparison Results

Number 
of PTs

Number of PTs
[7][8]

Number of 
mintermsFunction

488Prodn
(Pruduct n)

121418Sumn
(Sum n)

81316Ncyr
(n cyclic r)

91521Sqsumn
(Square sum n)

51318Avgn
(Average n)

71418a2bcc

67F1=S=6, 
F2=c=3

Thadd
(Ternary half 

adder)
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1925F1=S=18, 
F2=c=11

Tfadd
(Ternary full 

adder)

3(M=4+c=1)=5F1=M=4,
F2=c=1

mul2
(multiple 2)

7(m=8+c=4)=12F1=M=8, 
F2=c=4

Mul3
(multiple 3)

Length of function is important in PSO algorithm. 
Our method cans synthesis 3-valued 3-inputs, that were
96*7-bit input for PSO, in acceptable and admissible time.   
As seen in table 1, our heuristics lead to less product terms 
and that is equal to less gate and less gate consumes less 
power and less waste power is one of synthesis goals.

6. Conclusions

Some heuristics on discrete Particle Swarm 
Optimization based technique for synthesis of MVL 
functions is presented in this paper. The comparison made 
with the other algorithms shows that the technique 
introduced produces better results, in terms of the average 
number product terms needed to synthesize a 3-valued 3-
input given MVL function.
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Abstract
This paper presents an automatic cooperative tracking of the 
interested target using two quad-rotors UAVs equipped with 
stereo vision systems. The system includes vision-based 
algorithms for searching and detecting of target on the video 
stream. The data processing algorithm used to estimate the 
position of the target, in addition a method offered based on 
Kalman filter. This method applied to fusion of each UAV’s 
estimation together. This combination’s result increased accurate 
estimation of target location comparing with single ways. 
Keywords: Unmanned Aerial Vehicles, Machine vision, Kalman 
Filter, Data Fusion, Vision-Based Tracking, Cooperative.

1. Introduction

Unmanned aerial vehicles (UAV) have attracted 
considerable attention in recent years. UAVs are applied in
pilotless systems. These systems are well suited to use in a 
wide range of missions and operations that dangerous or 
difficult for human, such as search and rescue operations 
after natural disasters, as well as inspection and 
surveillance in military or urban areas. In these operations, 
the use of video cameras and machine vision techniques is 
special interest due to the wealth of information they can 
provide. Researchers have used on-board camera for 
remote sensing of forest fires [1-4]. Coifman and McCord
groups developed a machine vision-based roadway traffic 
monitoring system by using fixed-wing unmanned aerial 
vehicle [5]. In addition a number of researchers have used 
vision-based techniques for target detection and tracking.
The use of vision for estimation and tracking of ground 
based targets has also been studied by Bethky and Yorks 
groups [6], [7]. Using of a quad-rotor UAV with an on-
board camera for autonomously identifying and tracking of 
marine animals has been developed in another paper [8].

Application of video cameras on unmanned aerial systems 
for tracking targets, poses several challenges. In first step, 
an algorithm must be proposed to identify targets of 
interest, in second step, if the target is found, its location 
must be estimated. Finally, the UAV may use this 
information to track the target.
When the target moves or the environment has some 
obstacles, the ability to estimate the exact location of a 
target with single UAV could be limited. Multiple systems 
for tracking targets can be useful and provide a more 
accurate estimation of the target position.
This paper, proposes an automatic vision-based estimation 
and tracking algorithm that takes advantage of the 
cooperation between two quad-rotors UAV that equipped 
with a stereo-vision system. This system contains two 
critical parts 1) computer vision technics for stereo vision 
based depth estimating and 2) a computer vision algorithm 
for detecting and identify the target. Kalman filters are 
often employed to estimate object state [9]. Designed
system has a Kalman filter based Algorithm to estimate the 
target location in the environment. To provide a more 
accurate result, cooperative system proposed. Combining
estimation of UAVs will achieve the desired objective of 
accuracy.
The paper is organized as follows. Section 2 presents a 
method for identifying and estimating target position using 
stereo cameras. Section 3 explains how to locate the target
in environment. Section 4 describes a method for 
combination of UAVs estimated data. Section 5 explains
the tracking system. Section 6 presents the experiments 
and the results obtained. The conclusions and future trends 
in section 7 complete the paper.
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2. Machine Vision

The goal of the proposed machine vision system is 
searching and identifying the target in the video stream 
and also estimating target position relative to the camera.
At first, images are garbed from a stereo camera with BGR 
color system (OpenCV library standard color system). In 
order to implement a stereo depth estimation with a
reasonable level of accuracy, it is important to calibrate the 
camera system. It is a process of finding the intrinsic and 
extrinsic parameters of the camera. Because of different 
light conditions prevailing in various parts of the test 
environment, images are converted to the HSV color 
system. Thresholds are defined in each image channel for 
improving robustness of the target recognition system in 
various light conditions. After thresholding process, there 
is still some noise on the binary image. The median filter 
is used for removing noise from the image and smoothing. 
After multiple steps of pre-processing on the image, it is 
necessary to find the external contours of interested target 
to compute the center of the target in the images. When the 
center of the target in both images is obtained, the position 
of the target relative to the camera can be estimated using 
the Eq. (1), (2) and (3) [10].
Fig. (1) shows the diagram of proposed machine vision 
system.

Fig. 1 Diagram of machine vision system

���� = ��
�

(1)

���� = �� ∗
�
	� (2)

���� =	�� ∗ 	�� (3)

����, ����, ���� are coordinates of  the target relative to 
the camera, B is the stereo camera based line and f is the 
focal length of camera and ��, �� Represent coordinate of 
target on the left image plane.

3. Target Localization

This section explains about generating an estimation of the 
target position in the testing environment. To get the 
coordinates of target in the test field, we need to have 
coordination of UAV in the environment. This information 
can be obtained via the localization sensors which are 
mounted on the UAV. Also a simulated inertial
measurement unit (IMU) mounted on each drone to obtain 
the rotational angles.
The target location can be expressed using Eq. (4)

�
�������
�������
�������

� = �
����
����
����

� + �
����
����
−����

�
(4)

������� , ������� and ������� represent the position of the
target in the environment, ���� , ���� and ���� are the 
position of UAV and	����, ���� and ����	are the position 
of the target in the camera image, respectively. The 
rotation around Z axis is expressed using Eq. (5).

�
�� = � Cos� − � Sin �
�� = � Sin � + � Cos�
�� = �																													 (5)

x, y, and z are the coordinates of the target on the image 
plane, and ��,	��	and �� are target coordinates by applying 
UAV rotation around the z axis, which is characterized by 
ψ. 
It assumes that the position of the UAV and target position 
measured relative to the camera, are not perfectly accurate 
due to the sensors noise or other artifacts. It leads to 
uncertainties in both knowledge of UAV and target 
location. In this work Kalman filter was applied to reduce
this uncertainty.
This paper uses system model with state vector according 
to Eq.  (6):

� = [�, �, �, �̇, �̇, �̇] (6)

Process model and measurement model are then given by 
Eq. (7) and (8).
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���� = ��� + �� (7)

�� = ��� + �� (8)

�� and ��  are process noise and measurement error of 
the system model. A denotes the state transition matrix and 
H is measurement matrix. A and H given by Eq. (9), (10):

A = 	
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H = �	
1		0		0		0		0		0
0		1		0		0		0		0
0		0		1		0		0		0

�
(10)

4. Data Fusion

In this section, a data fusion algorithm for creating a 
cooperative estimated of the interested target position is 
developed. The basic idea of the proposed fusion 
algorithm is to combine local estimate of multiple UAV's. 
The aim of the algorithm is to provide an accurate target 
state estimate and to allow better tracking of the target. 
Ideal tracking is not needed for a single vehicle to perform 
maneuvers to achieve a better vantage point.         
In this system, observation of each UAV provides an 
estimation of target position by the local Kalman filter and 
this estimation is input of a global Kalman filter for fusion 
of other observations. Fig. (2) displays the schematic of 
the data fusion system.

Fig. 2 The diagram of data fusion system

5. Tracking System

In order to track a target, the target location is transmitted 
to the decision-making unit. According to the location and 
position of the UAVs and target direction, the control 
commands are generated and sent to UAVs.
The commands production is considered in two cases.
First, the arrangement of the drone must have some 
conditions. They should not collide with each other. A 
default arrangement for this purpose is considered. The 
second objective is that the target must always be in the 
camera field of view. In this case, UAV visually locks on 
target. Fig. (3) shows scheme of the target tracking system 
using machine vision.

Fig. 3 Scheme of the target tracking system using machine vision

6. Results

In this section the results of tracking algorithm are
presented. In order to increase the similarity of an actual 
camera image in simulating environment, Gaussian noise 
with mean (m = 0.1) and variance (v = 0.01) is added.
Also the Gaussian white noise with signal-to-noise ratio 
(SNR = 25 dB) is combined by UAV location coordinates 
data in the simulation environment. The webots software 
package used to verify the performance of stereo vision 
estimation and tracking system. For simulating system, 
two quad-rotor UAV equipped with a stereo vision system 
was used as the test platform. The UAVs are simulated 
version of Airrobot drone. A small UGV robot was used as 
a target on the ground. In the first experiment, the 
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objective of drones was two goals. Hovering with the 
target in the field of view and estimating the target 
position in test filed. This experiment performed with a 
single drone and also this test repeated cooperatively with 
two UAV.

Fig. (4) indicates the configuration of the experiment using 
a screenshot from  testing environment.

Fig. 4 Screenshot from test environment

The result of the first experiment with single and two 
UAV are shown in Fig. (5) and Fig. (6). The plot shows 
the x-y position of the target and black rectangle illustrates
the target actual position. Table 1 and Table 2 are 
demonstrating Standard deviation and Mean absolute error 
of the estimation.
The estimated location of the target for X and Y axis 
remains within 0.016 m and 0.01 m of its true location and 
its great result considering that the target itself is over 
0.2m length.

Fig. 5 Estimating the target position in test filed (single UAV)

Fig. 6 Estimating the target position in test filed (cooperative)

Table 1: Standard deviation (first experiment) via single and cooperative 
methods

Method X (m) Y (m) Z (m)

Single 0.031911 0.034547 0.032965
Cooperative 0.016195 0.010007 0.020809

Table 2: Mean absolute error (first experiment) via single and cooperative 
methods

Method X (m) Y (m) Z (m)
Single 0.026801 0.046052 0.064371

Cooperative 0.013394 0.007586 0.050459

The second experimental result shows the benefits of 
cooperation rather than the single UAV solution for 
tracking scenario. In this experiment, the drones hover on 
the moving target. The drones are trying to track and keep 
the target in the camera field of view. It should be noted, 
the ground vehicle moved to outside of drons field of view,
once the UAVs not moved on with it.
This experiment was accomplished with single UAV and 
cooperatively by two UAVs. Fig. (7) and Fig. (8) 
demonstrate the position of the target in traveled path and 
black rectangle described the actual path, respectively.
Table 3 and 4 are displaying Standard deviation and Mean 
absolute error of the estimation.
The results demonstrate that the UAVs were able to 
estimate the position of ground vehicle with reasonable 
precision (within 0.02 m of its true location) even in case 
they were moving together in order to keep the vehicle in 
the field of view of two UAVs. 
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Fig. 7 Results of single UAV estimation and tracking

Fig. 8 Results of cooperative estimation and tracking

Table 3: Standard deviation (second experiment) via single and 
cooperative methods

Method X (m) Y (m) Z (m)
Single 0.038997 0.044139 0.105924
Cooperative 0.021164 0.026268 0.057198

Table 4: Mean absolute error (second experiment) via single and 
cooperative methods

Method X (m) Y (m) Z (m)
Single 0.031820 0.051173 0.089985

Cooperative 0.016778 0.023611 0.044774

The third experiment shows the tracking of target in 
bumpy path. Note that the estimator also provides the Z 
position of the target. In this experiment target moves up 
the ramps with different height. Fig. (9) and Fig. (10) 
shows the target position in traveled path and black vector
is actual direction. This experiment was accomplished
with single UAV and cooperatively by two UAVs. Table 3
illustrates Standard deviation of estimation and Table 4 is
demonstrating Mean absolute error of the estimate.
According to the results it can be found that the system
was able to estimate the position of ground vehicle with 
good precision and location of the target for Z axis
remains within 0.028 m of its true location. The 
experiment results show that cooperative system remains
very accurate in all three dimensions.

Fig. 9 Results of single UAV estimation and tracking (bumpy path)

Fig. 10 Results of cooperative estimation and tracking (bumpy path)
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Table 5: Standard deviation (Third experiment) via single and 
cooperative methods

Method X (m) Y (m) Z (m)
Single 0.038295 0.031898 0.052920

Cooperative 0.017074 0.017838 0.028494

Table 6: Mean absolute error (Third experiment) via single and 
cooperative methods

Method X (m) Y (m) Z (m)
Single 0.031035 0.038741 0.041519

Cooperative 0.013627 0.013378 0.022943

7. Conclusions

This work proposes a vision-based system for cooperative 
tracking and following of a dynamic target. The system 
uses stereo cameras for identifying and estimating target 
position relative to the camera. This work uses a Kalman 
filter for estimating the target position and also for fusion 
of each UAV’s estimated data. Simulation results verify 
the performance of the system in cooperatively tracking of 
target and offer more accurate result against single UAV
and robust in face of estimation errors cause location 
sensors and other factors. As future work we would like to 
test the system in hardware in loop system and on a real 
UAV.
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Abstract
With the development of mobile technology and the extensive 
use of intellectual mobile terminal, the mobile E-commerce has 
become a brand new method for the business activity for both 
individuals and enterprises. However, as the mobile E-
commerce is in its infancy, its commercial environment is still
not perfect and exist transaction security problems become a 
barrier in the rapid growth of mobile commerce subscriber. In 
order to make a way to select an appropriate solution to address 
M-commerce security problems, this survey completely focus on 
security issues in M-commerce and analyze the security 
requirements and important vulnerable of mobile e-commerce, 
existing security solutions are investigated in detail, the survey 
highlights important parameters and discusses the impact of the 
parameters on security, the survey identifies the open research 
issues regarding security and privacy in mobile e-commerce, and 
finally, state of the art taxonomy is presented.
Keywords: Mobile E-Commerce, WPKI, WAP, e-Key, Double 
Layer Encryption, Double Encryption Model.

1. Introduction

Mobile E-commerce is the B2B, B2C or C2C E-commerce 
which carries on mobile phones, PDA, handheld
computers and other wireless terminals. It combines the
Internet, mobile communication technology and other
related technologies, so user's on-line activities will not be
limited by time and space, thus, it will greatly facilitate
user's life. With the development of mobile technology 
and the extensive use of intellectual mobile terminal, the 
mobile E-commerce has become a brand new method for 
the business activity for both individuals and enterprises. 
By combining the wireless network and E-commerce, 
suppliers can provide a more convenient and quicker 
service on a human scale for their customers. With the 
coming of the 3rd Generation mobile communication (3G) 
age and the progressive popularization of smart phones, 
M-commerce, M-banking, M-wallet and other mobile 
business is accelerating development.

The broadcast nature of the wireless communication and 
increased popularity of wireless devices introduce serious 
security vulnerabilities. Mobile users and providers must 
be assured of the correct identity of the communicating 
party; user and signaling data must be protected with 
confidentiality and integrity mechanisms. Mobile security 
architecture was divided into four levels: Network access 
security, Provider domain security, User domain security 
and Application security, as shown in Fig 1 [2].

Fig. 1 Mobile Security Architecture [2].

Obviously, the mobile E-commerce which takes mobile 
phone as the major carrier has good prospects for
development, and it becomes the research hot spot 
gradually. Mobile commerce still doesn’t develop as 
people expected because the security is a key problem of 
different mobile commerce. However, as the mobile E-
commerce is in its infancy, its commercial environment is
still not perfect and exist transaction security problems
need to be solved [4].

In this article we have tried to study the challenges and 
vulnerabilities of mobile E-commerce and analyze 
provided solutions to facilitate selecting appropriate 
solution for M-commerce Security. The rest of the paper
is organized as follows. Section2 presents the 
Vulnerability Analysis of Mobile E-commerce 
Transaction System. Section 3 reviews M-commerce 
Security requirements. Section 4 deals with actual survey 
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of different security solutions that have been presented 
and published. Section 5 presents the parameters used to 
evaluate different security solutions for M-Commerce.
The positive and negative aspects of security frameworks 
are illustrated in Section 6. Finally, Section 7 concludes 
our survey.

2. The vulnerability analysis of mobile E-
commerce transaction system

In the whole transaction process of mobile E-commerce 
transaction system, there are three main unsafe factors 
which come from the mobile terminals, the mobile radio 
interface and the network-side [4].

2.1 Mobile terminal s unsafe factors

Mobile terminal's unsafe factors are mainly manifested in
the user's identity, account information and authentication
key and so on. For example, other people who get the
user's mobile terminal are likely to fake the user's identity 
to do some illegal activities [4]. 

2.2 Radio interface's unsafe factors

As communication between mobile terminals and fixed 
network in wireless transmission relies on an open 
wireless interface to transmit, any people who have
appropriate wireless device will have the opportunity to
get the information through intercepting it over wireless
channel, and even can modify, delete or re-transmit the 
information, which pose a threat to the trading activities
[4]. 

2.3 The network's unsafe factors 

The network mainly refers to wireless networks, gateways 
and cable lines. If the information is not protected when
being transmitted in wireless networks, wired networks
and converted by gateways, it is likely to be exposed 
causing a threat to the trading activities [4].

3. Security requirements analysis

When people use mobile commerce, their information 
must be transmitted through mobile Internet, including 
the customers’ private information, the order information, 
and the payment information and so on. All these 
information should be kept secret for other people.
Therefore the security transmission of the data and 
information is the important guarantee of safe mobile 
commerce. Security requirements in mobile commerce 

generally should include the following several aspects, 
each of these feature groups meets certain threats and 
accomplishes certain security objectives [5]:
- Network access security (I): the set of security features 
that provide users with secure access to 3G services, and 
which in particular protect against attacks on the (radio) 
access link; 
- Network domain security (II): the set of security 
features that enable nodes in the provider domain to 
securely exchange signaling data, and protect against 
attacks on the wire line network; 
- User domain security (III): the set of security features 
that secure access to mobile stations;
- Application domain security (IV): the set of security 
features that enable applications in the user and in the 
provider domain to securely exchange messages; 
- Visibility and configurability of security (V): the set 
of features that enables the user to inform himself whether 
a security feature is in operation or not and whether the 
use.

4. Survey of M-commerce Security solutions

In this section, we present counter measure solutions that
have been proposed to securing M-Commerce. A 
comparison and critical discussion on the proposed ideas
will be detailed in section 6.

4.1 Mobile commerce security solution based on 
WPKI with Bluetooth 

Pan Tiejun et al.[1] expressed that A WAP browser 
provides all of the basic services of a computer-based web 
browser but simplified to operate within the restrictions of 
a mobile phone, such as its smaller view screen. Users can 
connect to WAP sites: websites written in, or dynamically 
converted to, WML (Wireless Markup Language) and 
accessed via the WAP browser. By WAP, service 
providers had extremely rich opportunities to offer 
interactive data services such as: Email by mobile phone, 
tracking of stock-market prices, Sports results, News 
headlines and Music downloads. WAP adopts Wireless 
Public Key Infrastructure (WPKI) as security solution. 
WPKI is a two-factor authentication scheme using mainly 
the mobile phone and a laptop. It is mainly promoted by 
banks, mobile operators, and mobile network 
manufacturers. WIM (WAP Identity Module or Wireless 
Identification Module) is based on the WAP 1.2 
specification enabling secure transactions and non-
repudiation based on a digital signature, which has been 
support by some Smartphone with WIM slot. It is the core 
component to the mobile commerce security solution. But 
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WIM is not ordinary accepted by the Mobile operator in 
China, additional it is not compatible with the current a 
large mass of mobile phone. In order to solving this 
problem, we transform the WIM function into the 
Bluetooth earphone which can be widely accepted by the 
people.

Paper authors proposed a mobile commerce security 
solution based on WPKI with Bluetooth earphone that can 
be divided into following roles: 

 Registration Authority - manages the user 
registration and customer care, usually acts on 
behalf of a Certification Authority; 

 Certification Authority - manages activation, 
suspension and revoking of certificates; 

 Trust Service Provider - acts as a central interface 
in WPKI infrastructure; main tasks include 
accepting authentication and signing transactions 
from Service Providers, passing requests to Mobile 
Operators and certificate and signature validity 
check; 

 Service Provider - third party that is interested in 
authentication and/or digital signature of the user.

These roles in the above solution include: 
 WIM Bluetooth (subroutines related to 

cryptographic functionality); 
 Mobile phone (compatibility with GSM/UMTS 

standards); 
 SMSC; 
 OTA server; 
 Mobile phone user interface (UI); 
 Transaction interface (TI).

This solution has considered that only qualified 
certificates are used in WPKI implementations, therefore 
CA’s are in charge of supervising RA’s registration 
services conformance to local legal requirements [6]. Our 
mobile commerce security architecture model consists of 
WTLS (Wireless Transport Layer Security), WMLScript 
(Wireless Markup Language Script), WIM (Wireless 
Personal Identity Module), and WPKI (Wireless Public 
Key Infrastructure) as shown in Fig. 2. The core security 
component of WIM Bluetooth earphone is ESAM
(Embedded Secure Access Module) connect Bluetooth 
chip via ISO-7816 protocol supporting WPKI security 
function which communicate to Smartphone by Bluetooth 
wireless connection.

Fig. 2 Mobile commerce security solution based on WPKI with Bluetooth 
earphone [1].

The Bluetooth earphone plays the cryptographic token 
role in WPKI architecture considered by our solution 
because more and more Smartphone has the Bluetooth 
earphone which can be access by the application on J2ME, 
UIQ etc. platform. Additional Bluetooth standard give its 
own complete security solution which can be reuse by 
mobile commerce. The Bluetooth earphone contains a set 
of cryptographic primitives that allows producing some 
WPKI functionality. The minimum set of requirements 
for a WPKI Bluetooth earphone is to produce 
functionality which is similar to that of the "conventional" 
PKI smart-card:

 encryption of binary data with some low value 
cryptographic key Key-S

 encryption of binary data with some high value 
cryptographic key Key-N (used for non-
repudiation signatures) 

The first encryption function (that uses low-value Key-S) 
may be used in authentication applications and to create 
signatures that have no legal implications for the signer.
The second encryption function (that uses high-value 
Key-N) may be used in non-repudiation signing 
applications that produce artifacts with potentially legal 
implications for the signer. The Key-N may be routinely 
associated to the qualified certificate; the usage of this key 
has to be (obligatory) protected by some signing PIN code 
inside the Bluetooth earphone (no technical possibilities 
to invoke the usage of this key without making the user to 
input the signing PIN).

4.2 An advanced mobile security solution based on 
distribute key without changing hardware 
configuration of the mobile devices

Pan Tiejun et al.[2] present an approach in which the 
mobile security is enhanced by an isolated external 
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electronic security key (eKey) with a security 
enhancement mechanism. They propose an advanced 
mobile security solution and related security methodology 
based on distribute key without changing hardware 
configuration of the mobile devices. The solution consists 
of the UE (User Equipment), an electronic security key 
(eKey) which is connected to the mobile device by 
adaptable interface for enhancing the UE security ability 
and storing private data, CA with digital certification and 
web server which provides the M-commerce services. UE 
communicates with web server and CA via wireless 
mobile net and Internet. UE communicates with eKey via 
adapted interface (e.g., COMM, USB and Bluetooth). We 
provides M-commerce security procedure for application 
layer, which implements all kinds of mobile security 
services for the sake of convenience: User identification 
and administration (IMSI/ISDN/EID), AKA (Authority 
and Key Agreement), DI (Data Integrity), DC (Data 
Confidentiality), authentication information translation 
between eKey and web server etc. It is based on OOD 
technology, which provides compatible API with 3GPP 
security protocol, user can flexible configure the security 
service and main algorithms library according to different 
requirements. At the same time, it provides the concrete 
realization of the core algorithms clear defined of 3GPP. 
All algorithms are realized based on two core encryption 
modules: KASUMI and AES.

Fig. 3 Advanced mobile security solution based on distribute key without 
changing hardware configuration architecture [2].

In this mobile information security solution, the eKey has 
played a very important role. We have developed a 
practical project of the eKey to explore the technology 
feasibility of the solution. The eKey hardware design is 
mainly to solve the hardware encryption and anti-attack 
problems. As an external security device used for mobile 
phone, eKey should support Public Key Infrastructures 
(PKI) mechanism with Single DES, Triple DES, SHA-1, 

RSA arithmetic and X.509v3 certificates storage. Further, 
eKey should have high performance with low cost, power 
saving and tiny.

4.3 A double layer encryption scheme based on WAP 
for M-Commerce

Feng TIAN et al.[3] proposed a double layer encryption 
schemes based on WAP, in order to solve the problem of 
security gap in the transmission of mobile E-commerce 
information through WAP gateway, which combines with 
WAP security architecture and mobile E-commerce 
security architecture. The data is encrypted with the 
public key of application server on the mobile terminal 
firstly, and then the encrypted data is encrypted again 
with WTLS in the wireless network and TLS/SSL in 
wired networks, which realizes the double layer 
encryption transmission. The digital signature and 
verification based on elliptic curve cryptography are 
adopted in this system, which can fast verify the identity 
of both parties. This mobile E-commerce security system 
adopts a double layer encryption schemes in its data 
transmission and provides a safe transmission for its data. 
The security transmission process is as shown in figure 4.

Fig. 4 Security transmission process in double layer encryption scheme 
based on WAP [3].

1) The terminal encrypts data message M0 to get M1 
with the public key PA of application server, then 
encrypts M1 with the key Ke1, and gets M2, then 
sends M2 to WAP gateway. 

2) WAP gateway decrypts the message M2 with Ke1 
and gets the encrypted file M1. 

3) WAP gateway encrypts M1 by TLS/SSL’s key Ke2 
and gets M3, then sends it to the application server. 

4) The application server will decrypts M3 with Ke2 
and get M1, then decrypts M1 with its own private 
key dA and gets the cleartext M0.

4.4 Improved double encryption model 

Suzhen Wang et al.[4] proposed the solution of security 
vulnerability in mobile E-commerce based on the "double
encryption model". In this model, each symmetric
encryption algorithm, public key encryption algorithm
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and message digest algorithm owned by mobile terminals
and content servers has a priority, the most widely used 
algorithm has the highest priority; the second widely used 
algorithm has a second priority, and so on. First, mobile 
terminal sends a group of algorithms which have the
highest priority to content server (rather than sent all of 
its algorithms to the server); the content server compares 
the algorithms sent by mobile terminal with its own 
algorithms by priority from high to low. As the high
priority algorithm is the most widely used algorithm, the 
process of selecting matching algorithm between mobile 
terminal and server is easier than "double encryption 
model".

Fig. 5 Double encryption model diagram [4].

The transfer process is the same as that of double 
encryption model. The specific steps are as follows:

 Mobile terminal uses the security session key Ke to 
encrypt information, then encrypts the encrypted 
information with a shared WTLS key WKe1 
between mobile terminal and WAP gateway, and 
then sends it to the W AP gateway. 

 WAP Gateway uses Ke 1 to decrypt the information 
received. Because before data encrypted by Ke 1, it 
is also encrypted by Ke which shared by mobile 
terminal and content server, after the W AP 
gateway has decrypted the data, it's also cipher text, 
so that important information will not be exposed. 

 WAP gateway uses the SSL / TLS key Ke2 to 
encrypt the information decrypted by W AP 
gateway with Kel, and then sends it to the content 
server.

 Content server receives information that WAP 
gateway has sent. The content server uses Ke2 to 

decrypt the received information first, and then use 
secure session key Ke to re-decrypt the information. 
Thus, the data which mobile device has sent is 
received. 

Similarly, the content server can also use the same 
method to send encrypted information to the mobile 
device.

5. Evaluation criteria for M-commerce 
Security solutions

M-commerce Security solutions evaluation criteria will be 
described in this section. The analysis of mentioned 
automated requirements tools was necessary to define 
their common characteristics and way how they measure 
tools. Besides that the result of this comparison is a set of 
criteria that we believe are necessary for M-commerce 
Security By considering the importance of the 
aforementioned parameters (Section3) in M-Commerce. 
The criteria listed below are most common criteria that 
discussed in articles and researches [1][2][3][4] with 
considering all M-commerce security aspects:

5.1 Basic theory

The basic theory parameter specifies the basic building 
blocks of the discussed security solutions for M-
Commerce. The basic building blocks may be 
mathematical or cryptographic principles. The basic 
theory parameter is included to identify the computational 
requirements of the discussed security framework
solutions.

5.2 Uniform look and feel for users

No or minimal need to change the hardware and software 
configuration (in order to simplify user education and 
support).

5.3 User confidentiality

Inability to identify the recipient and the sender of the 
message by an Eve.

5.4 Mutual authentication 

Also called two-way authentication, is a process or 
technology in which two parties authenticating each other 
suitably.
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5.5 Data integrity

Maintaining and assuring the accuracy and consistency of 
sent and received data. The data integrity parameter 
identifies the consideration of the integrity verification 
issue in discussed security solutions.

5.6 Data confidentiality

Preventing the disclosure of data to unauthorized 
individuals or systems.

5.7 Easy implementation

No need to add any devices in WAP gateway, application 
server or system reconfiguration and change the 
configuration of the hardware.

5.8 High efficiency 

The ability to function better and faster under the same 
sources, especially fit for the low calculating mobile 
terminal.

5.9 Small storing space

Small storing size for storing the key and parameters used 
in the solution.

5.10 High channel utilization

The ability to support high channel utilization by 
increasing the nodes.

5.11 Fast operation velocity

Velocity of both parts authentication, connectivity and 
encryption and decryption operations.

5.12 Cost reduction

Reduce the cost of encryption and decryption operations
and consultations between mobile terminals and servers.

5.13 Authentication

Process of determining whether someone or something is, 
in fact, who or what it is declared to be.

5.14 Authorization

The process of validation user permission and privilege to 
M-commerce Services.

5.15 Anti-repudiation

The ability to ensure non-repudiation of information 
exchange (Non repudiation protects a sender against the 
false assertion of the receiver that the message has not 
been received, and a receiver against the false assertion of 
the sender that the message has been sent.).

6. Evaluation

All the solutions discussed under the category of Survey 
of M-commerce Security solutions have been presented in 
Table 1 chronologically. Each security solution has been 
evaluated with reference to evaluation criteria discussed 
in Section 5.
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Table 1: Comparison of evaluated M-Commerce security solutions
Mobile commerce 
security solution based 
on WPKI with 
Bluetooth[1]

An advanced mobile 
security solution based 
on distribute key 
without changing 
hardware configuration 
of the mobile devices[2]

A double layer 
encryption scheme 
based on WAP for M-
Commerce[3]

Improved double 
encryption model[4]

Basic theory WIM function with 
Bluetooth earphone

Distributed e-key double layer encryption 
scheme

double encryption model

Uniform look 
and feel for 
users

Yes Yes - -

User 
confidentiality Yes Yes Yes Yes

Mutual 
authentication - Yes - -

Data integrity Yes Yes - Yes

Data 
confidentiality Yes Yes Yes Yes

Easy 
implementation - Yes Yes Yes

High efficiency - Yes Yes -

Small storing 
space - Yes Yes Yes

High channel 
utilization - - Yes -

Fast operation 
velocity Yes - Yes Yes

Cost reduction Yes - Yes Yes

Authentication Yes Yes Yes Yes

Authorization Yes Yes Yes Yes

Anti-
repudiation Yes Yes Yes Yes
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Pan Tiejun et al.[1] proposed a secure solution which is 
based on WPKI with Bluetooth earphone. The user is 
generally responsible for managing his user names and 
PINS or passphrases When a PIN and passphrases 
identifies individuals, which could possibly vary from 
service to service. This requirement places too much of a 
burden on users who have multiple sets of user names 
with PINS or passphrases using all kinds of mobile 
commerce. In this security solution, the user accesses a
certificate with a passphrase stored on a Bluetooth 
earphone. The certificate represents the individual as his 
or her personal identity throughout the session. Because 
users must remember only a passphrase, this approach is 
less of a burden for them than having to remember both a 
PIN and a passphrase; moreover, the safe solution based
on the WPKI is much safer than PINS.
The aim of this security solution for WPKI transactions 
implementation is to ensure: 

 Adequate security level (in order to achieve 
interoperability among applications); 

 Uniform look and feel for users (in order to simplify 
user education and support); 

 Flawless operation.
This security solution design using WIM Bluetooth 
earphone which can protect the message at the application 
layer, avoid the Security Gap problem to ensure end to 
end security. WIM Bluetooth earphone adopts hardware 
encryption techniques which is safer than software 
encryption and cheaper than Biometric Identification 
Technology.
Pan Tiejun et al.[2] proposed an advanced mobile security 
solution based on distribute key without changing 
hardware configuration of the mobile devices. The 
solution consists of the UE (User Equipment), an 
electronic security key (eKey) which is connected to the 
mobile device by adaptable interface for enhancing the 
UE security ability and storing private data, CA with 
digital certification and web server which provides the M-
commerce services. UE communicates with web server 
and CA via wireless mobile net and Internet. UE 
communicates with eKey via adapted interface (e.g., 
COMM, USB and Bluetooth). M-commerce security is 
enhanced by using external security key and specified 
policies including user confidentiality, mutual 
authentication, data integrity and confidentiality. 
Furthermore, the design of eKey is given which put 
emphasis on the hardware security solution and the 
communication mechanism between main controller and 
security module. In this way, the M-commerce security 
problem is solved to a certain extent.
Feng TIAN et al.[3] We adopt the encryption schemes 
based on the double layer which has realized the safety 
transmission in mobile E-commerce. The connection 

between smart card and encryption calculation on elliptic 
curve cryptography makes up for the defects of low 
calculation on mobile terminal, quick to produce the key 
pair and achieve the data encryption, decryption, digital 
signature and the verification. System performance 
analysis show that this solution satisfy following 
characteristics: 

 High security: The adoption of double layer 
encryption schemes, on one hand, solves the 
security problem thoroughly exposed in the WAP 
gateway data information decrypting and the 
encrypting process; on the other hand, the ECC 
public key system is obviously superior to 
RAS&DSA.

 Easier implement for the system: This plan does not 
need to add any devices in WAP gateway, 
application server or system reconfiguration, but 
only a WIM card.

 High operating efficiency: ECC is much faster than 
RSA and DSA for its application of elliptic curve 
crypto under the same resources, especially fit for 
the low calculating mobile terminal.

 Small storing space: The storing size for ECC’s key 
and system parameter is much smaller than RSA 
and DSA. 160 bits’ ECC has the same security 
extension with 1024 bits’ RSA and DSA, and 210 
bits’ ECC the same with 2048 bits’ RSA and DSA, 
which is specially designed for relatively small 
storing devices, such as WIM.

 High channel utilization factor: Utilization factor of 
data acceptance in WAP gateway’s wireless 
channel shows the obvious increase in utilization 
factor with the increase of nodes.

This system has characteristics of high security, fast 
calculation speed, high channel utilization factor etc., 
which can meet the safety need of WAP mobile E-
commerce.

Suzhen Wang et al.[4] proposed an improved 
security solution on the WAP gateway based on the 
"double encryption model". This solution can reduce the 
communication cost of the encryption consultations
between mobile terminals and servers, shorten the time
internal of consultations, and increase the connection
speed and security degree in mobile E-commerce 
transaction. This solution has built a secure channel
between mobile terminal and content server because the 
data is protected in the whole process of transmitting, so 
the solution has solved the weak point that the WAP 
gateway be able to see clearly of the message. This 
solution only needs add encryption/decryption functions at 
the application layer, does not require hardware-level 
changes, so it is easy to implement. Security analysis of 

ACSIJ Advances in Computer Science: an International Journal, Vol. 3, Issue 2, No.8 , March 2014
ISSN : 2322-5157
www.ACSIJ.org

131

Copyright (c) 2014 Advances in Computer Science: an International Journal. All Rights Reserved.



the Improved Double encryption Model shows that this 
solutions includes: 

 Data integrity. To transfer data, we use the WTLS 
protocol between mobile terminal and WAP 
gateway, and TLS / SSL protocol between W AP 
gateway and content server; both protocols use a
message authentication code mechanism to ensure 
data integrity. 

 Data confidentiality. In the program only mobile 
terminals and the content server can see the 
message clearly, so it can ensure the confidentiality
of the data. 

 Status authenticity. The program uses 
authentication technology to ensure the authenticity 
of the identity of the transaction parties. 

 Anti-repudiation. The program uses digital 
signature in the exchange of information to ensure 
non-repudiation of information exchange.

7. Conclusions

The survey critically investigates different security 
solutions proposed for the M-Commerce. Most of the 
discussed security solutions tried to fix security flaws in 
WPKI and WAP gateway and also reduce the burden on 
the user and mobile devices. 
The combination of e-commerce and mobile devices, 
providing anytime and anywhere access. Despite of 
benefits that provided in e-commerce by mobile devices,
due to broadcast nature of the wireless communication, it 
is required to deal with new security threats.
The most challenging aspects in M-commerce are the 
security transmission of the data and information and 
providing E-commerce transactions security that uses 
mobile terminal. To provide a secure M-commerce 
environment, service providers need to address issues 
pertaining to data security, network security, data 
integrity, application security, data access, authentication, 
authorization, data confidentiality, data breach issues, and 
various other factors. To achieve a secure M-commerce 
environment, security threats need to be studied and 
addressed accordingly.
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Abstract
Cloud computing is one of the hottest topics in IT today. It can 
help enterprises improve the creation and delivery of IT 
solutions by allowing them to access services more flexibly and 
cost-effectively. Security concerns in the cloud environment are 
the main obstacles in cloud adoption. As clouds are distributed 
in nature, it becomes an easy target for the intruders to exploit 
the vulnerabilities of the network. Intrusion Detection Systems 
are one of the key components for securing computing 
infrastructures. But there are some issues in applying traditional 
intrusion detection systems on the cloud. This paper discusses 
each of the three cloud models, their security risks and covers 
the study of intrusion detection system implemented in cloud 
environment for dealing with various security issues related to 
cloud, and offers solutions for it.
Keywords: Cloud computing, Security, Intrusion detection 
system, Virtualization.

1. Introduction

Cloud computing [1,2] is becoming increasingly popular. 
Many companies utilize cloud computing services to 
minimize IT infrastructure costs. Virtualization and cloud 
computing have changed the face of today’s datacenter. 
With the development of information technology, cloud 
computing becomes a new direction of grid computing. 
Cloud Computing provides a framework for supporting 
end users easily attaching powerful services and 
applications through Internet. To provide secure and 
reliable services in cloud computing environment is an 
important issue. According to the statistical report [3] on 
the buzzword from Google, cloud computing becomes 
more popular than grid computing with the vigorous push 
of virtualization [4,5]. 
Intrusion detection systems (IDSs) are nowadays 
recognized as fundamental tools for the security of 
computer systems. IDSs aim at identifying violations of 
security policies and perform automatic counteractions to 
protect computer systems and information. As soon as 
IDSs are deployed, they may become target of attacks that 

may severely undermine or mislead their capabilities. 
Intrusion detection systems are one of the most popular 
devices for protecting cloud computing systems from 
various types of attack. But the traditional intrusion 
detection system is not flexible in providing security in 
cloud computing because of the distributed structure of 
cloud computing. Since cloud computing is distributed in 
nature, supports multi-user and multi-domain platform, it 
is more prone to security threats. In addition to the 
contemporary security issues, Clouds present novel 
security challenges which require dedicated efforts for 
their solution. This paper has focused on one such 
challenge i.e. intrusion detection problem for Clouds. In 
an effort to address this challenge, the paper presents a 
virtual machine introspection based approach which 
makes use of virtual machine monitor’ parameters such as 
isolation, inspection and interposition for build an 
effective IDS in cloud environment. 
The rest of this paper is organized as follows. Section 2 
describes the overall architecture of cloud computing and 
introduces type of cloud and the service models. Section 3 
discusses security issues in cloud environment. In Section 
4, we describe traditional intrusion detection system and 
type of that. Section 5 and 6 present challenges and 
solutions to design intrusion detection system in cloud 
environment. Section 7 discusses some related works. 
Finally, Section 8 concludes this paper and outlines future 
work.

2. Cloud computing architecture

Cloud computing is an emerging and evolving 
architecture, and as a result, many definitions and 
expectations of the architecture exist. The National 
Institute of Standards and Technology (NIST) has defined 
“Cloud computing is a model for enabling ubiquitous, 
convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, 
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storage, applications, and services) that can be rapidly 
provisioned and released with minimal management 
effort or service provider interaction.” [6]. Cloud 
computing represents a paradigm shift for delivering 
resources and services; this results in important benefits 
for both cloud providers and cloud consumers. 
Advantages of the cloud computing technology include 
cost savings, high availability and easy scalability. 
Consumers rent resources from a third-party provider, 
consume them as a service and pay only for resources that 
they use.
This cloud model promotes availability and is composed 
of five essential characteristics (on-demand self-service, 
broad network access, resource pooling, rapid elasticity 
and measured service), three service models, and four 
deployment models [6].

2.1 Cloud Service models

About the services, which are served over cloud 
computing systems there is a definition as Anything as a 
Service (XaaS). The type of computing resource that is 
offered in a cloud defines a cloud’s service model. NIST 
and the industry have identified three common service 
models that are based on what cloud services are provided: 
applications, platform, and/or infrastructure. [7] refers to 
these three as the SPI model. These three main service 
models of the cloud computing are shown in Figure 1 and 
detailed as follows.
Software as a Service (SaaS). The capability provided to 
the consumer is to use the provider’s applications running 
on a cloud infrastructure. With Software as a Service, 
service consumers get their software applications from the 
service provider. The consumer does not manage or 
control the underlying cloud infrastructure including 
network, servers, operating systems, storage, or even 
individual application capabilities, with the possible 
exception of limited user-specific application 
configuration settings. She just uses the software as an 
application while the provider manages the underlying 
platform software and infrastructure hardware (e.g., 
Google Apps [8]).
Platform as a Service (PaaS). The capability provided to 
the consumer is to deploy onto the cloud infrastructure 
consumer-created or acquired applications created using 
programming languages and tools supported by the 
provider. The consumer does not manage or control the 
underlying cloud infrastructure including network, servers, 
operating systems, or storage, but has control over the 
deployed applications and possibly application hosting 
environment configurations. The platform may include 
databases and middleware in addition to application 

development tools (e.g., Google App Engine [9], 
Microsoft’s Azure [10]).
Infrastructure as a Service (IaaS): The capability 
provided to the consumer is to provision processing, 
storage, networks, and other fundamental computing 
resources where the consumer is able to deploy and run 
arbitrary software, which can include operating systems 
and applications. With Infrastructure as a Service, the 
provider manages the underlying physical cloud 
infrastructure (servers, storage, network, and the 
associated virtualization and operating systems software) 
while the consumer deploys and runs his or her own 
application and platform software. Virtualization software 
is often a key enabler for IaaS architectures (e.g., Amazon 
Web Service (AWS) [11], Eucalyptus [12], OpenNebula 
[13]).

Fig 1. The SPI model [7]

2.2 Type of clouds

These are commonly known as Public, Private, and 
Hybrid models. The following sections use the National 
Institute of Standards and Technology definition of cloud 
to introduce these different types of cloud [6];
Public cloud- According to NIST, a public cloud is one in 
which the infrastructure is open to the general public for 
consumption. Due to the nature of public clouds, they are 
exposed to a higher degree of risk.
Private cloud- According to NIST, a private cloud is 
provisioned for exclusive use by a single organization 
comprising multiple consumers, such as business units. It 
may be owned, managed, and operated by the 
organization, a third-party, or some combination of them.
Community cloud- NIST defines a community cloud as 
one whose infrastructure is provisioned for the exclusive 
use by a specific community of consumers from 
organizations that have shared concerns. For example, 
mission, security requirements, policy, and compliance 
considerations. It may be owned, managed, and operated 
by one or more of the organizations in the community, a 
third-party, or some combination of them.
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Hybrid cloud- The cloud infrastructure is a composition of 
two or more clouds (private, community, or public) that 
remain unique entities but are bound together by 
standardized or proprietary technology that enables data 
and application portability (e.g., cloud bursting for load 
balancing between clouds).

3. Security issues in cloud environment

Cloud computing presents exciting opportunities to 
establish large scale computing infrastructures which are 
available on demand to fulfill customized user 
requirements. In addition to the contemporary security 
issues, Clouds present novel security challenges which 
require dedicated efforts for their solution.
Cloud computing has some security issues that need to be 
addressed before enterprises consider switching to the 
cloud computing model [7,14]. They are as follows:
Network availability- Since a public cloud is by definition 
accessed over the Internet, the cloud provider must 
address the potential for catastrophic loss of Internet 
backbone connectivity.
Privileged user access- information transmitted from the 
client through the Internet poses a certain degree of risk, 
because of issues of data ownership. 
Regulatory compliance- clients are accountable for the 
security of their solution, as they can choose between 
providers that allow to be audited by third party 
organizations that check levels of security and providers 
that don't. 
Privacy and Data location- Data may not remain in the 
same system, the same data center, or within the same 
cloud provider’s systems. Conceivably, data may even be 
stored in another country, incurring considerable concern.
Data segregation and Control over data- encrypted 
information from multiple companies may be stored on 
the same hard disk, so a mechanism to separate data 
should be deployed by the provider. 
Disaster recovery and Business continuity- every provider 
should have a disaster recovery protocol to protect user 
data. 
Investigative support- if a client suspects faulty activity 
from the provider, it may not have many legal ways 
pursued an investigation. 
Long-term viability - refers to the ability to retract a 
contract and all data if the current provider is bought out 
by another firm. 
Systems vulnerabilities and Risk of common attacks- All 
software, hardware, and networking equipment is subject 
to exposure of new vulnerabilities. Some components may 
pose greater risks based on a history of vulnerabilities and 
exploits. Tenants may not tolerate specific vulnerabilities 

or risk areas for a range of reasons. A specific cloud may 
be subject to new attack types, or it may be immune to 
common attack types based on various reasons.

According to latest case, Security threats can be 
categorized as follow [15];

 Cloud data confidentiality issue
 Network and host based attacks on remote Server 
 Cloud security auditing 
 Lack of data interoperability standards 

4. Traditional Intrusion Detection System

Intrusion detection systems (IDSs) are a critical part of an 
organization’s overall network and system’s protection 
strategy and a critical part of a defense-in-depth 
architecture. Intrusion detection is the process of 
monitoring the events occurring in a computer system or 
network and analyzing them for signs of possible 
incidents, which are violations or imminent threats of 
violation of computer security policies, acceptable use 
policies, or standard security practices [16]. Intrusion 
detection involves determining that some entity, an 
intruder, has attempt to gain, or worse, has gained 
unauthorized access to the system.
Intrusion detection systems use different methods to detect 
security incidents. Traditionally, there are two major types 
for these detection systems: signature-based IDS and 
anomaly-based IDS. A signature-based IDS [17,18] (or 
called rule-based IDS), detects an attack by comparing 
incoming events with its stored signatures. A signature is 
a kind of descriptions to represent a known attack using 
some features. An anomaly-based IDS [19,20] aims to 
identify great deviations by comparing current system or 
network events with a predefined normal profile. An 
anomaly event is detected if the deviation exceeds a pre-
determined threshold.
Based on the protected objective, IDS can be classified 
into host-based intrusion detection systems (HIDS), 
network-based intrusion detection systems (NIDS), or 
distributed intrusion detection systems (DIDS), which 
contain both types of sensors. 
HIDS. Host-based intrusion detection systems install on a 
host and monitor multiple data on one specific machine, 
such as system log files, operating system data structures, 
or system calls.
NIDS. Network-based intrusion detection systems are 
used to monitor network traffic between multiple 
computers.
DIDS. One type of self-monitoring system is the 
distributed intrusion detection systems, a security system 
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designed to detect suspicious activity with a system [21]. 
The DIDS uses multiple IDSs to protect a distributed
system.

5. Challenges

Traditional NIDS and HIDS cannot identify suspicious 
activities in a cloud environment. As an example, a NIDS 
may not detect an attack sometime when node 
communication is encrypted. Attacks can also be invisible 
to HIDS, because they may not leave traces in the node 
operating system where the IDS resides [22]. Moreover, 
the traditional security tools lack either isolation from an 
attacker or have little visibility of the monitored system. It 
does not adequately address the new security risks unique 
to virtualization and cloud computing. At the same time, 
such security tool negatively impacts performance on 
these platforms.
Distributed model of cloud makes it vulnerable and prone 
to sophisticated distributed intrusion attacks like 
Distributed Denial of Service (DDOS) and Cross Site 
Scripting (XSS). In cloud computing, user data and 
application is hosted on cloud service provider’s remote 
servers and cloud user has a limited control over its data 
and resources. In such case, the administration of IDS in 
cloud becomes the responsibility of cloud provider. 
Intrusion detection systems are defeated either through 
attack or evasion [23]. Evading an IDS is achieved by 
disguising malicious activity so that the IDS fails to 
recognize it, while attacking an IDS involves tampering 
with the IDS or components it trusts to prevent it from 
detecting or reporting malicious activity. HIDS will often 
be compromised along with the host OS because of the 
lack of isolation between host and attacker. HIDSs operate 
at either user or kernel space, giving them good visibility 
because they can report process lists, network connections, 
files, etc. Unfortunately, HIDSs do not have high 
resilience because their control and the data structures 
they rely on can be taken over by an attacker. Once the 
HIDS is compromised, it is easily blinded and may even 
start to report misleading data, or provide the adversary 
with access to additional resources to leverage for their 
attack. A compromised IDS is useless.
Network-based intrusion detection systems that offer high 
attack resistance at the cost of visibility, and host-based 
intrusion detection systems that offer high visibility but 
sacrifice attack resistance. Hence, traditional IDSs are not 
suitable for a dynamic and distributed cloud environment. 

6. Solutions
Virtualization [24–25] is the cornerstone technology for 
cloud computing to multiplex computing resources on a 
single cloud platform for multi-tenant computing 
capability. With the fusion of cloud computing and 
virtualization technology, system security under 
virtualization becomes a key point in recent research. As 
above paragraph discussed, traditional IDSs are not 
suitable for a dynamic and distributed cloud environment. 
Therefore, use of virtualization technology presents a new 
architecture for building intrusion detection systems that 
provides good visibility into the state of the monitored 
host, while still providing strong isolation for the IDS, 
thus lending significant resistance to both evasion and 
attack.
Virtualization and cloud computing are revolutionizing 
information technology by facilitating a more efficient use 
of computing resources. Virtualization is the technology 
that enables many separately running operating system 
instances to occupy a single computer. Each virtual 
machine (VM) instance runs as though it were occupying 
its own dedicated server. This can enable an organization 
to more easily deploy and manage servers. Virtual 
machine introspection (VMI) is the key technology widely 
used in the existing security protection system [23]. This 
mechanism allows us to pull our IDS “outside” of the host 
it is monitoring, into a completely different hardware 
protection domain, providing a high-confidence barrier 
between the IDS and an attacker’s malicious code. IDS 
implementation in cloud computing requires an efficient, 
scalable and virtualization-based approach.

7. Related work
There are several problems about deploying IDS and 
security in cloud environment. Different researchers raise 
various models or schemes for solving such problems [26, 
33]. Many efforts have been taken in the area of Cloud 
computing and intrusion detection system but still there 
are more attacks that have not been detected. For example, 
the researchers worked in this field to overcome the 
current security threats in the Cloud computing through 
implementing IDS in Cloud environment which is 
responsible of monitoring the utilization of resources for 
the virtual machine using data acquired from virtual 
machine monitors. More specifically, all monitoring 
operations are done outside the virtual machines so the 
attacker cannot modify the system in the case of tenant’s 
instance is breached.
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Virtual machine introspection (VMI) is a technique 
whereby an observer can interact with a virtual machine 
client from the outside through the hypervisor. In 2003, 
Garfinkel and Rosenblum [23] first demonstrated a 
technique for intrusion detection inside a virtual guest 
using VMI. In 2009 using VMware’s VMSafe, Symantec 
demonstrated injecting anti-virus code into a virtual 
machine from the VMware hypervisor [34]. In 2012, [26] 
introduces Maitland as a prototype proof-of-concept 
implementation a lighter-weight introspection tool, which 
exploits paravirtualization and Supports Cyber-Security in 
the Cloud. Kleber, schulter et al. [35] have proposed an 
IDS service at cloud middleware layer, which has an audit 
system designed to cover attacks that NIDS and HIDS 
cannot detect, and so on.

8- Conclusion and future work
Cloud Computing can be defined as a new style of 
computing in which dynamically scalable and often 
virtualized resources are provided as a services over the 
Internet. It is an internet-based computing technology, 
where shared resources such as software, platform, 
storage and information are provided to customers on 
demand. Security attacks are a threat to virtually any 
system connected to the Internet. Currently the biggest 
hurdle in cloud adoption by most of the corporate 
organizations is its security. As the basis of cloud 
computing, the virtualization technology is paid more and 
more attention from academia and industry.
Intrusion Detection Systems are nowadays recognized as 
necessary tools for the security of computer systems. Their 
objective is to protect against attempts to violate defense 
mechanisms. In this paper, we discussed each of the three 
cloud models, their security risks and covered the study of 
intrusion detection system implemented in cloud 
environment for dealing with various security issues 
related to cloud, and offers solutions for it. We find out 
traditional IDSs are not suitable for cloud environment 
and the best approach is using VMI technology in design 
security system in virtual and cloud environment. We’re 
implementing monitoring system via introspection in 
virtual environment, with focus file integrity monitoring 
[36] and we’re going to extend that to cloud computing.
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Abstract
Among the various forms of malware, botnets are becoming the
major threats on the Internet that use for many attacks, such as 
spam, distributed denial-of-service (DDoS), identity theft and 
phishing. NetFlow protocol is a standard for monitoring Internet 
traffic that developed by Cisco Systems. Therefore, it is very 
effective to identifying unusual programs generating illegal 
traffic, or additional load, and also identification of botnet. The 
main goal of this paper is to show a novel approach for botnet 
detection using data records of NetFlow protocol and clustering 
technique. Our approach for C&C bot detection is to examine 
flow characteristics such as IP, port, packet event times and 
bytes per packet for evidence of botnet activity. First we collect 
the flows and refined records based on basic filtering, white list 
and black list. The remaining records produce a cluster and the 
cluster refined based on patterns, policies, and another cluster 
that generated based on reported events, alerts and activities of 
network security sensors. We apply hierarchical clustering that
allows us to build a dendrogram, i.e., a tree like graph that 
encodes the relationships among the bots. The merged cluster
modifies based on rules and combined with other information 
about detected infected nodes to reduce false positive. 

Keywords: NetFlow Protocol, C&C Botnet, Hierarchical
Clustering, Correlation, Anomaly Detection, Network Security.

1. Introduction

The term “Bot” is derived from the word “Robot” that is 
an intelligent software application that runs via worms, 
trojans or other malicious codes to perform a group of
cyber operations over the Internet. The other name of bot 
is zombie. A large number of bots form a connected group 
called a “Botnet” that under the remote control of a 
human operator called a “Botmaster”. 
According to the explanation in [1], botnets can be 
classified to four categories: IRC, HTTP, P2P and DNS. 
The IRC bot is a centralized topology that a central point 

sends messages between clients [2]. In connection phase, 
the bot program establishes an IRC channel, and connects 
the zombie to the command and control (C&C) server. 
Upon establishment of C&C channel, the zombie becomes 
a part of attacker’s botnet army. Then, the actual botnet 
command and control activities will be started. The 
botmaster uses the IRC channel to disseminate commands 
to his bot army. Bots receive and execute commands sent 
by botmaster. The IRC channel enables the botmaster to 
remotely control the action of large number of bots to 
conduct various illicit activities [3]. 
In the http bot, the command and control (C&C) is http 
based [1]. In HTTP-based botnets, bots contact C&C 
server periodically to fetch commands. The HTTP 
protocol is a popular communication method by botnet 
which is difficult to be detected. Botnets usually bypass 
security devices using the HTTP protocol [4].
Centralized control of botnets offers a single point of 
failure for the botnet. So, more stable architectures will be 
used by botnet operators, P2P architecture [1]. P2P 
communication system has several important advantages 
over centralized networks. It is much harder to disrupt 
and the design of P2P systems are more complex. This 
means that the compromise of a single bot does not 
necessarily mean the loss of the entire botnet. But, there 
are typically no guarantees on message delivery or latency 
[2]. 
When bots used DNS as a communication channel to 
connect to botmaster, called the DNS botnets. Recent 
DNS botnets are so difficult to be detected, because using 
new fluxing features. Fast flux (FF), a mechanism that a 
set of IP addresses change frequently corresponding to a 
unique domain name. Domain flux (DF), a mechanism 
that a set of domain names are generated automatically 
and periodically corresponding to a unique IP address [5]. 
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Botnet detection and defense is an important research 
task. There are mainly many categories of botnet detection 
and tracking methods. The detection techniques are 
classified into four classes in [3]: signature-based, 
anomaly-based, Domain Name System (DNS)-based and 
mining-based techniques. 
According to [4], there are two approaches of botnet 
detection, one is signatures based method and the other is 
based on anomaly. In [6], detection methods are traffic 
based, anomaly based, nick name based, independent of 
C&C controls and spam mail based.
In this research, the main data-source for botnet detection 
is NetFlow records. NetFlow protocol has the task of 
network traffic analysis and plays a vital role in network 
troubleshooting, performance improvement and increased 
availability of members. The protocol stores information 
about network nature, such as who, when and how has
used network traffic. In last, the SNMP protocol used for 
monitoring network traffic. SNMP however aggregates 
information on a very high level (i.e. network interface 
throughput or device uptime), but, a lot of information is 
lost. The SNMP protocol can't specify that who and how 
much has used bandwidth. So, the NetFlow protocol 
designed for collects information of network layer [7]. 
A flow is a unidirectional stream of packets that pass 
through a network element and share a common set of 
attributes [8]. NetFlow version 9 is the latest release from 
Cisco and was also selected by the IETF as the basis for 
the IPFIX standard. NetFlow protocol is useful in 
identification of agents producing an additional load to 
the network. Therefore it is very effective in identifying 
unusual programs such as botnet. 
Several mechanisms have been proposed for botnet 
detection; One of these mechanisms, uses NetFlow 
protocol. Low volume of data, simplicity of computation, 
lower false positive and being online are some of the 
advantages of this mechanism against other mechanisms. 
Network flow records high-level descriptions of Internet 
connections, but not the actual data transferred [9]. 
Various methods are used to analyze NetFlow data. One 
of these methods is clustering. Bots have a specific traffic 
pattern to communicate over the network, like ports, size 
of the packets in each direction, and duration. So, if 
various data mining techniques combined with clustering 
analysis, specific patterns of behavior in network traffic 
are identified and can be found bots. 
We proposed a method for C&C bot detection that 
contains 5 steps: First, we collect network traffic and 
events. Second, records refine based on basic filtering, 
white list and black list. Third, we use clustering 
technique to create two clusters of remaining flows and 
events. Forth, we refine the flows cluster based on 
patterns, policies, and events cluster. In last step, we use 

rules and pervious information to discover correlations 
and certain patterns, and report the bot cluster(s). 
The remainder of this paper is structured as follows. 
Section 2 discusses on related work, defines the scope of 
this article and highlights innovative aspects of our 
approach. In section 3, the general methodology as well as 
proposed approach is described. Finally, we offer the 
simulation of our approach in section 4 and conclude in 
section 5.

2. Related Work

Botnet detection and tracking has been a major research 
topic in recent years. Different solutions have been 
proposed in different sources. Traditionally, botnets have 
mainly been identified in several ways. According to the 
explanation in [3], botnet detection techniques can be 
classified as being signature-based, anomaly-based, DNS-
based, and mining-based. Several of the prevalent data 
types that used for botnet detection and tracking have 
DNS data, NetFlow data, packet tap data, address 
allocation data, honeypot data and host data [2]. 
According to [10], bot detection mechanisms contain 
infiltration, C&C server hijack, syntactic, horizontal 
correlation, vertical correlation, host-based and network-
based. An addition, botmaster detection mechanisms 
contain marking, logging and stepping-stone detection 
that explained in [10]. 
In this paper, data source is NetFlow data. NetFlow is a 
traffic profile monitoring technology developed by Darren 
Kerr and Barry Bruins at Cisco Systems, back in 1996. 
NetFlow data provides important information about 
network conversations and behaviors. Each unique flow is 
recorded by the network devices or probes, and the flows 
are then reported to a data collection server [11]. NetFlow 
can help network managers to monitor suspect Internet 
botnet’s activities by analyzing the source data from the 
router [12]. NetFlow data represents information gathered 
from the network by sampling traffic flows and obtaining 
information regarding source and destination IP addresses 
and port numbers [13].
A survey that aims at analyzing, classifying and 
comparing the most relevant network-based botnet 
detection methods, can see in [14]. Generally, botnet 
detection methods using NetFlow are classified in five
categories: correlation, clustering, IRC, machine learning 
and DNS. 
Correlation: Disclosure, a large-scale, wide-area botnet 
detection system incorporates a combination of novel 
techniques to overcome the challenges imposed by the use 
of NetFlow data. Several groups of features allow 
Disclosure to reliably distinguish C&C channels from 
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benign traffic using NetFlow records [15]. BotHunter that 
explained in [16], is analytical strategy of matching the 
dialog flows between internal assets and the broader 
Internet as dialog-based correlation, and contrast this 
strategy to other intrusion detection and alert correlation 
methods. A same approach presented for C&C bot, in [17].
Clustering: in this approach, a clustering scheme with a 
set of traffic features design to determine group similar 
traffic patterns. BotMiner defines a botnet as a 
coordinated group of malware instances that are 
controlled via C&C communication channels. In 
BotMiner, detection framework clusters similar 
communication traffic and similar malicious traffic, and 
performs cross cluster correlation to identify the hosts that 
share both similar communication patterns and similar 
malicious activity patterns [18]. BotTrack is an approach 
based on clustering and PageRank algorithm that analyzes
communication behavioral patterns and to infer potential 
botnet activities [19]. An approach proposed based on 
PageRank and MapReduce in [20].
IRC: Internet Relay Chat (IRC) is a concept that allows 
users to communicate with each other in real time. There 
exist several separate networks of so called IRC servers, 
which provide users with a connection to IRC. A common 
method of an attacker to communicate with the botnet is 
to use IRC. Rishi is an approach to detect IRC 
characteristics of infected machines that explained in 
[21]. There are more methods for detect IRC bot that 
explained in [22], [23], [24] and [25].
Machine Learning: Reference [26] uses machine 
learning techniques to identify the command and control 
traffic of IRC-based botnets. 
DNS: A survey presented in [5], aims to classify botnet 
detection methods. There is a method that uses DNS data 
and traffic network to detect malicious hosts that 
explained in [27].
In summary, the automatic detection of botnets is a 
challenge and demands for a different approach. We fill 
this gap by designing a method to detect C&C channels 
based on traffic analysis and data mining techniques. 
Proposed approach uses clustering technique to create two 
clusters of flows and events. In addition, it uses of a 
correlation engine to combine clusters information. The 
result cluster refines based on rules and pervious 
information to specify bot cluster(s). The approach uses 
clustering and correlation benefits that proposed in other 
papers. In addition, this approach adds a rule-based logic 
and information combination to reduce false positive. 

3. Proposed Approach 

In this section, we discuss on proposed approach. First, 
we present basic definitions. Second, we offer network 
configuration for collect flows and events. Third, we 
express proposed approach and explain different parts of 
the algorithm. 

3.1 Basic Definitions

Definition1. A C&C botnet uses a protocol to 
communicate instructions and reports, signal a bot’s state 
and availability as well as transmit bot program updates 
between one or more bots and the controlling entity, the 
bot master [28]. 
Definition2. A flow is a unidirectional stream of packets 
that pass through a network element and share a common 
set of attributes [8].
Definition3. Two flows are said to be correlated when 
they exhibit one or more common properties [22]:

• They are the product of similar applications.
• There is a causal relationship.
• There is one transmitter and multiple receivers.

Definition4. Types of Correlation [15]:
• Vertical Correlation: detecting command and 

control (C&C) channels used by botmasters to 
communicate with each infected machine.

• Horizontal Correlation: botnet detection is based 
upon patterns of crowd behavior exhibited by 
collections of bots in response to botmaster 
commands.

3.2 Flows and Events Collectors

The sensor is the device or program that captures data 
from your network and forwards it to the collector. The 
collector is software that receives sensor records and 
writes them to disk. For collecting flows and events, we 
must configure two collectors on network. Flow Collector 
saves flow records that capture from the network. Event 
Collector saves alert records that reported by security
sensor, such as IDS, Firewall, Antivirus and etc. Figure 
(1) shows configured network that collects flows and 
events and we will describe in continue. Also, figure (2) 
illustrates our methodology for C&C botnets detection 
that will explain in section 3.3.

3.2.1 Flow Collector

The biggest flow collectors on Internet are cflowd, flowd
and flow-tools. Flow-tools, the most commonly used flow 
management tool kit. To install the latest version of flow-
tools from source, download the source code from 
http://code.google.com/p/flow-tools/, and extract it. Now 
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go into the flow-tools directory, and read the install file 
for the current compiling instructions. The process 
probably includes the steps configure, make, and make 
install [29].
The flow-capture program listens on a specified UDP port 
for incoming flow exports. It then captures the data and 

writes flow records to disk. It configure on a special IP 
and port. Many network hardware manufacturers, such as 
Cisco, include flow export in their products. Configure 
NetFlow on a Cisco router interface. 

Fig. 1 Network configuration

Fig. 2 An anomaly methodology for detect C&C botnets 
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3.2.2 Event Collector

All the network events from security sensors sent at a 
central location. Events collector allows us to get events 
from remote sensors and store them in a local event log 
on the collector computer. All data in the forwarded event 
is saved in the Event Collector. Open Source Security 
Information Management (OSSIM) is an open source 
security information and event management system, 
integrating a selection of tools designed to aid network 
administrators in computer security, intrusion detection 
and prevention. We configure security sensors on OSSIM, 
such that, sensors sent events to interface that connected 
to OSSIM. 

3.3 Methodology 

In this section, we explain a new botnet detection anomaly 
approach that the goal detects same patterns belong to the 
same botnet in network. Botnets have similar behaviors 
during a time period. Our approach finds similarity
behavior of hosts using NetFlow information and reported 
events through a predefined time period. 

We proposed an anomaly methodology for C&C bot 
detection that contains below steps: 

1. Collecting network traffic and events 

2. Refining records based on basic filtering, white 
list and black list

3. Creating two clusters of remaining flows and 
events 

4. Refining clusters based on patterns and policies, 
and merging clusters information together

5. Using rules and pervious information to discover 
correlations and certain patterns, and reporting
the bot cluster(s)

In first step, we collect NetFlow data and events of 
sensors and store in Flow and Event Collectors that 
explained in section 3.2. 

In next step, we refine NetFlow and event records based 
on basic filtering, black list and white list. Before this, we 
must unify events. Unification Events level aims to
unifying events from all security sensors in a single 
format on just one console. We will be able to observe all 
security events for a particular moment in time on the
same screen and in the same format. So, we will need to
organize a translator and a database. The translator 
unifies all network events that coming from different 
sensors, in same format and stores them in the same 
database. 

In the basic filtering level, we filter out all the flows that 
are not directed from internal hosts to external hosts. 
Therefore, we ignore the flows related to communications 
between internal hosts and flows initiated from external 
hosts towards internal hosts. We also filter out flows that 
are not completely established, i.e., these flows are mainly 
caused by scanning activity (e.g., when a host sends SYN 
packets without completing the TCP hand-shake) [18]. In 
white list filtering, we filter out those flows whose 
destinations are well known as legitimate servers (e.g., 
Google, Yahoo!) that will unlikely host botnet C&C 
servers. In black list filtering, we filter out those flows 
whose destinations are well known as malicious servers.

In third step, we create two clusters of remaining flows 
and events. Clustering technique enables us to identify 
groups of similar C&C flows and events in our data set. 
We use clustering for three main reasons. Often, the 
message lengths of the messages in a C&C flow are not 
equally static throughout several C&C flows of one botnet, 
but show slight deviations in a small range. Thus, we 
need to aggregate similar flows and learn the range of
each message’s length in a C&C flow. Second, grouping 
similar C&C flows into clusters allows us to build a 
centroid for each cluster which represents the fingerprint 
of this cluster’s C&C flows. Third, the similar behaviors 
of same botnets make same events groups in regular 
periods. The clustering step produces efficient 
representations that serve as training data for the
subsequent classification of flows. In addition, the 
clustering results provide insights into and measure the 
relationships between clusters of different malware 
families [28]. We need to select a clustering method that 
has above specification. This definition of similarity 
between flow and event groups gives us the opportunity to 
apply hierarchical clustering. This allows us to build a 
dendrogram, i.e., a tree like graph (see Fig. 3) that 
encodes the relationships among the bots. 
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Fig. 3 Example of hierarchical clustering for botnet detection

Hierarchical clustering is a method of cluster analysis 
which seeks to build a hierarchy of clusters. Strategies for 
hierarchical clustering generally fall into two types:

 Bottom-up approach: each observation starts in 
its own cluster, and pairs of clusters are merged 
as one moves up the hierarchy. 

 Top-down approach: all observations start in one 
cluster, and splits are performed recursively as 
one moves down the hierarchy

There are other clustering methods that used in [30], [31] 
and [32]. Reference [30] uses the spectral clustering 
method. Of course, references [18], and [28] use 
hierarchical clustering. 

In next step, we refine clusters based on patterns and
policies. The clusters combine their information. Patterns 
are initial signs of a possible attack. In this level, we 
attempt to determine behavior patterns of C&C botnets
that help us identify botmaster, malicious hosts, path 
taken, and attack behavior and method. We define attack 
behavior as the sequence of attacks and activities carried 
out by a botmaster on one or more malicious machines.
Policy are sets of conditions, constraints, and settings that 
allow us to designate who is authorized to connect to the 
network and the circumstances under which they can or 
cannot connect. We must survey flow and event clusters to 
see that flows are based on policies and events ignore, 
which policies. In last level of this step, we merge two 
cluster based on a correlation engine. The correlation 
engine executes an operation on input clusters and return 
output cluster. Correlation in our methodology means the 
ability to view all flows and events in all systems in one 
cluster and in the same format to improve detection 
capabilities. Correlation improves reliability, sensitivity, 
and abstraction. 

In final step, we use rules and pervious information to 
discover correlations and certain patterns, and report the 
bot cluster(s). We define lists of rules for each sequence of
correlation flows that we expect as behavior C&C botnets.
The rules aimed at locating unknown or undetectable
attacks, since patterns that characterize them are 
unavailable. In last level, we combine the new and old 
information to reduce false positive. 

The approach, as an integrated solution, offers monitoring 
at any level, from the lowest to the highest. We proposed 
an anomaly detector that the detection does in multi 
stages: 

 Basic filtering, black list and white list

 Patterns and polices

 Correlation engine

 Rules and pervious information
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4. Simulation

In this section, we evaluate our approach. For this end, we 
simulate a network by GNS3. We configure a network on 
GNS3 that infected to Zeus bot. Zeus is computer 
malware that used to steal banking information by man-
in-the-browser, keystroke logging and form grabbing. In 
this paper, we use centralized Zeus botnets that all bots 
only connect to a botmaster and receive command and 
control traffic from only a server. Flow characteristics that 
we need to detect Zeus botnet, fall into two categories: 

 Static characteristics: source and destination IP 
address, source and destination port numbers and 
protocol

 Dynamic characteristics: packet event times, 
bytes per packet, periodic throughput samples, 
post and get

We need post and get, because Zeus uses HTTP. We show 
configured network on GNS3 in Fig. 4. We send a copy of 
network traffic to OSSIM on the interface of Cisco router
that IP has 192.168.100.1. OSSIM can collect flows and 
events and stores in database. We setup IDS on OSSIM. 
So, we have a flow database and a unification event 
database. Figure (5) shows part of the network traffic in a 
special time period. For next step, we ignore black list and 
white list levels. In basic filtering, we filter out the flows 
related to communications between internal hosts and 
flows initiated from external hosts towards internal hosts.

Fig. 4 Network simulation on GNS3 
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Fig. 5 Part of the network traffic

Various botnets have different behavior patterns on 
network. We create flow cluster based on number of 
packets, bytes per packet, duration, get and post, because 
Zeus is an unknown bot for me, before we detect it and 
understand its behavior patterns. Also, we do not policy 
level, because have no policy for the network. 
Events cluster can’t help us, because Zeus uses HTTP. We 
modified the flow cluster in correlation engine and go to 

next step. In rules level, according to Fig. 5, rules
understand that a special pattern exists in traffic. We have 
two important clusters that have similar specification. 
Some flow records of this clusters show in fig. 6 and fig. 
7. 

Fig. 6 Some flow records of cluster 1
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Fig. 7 Some flow records of cluster 2

Fig. 8 Behavior pattern of Zeus bot

You can see get and post pattern of Zeus bot in fig. 8.  
Bots usually connect to botmaster for a few seconds in 
special periods. Bots have same behavior in different 
periods. We can see records with same specification in 
cluster 1. According to what we know about botnets, 
define rules. So, rules level reports cluster 1 as bot cluster, 
because we predefine this specification as bot in rules 
level. 

5. Conclusions

In this paper, we have shown a methodology for anomaly 
detection of C&C botnets that incorporates a combination 
of novel techniques to overcome the challenges imposed 
by the use of NetFlow data and events. The approach 
detects botnets in multi stages, so we expect to reduce 
false positive. Bots have same behavior on network that 
they distinguish from normal traffic. So, we can create 
number of hierarchical clusters of network flows and 
events and find similar behavior and detect botnet 

cluster(s) based on basic filtering, black list and white list, 
patterns, polices, correlation engine, rules and pervious 
information. 
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Abstract

Remote electronic voting through Internet or mobile phones can 
potentially increase citizens' electoral participation in countries 
with low voter turnout such as those in Sub-Saharan Africa. This
paper measures citizen’s readiness for remote electronic voting 
in Tanzania. Factors influencing citizens’ readiness were 
identified. These factors were further analyzed using SWOT
(Strengths, Weaknesses, Opportunities and Threats)
analysis.Primary data were collected from eligible voters using 
questionnaires. Using descriptive statistics and Chi-square, we 
determined socio-demographic and technical factors impacting 
voters' perception of remote electronic voting versus the current 
paper ballot system. The results indicate that the majority of 
Tanzanians prefer remote electronic voting as an alternative to 
the existing voting system. However, they have concerns related 
to security, privacy and reliability of this new technology. We 
conclude that remote electronic voting entails a promising 
opportunity to increase voter participation in Tanzania; however 
the “right” enabling environment should be created to ensure its 
successful implementation and sustainability.
Keywords: Remote Electronic Voting, Electronic Government, 
Voter Turnout, Voter Participation, Security, Reliability, 
Enabling Environment, Information and Communication 
Technology, SWOT Analysis

1. Introduction 

1.1 Background and Rationale for the Research 

Electronic Government commonly abbreviated as “e-
Government” is the use of ICT to enhance work 
efficiency and improve service delivery in order to meet 
the needs of the public in a responsive and transparent 
manner [15]. The Tanzanian government adopted e-
Government strategy in 2009 and since then has 
implemented a number of collaborative projects in order 
to foster e-Government in the country. These projects 
include (1) expansion of the national ICT backbone 
infrastructure, and (2) implementation of national identity 
system. The national identity project has already started 
delivering, among other things, unique biometric identity 
cards to Tanzanians [21]. The government has also 
established a semi-autonomous e-Government agency 
responsible for overseeing smooth implementation of e-

government projects in the country [20]. Today the 
availability and use of ICT increases in many areas. 
According to the figures from the Tanzania 
Communication Regulatory Authority (TCRA), in 2013 
there were about 26.5 million mobile phone subscribers 
and these figures seem to be increasing exponentially 
[19].Moreover, a significant number of people in 
Tanzania have already made it a matter of routine to pay 
their domestic bills and make purchases over the Internet 
and mobile phones. This is perceived as an enabling 
factor and opportunity for implementation of 
unsupervised remote electronic voting in Tanzania. The 
purpose of e-Government is to bring government closer to 
citizens. From this point of view, the next step is to offer 
citizens an opportunity of active participation in 
democratic processes through ICT. One of the most 
challenging topics in the area of electronic participation is 
unsupervised remote electronic voting. Remote electronic 
voting can be considered as being the supreme discipline 
of all e-Government applications due to its conflicting 
priorities of unique identification and perfect anonymity
[16]. Despite the challenges caused by its nature, remote 
electronic voting in general is of interest and currently 
being discussed in Tanzania.
Remote electronic voting has been introduced to national 
elections in many countries worldwide with the aim of 
improving voter participation. These countries include 
Brazil, Canada, Estonia, France, Germany, India, Ireland 
Italy Netherlands, Nigeria, Norway, South Africa 
Switzerland United Kingdom (UK), and United States of 
America (USA). Literature shows that electronic voting 
has been successfully implemented in some countries 
such as Estonia while others, including USA, have 
decided to abandon these projects due to security 
concerns [2].
Tanzania, being one of the developing countries, is also 
planning to move from the current controlled paper-based 
voting system to the Controlled e-Voting System (CVS) 
in 2015 national elections [3]. It is also expected that the 
country will embark on remote electronic voting in the 
future elections in order to increase voter participation. 
The need for remote electronic voting in Tanzania is 
driven by many factors. One of these factors is that
citizens living abroad are in need of remote voting 
opportunities, since voting from abroad has proved to be 
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difficult, depending on the country in which the citizen 
resides [9]. There are only few people who are capable of 
returning to their home country to vote on Election Day. 
They are, therefore, in need of a platform that will enable 
them to exercise their constitutional right to vote while 
abroad, considering their notable contribution into 
country economy. The introduction of remote electronic 
voting will not only be an improvement for voters living 
abroad, but also for voters residing in Tanzania.
Therefore, as Tanzania is planning to adopt remote 
electronic voting system, it should be noted that the 
remote electronic voting systems implemented in 
developed countries cannot be adopted as they are as each 
country has different requirements and local specifics [6].
Also the existing models were implemented without 
considering security issues in a holistic way. Security 
issues are usually overlooked and perceived from a pure 
technical dimension [22]. As such it is prudent to firmly 
start addressing the existing issues and challenges of 
remote electronic voting systems including security issues 
prior to its adoption and use in the country. This will 
enable the country to mitigate the risks and not to face 
problems that other countries have experienced with this 
new technology.
This paper therefore measures the readiness of Tanzanian 
citizens to participate in the initiative of implementing 
remote electronic voting in Tanzania by identifying 
strengths, opportunities, weakness and threats that can 
have impact on accelerating or slowing down the adoption 
process. The paper is a part of an ongoing research which 
aims at developing a holistic model for secure 
unsupervised remote electronic voting system for future 
general and parliamentary elections in Tanzania.

1.2 General Objectives 

The main objective of this survey was to measure the 
readiness of Tanzanian citizens to participate in the 
initiative of implementing remote electronic voting in 
Tanzania by identifying strengths, weaknesses, 
opportunities and threats that have impact on accelerating
or slowing down the adoption process

1.3 Specific Objectives

The specific objectives of this survey were 
i. To identify strengths and weaknesses of Tanzanian 

society impacting readiness and ability of citizens to 
participate in the initiative of remote electronic 
voting

ii. To identify opportunities associated with remote 
electronic voting in Tanzania

iii. To identify potential threats to remote electronic 
voting from the point of view of the public

iv. To recommend strategies for improving citizen 
readiness for remote electronic voting in Tanzania.

2. Methodology

We used the collected survey data to measure the degree 
to which citizens are prepared to use remote electronic 
voting services. This was done through identification and 
analysis of citizen specific factors influencing the 
readiness for remote electronic voting. The analysis of 
these factors was done with the aid of SWOT analysis 
technique. Both soft copy and hardcopy questionnaires 
were prepared and distributed to the eligible voters. We 
also utilized part of the remote electronic voting 
classification model adopted from Susha and Kripp [18] 
to develop the questionnaires. The model is based on 
systemic holistic model [22].

2.1 Population and Sampling Method.

The population of all citizens above 18 years old (eligible 
voters) was considered appropriate. According to the 
census report of 2012, a total number of Tanzanians 
above 18 years old was 22,424,397, which is 50 percent 
of the total population [13].The sample size was 
computed by the following formula [7]:

……………………. (1)
N = size of population, n = size of sample = acceptable 
margin error (the precision = 0.05), Z= the value of the 
standard variate at 95 percent confidence level, p = 
sample proportion, q = 1 – p; where q= 0.5
In order to have a fair representation of a sample, the
population was stratified into five regions, namely 
Mwanza, Mtwara, Dar es Salaam, Kigoma, Zanzibar and 
Dodoma. These regions were selected based on the size of 
area and geographical location. The sample size of the 
entire population was estimated at 400. We distributed 
more than 500 questionnaires and received responses 
from 413 respondents.

2.2 Profiles of the Respondents 

All the respondents were 18 years old and above. The 
majority of the respondents (59.8 percent) included 
individuals with age from 18 to 45 years old and 40.2 
percent were aged 46 years and above. Among them, 60.2 
percent were male and 39.8 percent were female as 
presented below in Fig 1.

ACSIJ Advances in Computer Science: an International Journal, Vol. 3, Issue 2, No.8 , March 2014
ISSN : 2322-5157
www.ACSIJ.org

151

Copyright (c) 2014 Advances in Computer Science: an International Journal. All Rights Reserved.



Fig. 1: Profiles of the respondents in terms of age and gender

With regards to educational level, a number of the 
respondents with university and college education was 
larger than the number of the respondents with other 
educational levels including primary, secondary school 
both Ordinary Level (O-Level) and Advanced Level (A-
Level). The majority of the respondents (37.5 percent)
and 25.8 percent of the respondents had at least university 
and college education qualification respectively, whereas 
18.8 percent and 10.5 percent had secondary qualification 
of both A-level and O-level respectively and 7.5 percent 
of the respondents had only primary qualification. Fig. 2 
represents educational levels of the respondents.

Fig. 2: Educational profile of the respondents

2.3 Data Collection

Primary data were collected using both soft and hard copy 
questionnaires. The questionnaires were prepared 
according to the remote electronic voting classification 
model adopted from Susha and Kripp [18]. In order to 
ensure validity of the questionnaires, a pilot study was 
conducted prior to distributing them to respondents. The 
pilot study was conducted via email communication. The 

questionnaires were delivered to 63 respondents. 
Responses from 15 respondents were received, and 
necessary improvements to the questionnaires were made. 
The improved versions of the questionnaires were 
distributed manually and via Internet to the members of 
general public. 

2.4 Reliability and Goodness of Fit Measurement.

Reliability test was conducted by using Statistical 
Package for Social Sciences (SPSS) to analyze the 
internal consistence of the questions; the calculated 
Cronbach’s alpha was 0.998 and alpha was most suitable. 
Furthermore, a Chi-square test was conducted to assess 
goodness of fit for all research questions. The results 
show statistical significance

2.5 Data Processing and Analysis

The content analysis technique was used for processing 
and analyzing descriptive data. We also used SPSS and 
Excel to analyze data. Various analysis techniques 
included descriptive statistics, especially frequency and a 
Chi-square test which was used to measure both goodness 
of fit and relationship between variables. The results were 
presented using charts.

3 Results and Discussions 

3.1 Citizens’ Readiness for Remote Electronic 
Voting

We measured the degree to which citizens are prepared to 
use remote electronic voting services. This was done 
through identification and analysis of citizen specific 
factors influencing the readiness for remote electronic 
voting. The identified readiness factors were, as follows:
(1) citizens' regular usage of mobile phone or Internet to 
conduct business transactions; (2) trust and confidence in 
electoral process; (3) level of ICT and electronic voting 
literacy; (4) security, privacy, reliability; (5) system 
implementation cost; (6) democratic liturgy; and (7) 
existence of legal framework to support remote electronic 
voting. These factors were analyzed using SWOT analysis
technique. We modified a conceptual framework adopted 
from Abdelghaffar. I. A [1] to guide us in measuring 
citizen’s readiness for remote electronic voting. The 
framework assumes the existence of low level of citizens’ 
readiness for remote electronic voting. We expect that
following readiness assessment and once the gaps are 
identified and improved the citizens will be shifted from 
being non electronic ready (Non-e-ready) and be able to 
use remote electronic voting services in future. Fig 3 
shows the modified conceptual framework for measuring 
citizens’ for remote electronic voting in Tanzania 
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. 

Fig. 3: Conceptual framework for measuring citizens’ readiness for 
remote electronic voting 

3.1.1 Strengths

3.1.1.1 Citizens’ Trust and Confidence in 
Electoral Process

The analysis of the collected data shows that 78 percent of 
Tanzanian citizens have confidence in election processes 
and National Electoral Commission of Tanzania (NEC) 
This high level of confidence would be an advantage for 
the introduction of remote electronic voting in the 
country. Trust in remote electronic voting can be viewed 
in the context of general trust in public institutions. There 
is a relationship between trust in different public
institutions such that people with a high level of trust in 
one institution also tend to trust the other institutions, 
while distrust in one is related to distrust in others [4].
Thus we can conclude that the observed high level of trust 
in NEC and overall administration of election in the 
country may have influence on the level of trust in remote 
electronic voting in Tanzania. However, those few 
citizens who exhibited disbelief in the freeness of NEC 
and administration of the election in general may pose a 
challenge when it comes to the adoption of remote 
electronic voting systems in the country. Therefore, the 
reputation and legitimacy of NEC and the overall quality 
of election administration is a fundamental prerequisite 
for the successful implementation of electronic voting in 
the country. Fig. 4 represents confidence of the 
respondents in electoral process.

Fig. 4: Confidence in electroral process

3.1.1.2 Access to Financial Services Through 
Mobile Phones and Internet

A significant number of people in Tanzania have already 
made it a matter of routine to pay their domestic bills, 
make money transfer and make purchases over the 
Internet and mobile phones. The findings show that more 
than 55 percent of mobile phone users use their mobile 
phones to conduct financial transaction frequently while 
18 percent use it rarely. This is an indication that they are 
likely to be able to vote through their mobile phones as it 
follows a similar process, except that in this case they will 
be selecting their preferred political candidate instead of 
choosing a service or product from the catalog. We
perceive this development as an opportunity for 
implementation of remote electronic voting in Tanzania. 
Fig. 5 shows frequency of use of Internet and mobile 
phones for financial transactions.

Fig. 5: Frequency of use of Internet/mobile phone for online purchasing 
and payment
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3.1.2 Weaknesses

3.1.2.1 Low Level of ICT Literacy and
Unawareness of Remote Electronic 
Voting

Despite the government efforts to promote ICT education 
in the country, Tanzania still has a low level of ICT and 
electronic voting literacy. We noted that 52 percent of the 
respondents were ICT illiterate whereas 21 percent had 
some ICT knowledge, and 19 percent had average ICT 
knowledge. A small group of respondents (nine percent) 
considered themselves as experts in ICT. Fig. 6 below 
indicates the level of ICT literacy among respondents. 

Fig. 6: Level of ICT literacy among respondents

We also collected and analyzed the data on awareness of 
Tanzanians towards remote electronic voting system. The 
majority of respondents (67.2 percent) were unaware of it.
The government recognizes the potential of ICT as a tool 
for improving education delivery as evidenced through 
the national strategies and policies .The Tanzania Vision 
2025 identifies the potential of ICT to address most of the 
development challenges including those presented by 
education [14]. The National ICT Policy of 2003 
recognizes that ICT can enhance education opportunities 
and advocates for the introduction of an e-education 
system [11]. The national ICT policy for basic education 
of 2006 also recognizes the need to integrate ICT in pre-
primary, primary, secondary and teacher education, as 
well as non-formal and adult education [10]. However, 
these policies are not comprehensive enough to address 
electronic voting issues and their implementation faces a 
number of challenges. Such challenges include lack of 
adequate infrastructure (equipment, electricity, facilities
and connectivity) especially in rural areas [14].If ICT and 
electronic voting literacy level will not be improved, a 
significant number of eligible voters will not be able to
use remote electronic voting system securely and 

effectively. Thus high level of ICT and electronic voting 
literacy is among prerequisites for the introduction of 
remote electronic voting in the country 

3.1.2.2 Fear of Lack of Democratic Liturgy
among Citizens

When asked whether casting the vote in a private setting 
(from home, work etc) is feared to diminish the symbolic 
value of the voting process (democratic liturgy), the 
majority of respondents (41 percent) strongly supported 
the statement. This indicates that some voters would still 
like to vote at polling stations as the action of casting a 
vote is perceived as part of a democratic socialization 
process. In other words voters would like to feel as part of 
political community.

3.1.3 Opportunities 

If well implemented, remote electronic voting entails 
opportunities to citizens as well as government. Remote 
electronic voting will increase accessibility, improve 
processing of the results and make voting more
convenient for citizens [5].This means that remote 
electronic voting will encourage more voters to cast their 
vote remotely and increases the likelihood of higher voter 
turnout. Eligible voters will be able cast their vote in an 
electoral district other than the one where they are 
registered. More than 61 percent of the respondents 
commented that remote electronic voting will improve 
voters’ participation in elections. On other hand, election 
administration cost will be reduced in long run and hence 
reduce cost burden on the citizens.

3.1.4 Threats 

Respondents expressed a number of concerns regarding 
potential threats in connection with the implementation of 
remote electronic voting in Tanzania. These threats relate
to the issues of security, reliability and privacy and
implementation cost. Whilst a significant number of 
respondents (55 percent) conducted financial transactions 
via Internet and mobile phones, they were only willing to
do it through well-established websites and reputable 
mobile operators that their family members and friends 
had used safely and recommended them. Of the 
participants who do not conduct online financial 
transactions, the largest number (46.5 percent) indicated
security and privacy concerns as the reason which 
prevented them from doing it and 27.2 percent of 
respondents preferred personal interaction (again due to 
privacy considerations). Limited access to either Internet 
or mobile networks was another factor mentioned by 11.8 
percent of respondents as a reason for not conducting 
financial transactions through Internet/ mobile phones 
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whereas 9.5 percent indicated that they did not need it and 
five percent did not indicate any reasons. 

3.1.4.1 Security Threats

One of the most significant threats to the citizen 
participation in remote electronic voting is perceived 
inability of authorities to ensure security and secrecy of 
electronic ballots. Respondents were concerned that there 
might be a fraudulent behavior that would lead to
legitimate voters being cheated. There is a possibility for 
political groups to commit a wide-scale fraud in order to 
safeguard their political interests. Respondents were also 
of the view that the system could also be sabotaged with 
the aim to disrupt the entire electoral process. The threat 
of sabotage was connected to political terrorism. If these 
threats materialize, there would be a possibility for the 
political violence or even civil war to happen. One of the 
respondents (a voter and ICT expert) has written:
“I totally agree with an idea of introducing remote
electronic voting in Tanzania but prior to that we need to 
have a good preparation such as having the most reliable 
central database for citizens that will be used to identify 
all eligible ones who are supposed to exercise their voting
rights. ICT security should be well designed and 
implemented to insure proper verification of all those who 
are going to be involved in the voting process”.

3.1.4.2 Lack of Reliability

As it is for security, reliability is among the key 
requirements for any voting system. Lack of a reliable
system may lead to harming of democratic principles 
which in turn may lead to dissatisfaction of election
stakeholders. The issue of reliability was linked to the 
issue of lack of reliable ICT infrastructure and a stable 
power supply in the country. According to the statistics of 
2013, only 18.4 percent of the total population was 
connected to the national power grid with only two 
percent of these being in the rural areas [12]. Unstable 
and reliable power may prevent from the introduction of a 
wide scale remote electronic voting system.

3.1.4.3 Threats to Privacy

Vote privacy is probably the most important requirement 
for democratic election and became mandatory for public
elections in most countries as a way to prevent coercion 
and bribery [17]. The majority of the respondents (46.5 
percent) expressed their worries that casting their votes 
through the Internet or mobile phones might allow 
someone to trace whether they had voted and how exactly. 
This is also against fundamental voting principle and 
election law which require a secret ballot.

3.1.4.4 Implementation Cost

Normally the cost of implementing electronic voting 
system is high while the prospective short term returns are 
uncertain. The majority of the respondents (49.70 percent) 
agreed that the initial system implementation cost is very 
high. In this regard respondents were concerned about 
how much it would cost them as individuals or taxpayers
to vote electronically. Since voting is a constitutional 
right, it was strongly argued that there should be no any 
fee associated with this service. The major concern here is 
how the implementation of such a system would be 
funded and how to provide for its financial sustainability.
Respondents’ responses on the implication of high system 
implementation costs are shown in Fig 7

Fig. 7: Respondents’ responses on the implication of high system
implementation cost

3.1.4.5 Lack of Legal Framework

Respondents also expressed their concern on the legal 
issue. Lack of the necessary legal framework can 
seriously affect implementation of remote electronic 
voting as the making of amendments is a lengthy process. 
According to the current Tanzanian legislation, remote 
electronic voting is not permitted. The National Elections 
Act Chapter 343 [23] and its provisions are based on 
traditional voting procedures by which the voters insert a 
paper ballot in the ballot box at polling stations. If the 
remote electronic voting is introduced as an option, the 
jurisdiction pertaining to elections should be amended. 
Until such amendments have been made, however, 
opportunity should be given to run pilot projects regulated 
by provisional legislation.

3.2 Respondents' Preference on the Suitable Way 
of Voting and Their Acceptance of Remote 
Electronic Voting

Although a number of threats to the use mobile phones 
and Internet to vote during parliamentary and presidential 
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elections were identified, remote electronic voting was 
found acceptable by the majority of the respondents. We 
asked the respondents to choose among four voting 
options which included (1) website, (2) touch-screen, (3) 
mobile phone, and (4) other voting options. In the latter 
case the respondents were asked to specify what exactly 
option they would prefer. The majority of respondents (37 
percent) preferred mobile phone to be used in casting the 
vote followed by website with 23 percent respondents. 
Voting at an Internet kiosk as another voting channel was 
suggested by 22 percent of respondents suggested while 
18 percent proposed a touch-screen.  
We were also interested to know whether citizens 
perception on their acceptance of the idea of 
implementing remote electronic voting in the country. We 
asked the respondents to choose among four options 
which included (1) "definitely (absolutely sure)", (2) 
"probably (considerable certain)", (3) "unlikely" and (4) 
"I do not know". The majority of the respondents (66 
percent obtained after adding "definitely" and "probably" 
responses) supported the idea of introducing remote 
electronic voting in the country. Despite the fact that the 
majority of the respondents approved the use of the 
system, yet 23.5 percent were against it mainly due to 
security and reliability concerns. This gives us an 
indication that citizens are willing to accept remote 
electronic voting if the security issues are addressed 
properly.
Public responses on the acceptance of remote electronic 
voting are shown in Fig. 8.

Fig. 8: Public response on the acceptance of the idea of implementing 
remote electronic voting in Tanzania

3.3 Correlation between Variables and Chi-
Square Tests

We assessed whether there was a significance relationship 
between (1) respondent’s educational level, (2) age, (3) 

frequency of use of mobile phones for conducting
financial transaction and citizen’s acceptance of remote 
electronic voting system in Tanzania. Chi-square tests 
were carried out in order to assess if there was a 
significant relationship between the variables. The Chi-
square test was used because the given variables were 
qualitative and categorical in nature [8]. Before 
interpretation of the Chi-square tests; we ensured that all 
the assumptions were fulfilled. These assumptions were
as follows: (1) variables should be qualitative or 
categorical, (2) the categories are mutually exclusive, and 
(3) the minimum expected count is not less than five. In 
the case where any assumption was violated, we used 
exact p-value (values associated with significance test i.e.
a test where all assumptions, upon which the derivation of 
the distribution of the test statistic is based, are met) to 
interpret the results rather than an asymptotic method.
The minimum count for the relationship between the 
given pair of variables was above five. Hence the 
assumption was not violated. We selected five percent
level of significance, the calculated p-values for all pairs 
of variables were less than five percent indicating that 
there is a significant relationship between the given set of 
variables.

3.3.1 Correlation between Level of Education
and the Citizens ‘Acceptance of Remote 
Electronic Voting

Educational level variable had five categories, including 
(1) primary school, (2) O-level, (3) A-level, (4) college 
and (5) university. The acceptance of electronic voting 
system expressed by respondents had four categories: (1) 
"definitely (absolutely sure)", (2) "(probably considerably 
certain) ", (3) "unlikely" and (4) "I do not know". The null 
hypothesis in this case was that there is no relationship 
between the educational level and citizen perception on 
the acceptance of remote electronic voting system. The 
alternative hypothesis was that there is relationship 
between respondents’ level of education and their 
acceptance of remote electronic voting system. The null
hypothesis was rejected at five percent level of 
significance. This means the null hypothesis which 
suggests that there is no significant relationship between 
the educational level of the respondents and their 
acceptance of remote electronic voting system in 
Tanzania had to be rejected while the alternative 
hypothesis had to be accepted. Thus individuals who have 
relatively higher educational levels are more likely to 
support the implementation of remote electronic voting 
system than others
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3.3.2 Correlation between Respondents’ 
Educational Level and Their Preference 
of the Most Suitable Way of Voting

Educational level variable had the same categories as 
described above. Respondents' preference of the most 
suitable way of voting in Tanzania involved (1) paper-
based voting, (2) electronic voting and (3) other ways of 
voting (as specified by respondents themselves). The null 
hypothesis in this case was that there is no significance 
relationship between the level of education and 
respondents’ preference on the most suitable way of 
voting. The alternative hypothesis was that there is a 
significance relationship between the level of education 
and preference on the most suitable way of voting. The 
findings from the SPSS table show a Chi-square statistic 
value of 66.128a with eight degree of freedom while 
asymptotic p-value is 0.000. This means that there is a 
significant relationship between the educational level of 
the respondents and preference of the suitable way of 
voting system in which electronic voting system was the 
choice of the majority.

3.3.3 Correlation Between Age of the 
Respondents and Their Preference of the 
Suitable Way of Voting

Age was set in two main categories,(1) 18-45 years and 
(2) 46 years old and above. Preference of the most 
suitable way of voting has the same categories as 
described above. The null hypothesis in this case was that 
there is no significance relationship between the given 
variables. The alternative hypothesis was that there is a 
significant relationship between respondents’ age and 
preference on the most suitable way of voting. Null 
hypothesis was rejected at five percent level of 
significance. After performing chi-square test by cross 
tabulation between the variables the results indicates chi-
square statistic value of 41.129a with two degree of 
freedom and asymptotic significance p value is 0.000. The 
results suggest that there is a significant relationship 
between respondents’ age and preference on the most 
suitable way of voting. These results reveal that unlike 
elderly voters, younger voters are more likely to become 
early adapters of the remote electronic voting and 
demonstrate a higher level of trust in the system. The 
reason could be that younger generation is perceived to 
put more preference on electronic communication.

3.3.4 Correlation between Online Financial
Transactions and the Citizen’s acceptance 
of Remote Electronic Voting

Citizens’ acceptance of remote electronic voting system 
in Tanzania variable had four categories including (1) 
"definitely (absolutely sure)", 2) "probably (considerably

certain)", 3) "unlikely" and 4) "I do not know". The null 
hypothesis in this case was that there is no relationship 
between online financial transactions and citizens’
acceptance of remote electronic voting. The alternative
hypothesis was that there is a significant relationship 
between the given variables. The results show that there is 
a significant relationship between online financial 
transaction and the citizens' acceptance of remote 
electronic voting system at five percent level of
significance. This finding signifies that people who 
frequently use mobile phones or Internet to conduct 
financial transactions are more likely to accept remote 
electronic voting as it employs a similar process, except 
that in this case they will be selecting their preferred 
candidate instead of choosing a product or a service.

4 Recommendations

Based on the findings from this this survey, we propose 
strategies to improve citizens’ readiness to embrace 
remote electronic system in the country. These strategies 
include recommendations aiming to (1) enhance privacy 
and security posture in the country, (2) increase level of 
ICT literacy and awareness of electronic voting, (3) 
reduce initial system implementation cost, and (4) reduce 
fear of lack of democratic liturgy among citizens.
Unlike other e-government applications, remote electronic 
voting requires a very high level of security due to 
conflicting priorities of unique identification and perfect 
anonymity. The current ICT security posture in the 
country cannot guarantee secure election via ICT. 
Possible recommendations to enhance privacy and 
security posture in the country are the following.
1) The digital identify project has to be extended to 
include complete Public Key Infrastructure (PKI). This is 
one of the key issues in remote electronic voting is voter 
authentication. The only workable technical means to 
ensure such authentication is through use of digital 
identity with PKI. The government is issuing digital 
cards, but a complete PKI system is yet to be 
implemented. To realize a full value from identity card, a 
complete PKI system must be implemented.
2) The government, public and private sectors should 
actively promote user education and awareness about 
online privacy and the means of protecting privacy.
3) Government, public, non-governmental organizations, 
as well as a private sector, should collaborate to enhance 
user confidence, build trust, and protect ICT assets with 
regard consider to existing and potential threats to remote 
electronic voting.
4) There is a need for development of a clear and 
comprehensive national ICT security policy which will 
address the total ICT control spectrum, including adoption 
good security practices. Within this policy there must be 
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institutionalized proactive measures including enforceable 
legal mechanism for protecting ICT assets.
Possible recommendations to enhance ICT and electronic 
voting literacy are the following.
1) To develop policies ensuring that ICT services apart 
from electronic voting are fully integrated in education 
and training at all levels and in support of the concept of 
sustainable learning.
2) To implement comprehensive voter educational
programs at an early stage in the remote electronic voting
implementation. special attention should be paid to
marginalized, disadvantaged and vulnerable groups.
3) To promote awareness of electronic voting by 
involving different stakeholders including private and 
public sectors. Awareness programs should concentrate 
on the benefits of electronic voting in fostering 
democratic elections in the country.
4) To provide affordable sustainable shared access to ICT 
resources such as community telecenters.
Possible recommendation to reduce initial system 
implementation cost include integrating remote electronic 
voting system with other e-Government applications such 
as driving license, national identity, and electronic 
passport. This integration will also increase system 
efficiency and effectiveness.
Possible recommendation to reduce fear of lack 
democratic liturgy among citizens include awareness 
raising on shift patterns.

5 Conclusion 

This study measures citizen’s readiness for remote 
electronic voting in Tanzania. Factors influencing 
citizens’ readiness were identified. These factors were 
further analyzed using SWOT analysis technique. While 
internal strengths such as the high level of trust on 
electoral processes and access to financial services
through mobile phones and Internet, give an indication of 
electronic voting acceptance by citizens, privacy and 
security threats may hinder the adoption process. It was 
also noted that in the situation where there is disbelief in 
the freeness and fairness of elections, the implementation 
of remote electronic voting systems poses a challenge. 
Therefore, the reputation and legitimacy of the national 
electoral commission of Tanzania and the overall quality 
of election administration is a fundamental prerequisite 
for the successful implementation of electronic voting in 
the country. This study also demonstrates significant 
correlations between different survey variables. The 
results show that variables such as younger age, frequent 
use of Internet/mobile phones and higher educational
level have positive influence on acceptance of remote 
electronic voting system by the citizens. Generally the 
evidence presented in this paper shows that remote 
electronic voting entails a promising opportunity to 

increase voter participation in Tanzania. However an 
enabling environment is yet to be established to the level 
that guarantee its successful implementation and 
sustainability. We conclude that more time is needed to 
strengthen what Tanzania has and create enabling 
environment for successful implementation of remote 
electronic voting in the country.
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